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The Alliuris Summer School 

 

The Summer School 2020 took place from the 20th to 24th July. Due to the Covid-19 pandemic, 

unfortunately, there could not be a personal meeting, but instead of missing the conference, 

Alliuris had its first virtual Summer School. It was organised by Herfurth & Partner.  

This new format of the Alliuris Academy was of great interest for the young lawyers, since there 

were 43 registrations from twelve countries all over the world – from China to Mexico.  

Because of the current situation, this year’s program was about “Corona Epidemic – Catalyst of 

Digitalization”. The participants listened to presentations about the Corona epidemic as force 

majeure, work from home, business platforms, artificial intelligence and had an update on 

international data protection. The interesting and very up to date program was enriched by 

speakers from the UK, the Netherlands, India and Germany.  

Although the participants enjoyed the Summer School, due to the virtual format there was no 

real social part of the conference this time. But hopefully we can catch up on it in a later stage 

in the future. Because Alliuris conferences are not only intended to be a source of know-how 

but also a platform for good personal cross border relations among the attendants – the strength 

of the Alliuris group. 

 

This report contains the subjects and materials that were contributed. We hope that this is 

another helpful stepstone for our young lawyers and helpful information for our member firms. 

 

Hannover / Milan, July 2020 

 

Ulrich Herfurth 
Chairman of the Board 

Giuseppe Cattani 
Academy Director  
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Corona Epidemic as Force Majeure 

Zane Shihab and Robert Paydon 
from Kerman & Co in London 
made the start of this year’s 
Alliuris Academy with 
presentations about “Corona 
Epidemic as Force Majeure”. 
While Zane’s presentation dealt 
with “Commercial Contracts 
from a Sporting Perspective in 
relation to Force Majeure and 
Frustration”, Robert guided the 

young lawyers through “The English Court Process and how Disputes are resolved”. Zane 
started by presenting the immense impact of Covid-19 on sporting and music events. He 
explained what is meant by force majeure and how to draft a force majeure clause 
without drafting mistakes which might exempt liability. Furthermore, the participants 
learned about the relation of force majeure clauses and the doctrine of frustration.  

The second half of the speech was presented by Robert who introduced the young 
lawyers to the English litigation process. As there were participants attending from the 
Common law legal system as well as the Civil law legal system, he started by explaining 
the principles of Common law and the English legal (court) system. Afterwards, he 
deepened the explanation of the court proceedings and explained necessary steps, 
documents and the process of the proceedings. 

 

Work from Home 

Since work from home is a pervasive topic now – not only for lawyers advising their 
clients but also for everyone working from home –, the second day of the Alliuris 
Academy was all about remote work. It started with an open discussion guided by 
Alexander Steenaert from Marree en Dijxhoorn in Amersfoort. The young lawyers 
debated questions such as “Can an employer force an employee to work at home or, the 
other way around, to come to the office during the pandemic?”, “What to do when an 
employee wants to come back to office even if he should stay at home due to 
extraordinary circumstances like Covid-19?  

Can the employer force him to stay at home?”. The open discussion was followed by a 
presentation of Antonia Herfurth from Herfurth & Partner about home office 
agreements, their structure and rules. She explained important points to regulate in a 
home office agreement, important from the employer’s as well as from the employee’s 
point of view. Before the start of the Summer School, several questions were sent to the 
participants. In order to design the agreement, Antonia reviewed the participant’s 
answers to the question “Which rules would you provide when drafting a “Work from 
Home”-agreement with employees?” and assembled them to an agreement. At the end 
of the day, the participants were provided with the jointly developed home office 
agreement.  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 7 OF 285 

7 
 

 

Update on international Data Protection 

Dr Manoj Kumar from Hammurabi & Solomon Partners in New Delhi updated the young 
lawyers on data protection in India in 2020. Within this frame, he talked about data 
protection, privacy and digitalization compliance for businesses. Dr Kumar has 
contrasted the Indian data protection regime with the EU data protection regime. For 
the lawyers, it was interesting to see where similarities lie and where differences lie. Dr 
Kumar’s presentation was followed by a guest speech of Constantin Herfurth from 
Eversheds Sutherland in Munich.  

Constantin gave a presentation on “International Data Transfers under the GDPR”, so 
the participants had a complete picture of the actual data protection regime not only on 
an international level but also in the EU. Because of the current boost of 
videoconferences, the day ended with the question whether and, if yes, under which 
circumstances videoconferencing tools are compliant with data protection rules. Dr 
Kumar shared “The Indian Compliance Regime on the Data Processing Issues that 
confront Videoconference Service Providers” and Antonia gave a brief overview on 
videoconferencing providers which are considered as compliant with the GDPR. 

 

Business Platforms 

On the fourth day of the Academy, Ulrich Herfurth from Herfurth & Partner introduced 
the young participants to business platforms, their legal framework and problems. He 
covered the topics types of platforms, business and legal structures, liability, copyright, 
fake news and hate speech, competition law and ethics for platforms. Ulrich sensitised 
the young lawyers to the areas of law platforms reach into, depending on the type of 
platform and the actions of the users on the platform.  

As the legal relationships of the parties connected to a platform, that is the platform 
itself, the shop and the consumer, are often not obvious, Ulrich illustrated how the 
parties are legally involved with each other. Furthermore, he explained how platforms 
are subject to data protection rules and taxation. Product and tax liability were topics 
touched as well as fake news and hate speech. In the latter case, Ulrich presented the 
German legal solution against it, the Network Enforcement Act. The speaker disclosed 
how networks and platforms develop a digital market power and how they have an 
impact on the market. The participants learned about a draft of an amendment to the 
German Law against Competition Restrictions which provides new criteria for dominant 
market power.  
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Artificial Intelligence 

The week ended with the topic 
“Artificial Intelligence”. Ulrich 
Herfurth started his speech 
from the very beginning when 
defining “AI”, showing the 
background of AI and explaining 
the functioning of it. He 
continued by presenting which 
applications work with AI, on 

how AI influences markets, the state and society. The second half of the presentation 
focused on AI in the legal framework: contracts, liability, data protection, intellectual 
property, management liability, competition law, regulatory, legal personality and 
ethics. Following on from the topic AI and ethics, the participants discussed openly 
about questions such as “Which ethic rules shall apply for the use of AI?” or “Who is 
liable for acts of AI?”. Inspired by the movie “Her”, the young lawyers debated whether 
it might be possible that an AI will be so humanised in the future that it is possible to get 
married to it or to appoint it as an heir. 

 

Virtual Prosecco Date 

The Summer School is not only about the professional exchange and getting to know 
young lawyers from other countries, but it is also, equally important, about the common 
social aspect. Usually the participants are making sightseeing trips together, enjoy local 
cuisine and learn more about the host country. Although a virtual conference does not 
provide such a common social experience, the participants did not want to miss it 
completely. Hence, they ended the Summer School together with a “Prosecco Date” on 
Friday afternoon.  
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Summer School Comments  

The virtual Aliuris Academy was much liked by the young lawyers: 

 

 “It's a pleasure and I'm very pleased to have the opportunity to participate in 
this great Alliuris Summer School. Time goes fast, today would be the last day 
for the event and we are going to learn and share some ideas about AI 
development issues and regulations and rules on AI as well with lawyers 
worldwide together. … Looking forward to the last session about AI and toast for 
success of the first virtual Alliuris Summer School! Thank you very much!” 
 

- Jacqueline Chow, Guangzhou - 

 

“It has been a true pleasure to be part of this Summer School, hopefully we will 
be able to meet in person sometime in the future.” 

- Maria Inês Reis, Lisbon - 

 

“I had the same feedback from Carmen Vidal, one of our young lawyers (who 
also attended the Madrid meeting). She is already a fan of Alliuris Summer 
School!” 

- Toni Fitó, Partner, Barcelona - 

 

“We also had a couple of young lawyers participating the virtual Summer School 
and they enjoyed very much the format and the experience. No doubt, the social 
part and the possibility of meeting colleagues from other jurisdictions in person 
is a plus that cannot be easily replaced, but also this virtual edition of the 
Academy was definitively a success!” 

- Giuseppe Cattani, Partner, Milan - 
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Young lawyers from China, India, Turkey, Germany,  
the Netherlands, France ,UK, Italy, Spain, Portugal,  
Brasil and Mexico attended the Summer School 
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Day 2 “Work from Home”: Open discussion  

about question “How to apply data security 
 and apply data protection  
mechanism in the case of work from home?” 
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Day 5 “AI”: Open discussion  
about AI and ethics. 
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Questions & Answers  

 
 

 

 

 

 

 

 

Corona Epidemic as Force Majeure 
 

1. How is business and are supply chains affected by the epidemic? 

 

 

Maria Inês Reis (Portugal):  

I think that mostly restaurants/bars/hotels are the main business that are affected 

because most of online shopping is still running busy. 

 

Iv Fangyuan (China):  

Business is greatly affected by the epidemic. Manufacture industries whose products 

are mostly shipped to foreign countries or whose materials are relying on importing 

have fallen a cliff in the past four months. 

 

Qiu Shuang (China):  

On the one hand, export orders are on the decline, almost all of the world's epidemic 

has occurred, and the international market demand has shrunk significantly; on the 

other hand, the global supply chain is blocked, there are difficulties in importing raw 

materials, and the supply capacity of relevant countries has decreased significantly. 

 

Qiyi Zhang (China):  

Business and supply chains have been greatly affected by Corona epidemic. Many 

businesses, especially the offline service industry, went bankrupt one after another 

due to the severe decline in business turnover and unbearable operating costs during 

the epidemic. Because of the epidemic, many companies were unable to resume work 

and production, leading to supply chain disruptions. The global economic downturn in 

2020. 

 

Eduardo Barrera (Mexico):  

They were and are affected when we analyze not only the new requirements in specific 

countries for the transport of goods (for example: sanitation seals are not fully 

functional because of small working areas etc.) but also because of a regrowth of an 

epidemic spot that causes delays by a terminate product like at the beginning with 
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China in January 2020 which caused, among other things, the delay of using a mask as 

an obligation around the world until months later when their world supply opened 

again. 

 

Friederike Ammann (Germany):  

Reduced demand / reduced production, delivery problems (due to dependency on 

other countries), low accuracy of planning, due to unpredictable pandemic 

development, social distance (for businesses which require social interaction) 

 

Arthur Horsfall (UK):  

As the epicentre of the Corona virus epidemic moved from China to Europe and then 

to North and South America different parts of the supply chain have been affected at 

different times during this Corona virus epidemic. 

The manufacturing power of China meant that the initial impact was that the supply of 

materials or stock may have originally been affected. However, as China's lockdown 

restrictions began to ease, other parts of the supply chain, such as distribution may 

have then been affected due to lock down measures being implemented in other 

countries (including closing borders and quarantine). 

As a further result of the lockdowns, footfall and the types of items that customers will 

prioritise has changed. As a result, many businesses will now be left will large amounts 

of excess stock. 

 

The Corona virus epidemic has therefore had a long-lasting and wide-ranging impact 

on supply chains. 

 

Coral Yu (UK):  

Almost all industries and businesses suffer from complete or partial disruptions due to 

the epidemic. Personally, I have come across empty supermarket shelves and 

shortages of essential home supplies which indicate the negative impact on supply 

chains to consumer products. There have also been news on the shortage of medical 

suppliers across the globe. From a work perspective, many clients have been struggling 

with maintaining their core business activities.  

 

Gary Whitehead (UK):  

As supply chains face significant disruption, businesses who have trimmed back their 

supply chain will find that they do not have the bandwidth to adapt and they mind find 

situations where they are ultimately unable to fulfil orders. Companies will find that 

they are having to find alternative supply sources and prepare for changes to the 

labour planning. 

 

Philippa Kwok (UK):  

▪ Public health measures in place, leading to reduction in transportation and 

manufacturing activities 
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- Many companies are heavily reliant on certain regions that are particularly 

affected by the pandemic, for parts and materials. 

▪ Drop in economic activity 

▪ Drop in volume of business 

▪ Impact on labour, movement of goods and provision of services 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

Since the beginning of the year and more strongly since March, our law firm has been 

following up the strategies of several clients on how to proceed in these challenging 

months in view of the pandemic that has spread across the globe. In general, the 

strategies were divided into stages, depending on the financial strength and the profile 

of each group, among other factors:  

 

▪ The first stage included directing the entire staff or a substantial part of the staff 

to work from home, adjusting internal policies and employment contracts 

accordingly, and renegotiating all other kinds of commercial contracts, whose 

conditions were impacted by the pandemic.  

▪ Subsequently, some groups required their employees to take their annual leave, 

both overdue or not yet due, or holiday entitlement as paid time off.  

▪ In a third stage, the suspension of employment contracts and/or the reduction 

of working hours and wages were options considered. Finally, as a last resort, 

some groups had to reduce staff and even cease operations locally.  

 

All groups used the first stage. Fortunately, only a few used the two other options. 

 

Alitzel Sánchez Alonso (Mexico): 

Unfortunately, here in Mexico and as result of the force majeure most of the business 

were affected because there was a decrease in their incomes and as result of that, 

many of such business had the necessity to close, so people got fired or their wages 

were decreased. 

 

Luis Roberto Moreno Tinoco (Mexico):  

The present pandemic has severely affected the Mexican economy, as many of the 

businesses were paralyzed and forced to close during the quarantine stage. This 

especially affected companies dedicated to providing entertainment and food services 

as well as those businesses dedicated to the sale of goods that did not sell their goods 

over the Internet. 

 

Likewise, the quarantine stage significantly affected the supply chain of goods and 

services, since the production of basic goods had to be reduced as a consequence of the 

sanitary measures, which, together with the society's panic purchases, caused that there 

were shortages in some  

goods for a short period of time. 
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It is important to consider that in addition to the above, many people (about 1.1 million 

people) lost their jobs as a result of the pandemic, which indirectly affected the rest of 

the economy, as the cash flow was reduced nationally.  

 

Mari Yoli Wulf Sánchez (Mexico):  

Travel restrictions and quarantine disrupted supply chains, consumption of products has 

fallen and therefore countries' economic growth has stopped. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

Business and supply chains have been deeply affected by the epidemic. Certain 

regulations waivers have been granted to first need commodities such as medical 

instruments or masks. Despite having these waivers, there is a wide array of goods that 

have suffered stronger restrictions, such as livestock. In my view, there is still a lack of 

planning with respect to the adaptation of supply chains.  

Addressing the status of businesses, the current situation is mixed. While there are 

certain industries such as pharmaceutics or technology businesses (e.g. Zoom) that are 

thriving due to the epidemic, the majority of other businesses are facing a difficult time 

that, in many cases, has led to bankruptcy.  

 

Nadiezhda Vázquez Careaga (Mexico):  

I consider that a big percentage of the investors in all the world are waiting until the 

epidemic has finished. Also, I think that the reason is because the need to reconsider if 

the original plans can continue ones the ordinary curse starts again.  

 

Paulina Saldaña Fuentes (Mexico):  

Business were affected by two main things:  

1. Some were ordered to close, so they stopped generating and  

2. others were mandated to operate in a minimum capacity to prevent the virus 

transmission.  

In both cases the income of business was abruptly reduced. 

 

Ricardo Heredia (Mexico):  

Everything is related, if suppliers are not able to produce because the government 

imposed a lockdown, business will not be able to receive such products and later the 

people. An example could be the supermarket groceries or Lysol products which at the 

beginning of the pandemic started running low. People should have considered in their 

agreements special covenants where they are not liable for not meeting certain 

deadlines or payment obligations due to suppliers or a force majeure. 

 

Fergan Tuğberk Işman (Turkey):  

Due to the fast spreading rate of the virus, many countries shut their ports and borders 

down. Even some countries like Turkey closed some of their metropolitan provinces’ 
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borders. This precautionary measure affected many transportation chains. Most of the 

maritime and road transportation companies slowed or even halted their operations.  

With this measure, common food products have spoiled in the farms where they had 

produced or during the disrupted transportation chain. Even if the demand for those 

products is increasing, the supply could not meet this demand as efficiently because of 

the measures and the natural flow of life.  

The one who benefits from this measure was supermarkets that sell groceries, 

undoubtedly. With their high supply chain, they were successful to meet the high 

demand rate. That achievement was under favour of another important measure which 

is the closing of social places such as cafes, shopping malls and restaurants.  

Measure against social places has not only affected those businesses but also the lessor 

of the workplaces which is subject to a rental agreement. Some businesses decided to 

evacuate the places where they were actively working and some of them had to make 

new deals with their lessors.  

 

2. Which type of force majeure could apply? 

 

Iv Fangyuan (China):  

Natural force majeure compared with political force majeure  

 

Qiyi Zhang (China):  

On February 10, the Legislative Affairs Committee of the Standing Committee of the 

National People's Congress declared that Corona epidemic is a force majeure that 

cannot be foreseen, avoided or overcome. Force majeure events are generally 

catastrophic events affecting the performance of contracts, including natural forces, 

such as earthquakes, floods, droughts, blizzards etc., and social anomalies, such as 

wars and riots. Corona epidemic is a new infectious disease that is sudden, 

unpredictable and has not yet developed a cure for the epidemic. Of course, if force 

majeure is to be applied, then the breach must be related to the novel Coronavirus.  

 

Eduardo Barrera (Mexico):  

At the beginning, it was discussed in Germany if this normal clause could be enough. In 

other countries, it is considered as a pandemic situation, too, but the difficulty at the 

beginning was that the authority needed to declare it officially which caused lots of 

problems. In Mexico, it was known the UN Law and also this clause normally used by 

construction or by the oil sector. Now, a specific clause just for Covid-19 is 

recommended because all contracts being made by now assume the risk we are living 

already in. 

 

Friederike Ammann (Germany):  

None of the standard force majeure types is applicable (war, natural catastrophes 

etc.). 
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Arthur Horsfall (UK):  

Under the laws of England and Wales force majeure is a concept of contract law, 

rather than a standalone concept. The type available will therefore entirely depend on 

the wording of the clause in the contract. It is therefore essential for those wishing to 

invoke a force majeure clause to assess carefully whether all the requirements are 

met.  

For anyone wishing to rely on a force majeure event it is also crucial, to follow the 

notification provisions of the contract, including requirements for written notice and 

specified time periods. 

 

Coral Yu (UK):  

English law has no general rule of force majeure. Whether the COVID-19 outbreak is a 

force majeure event will depend on the drafting and interpretation of each contract. 

Under many definitions of force majeure, the current pandemic may well trigger the 

clause. 

 

Gary Whitehead (UK):  

Extraordinary event/ pandemic or epidemic (if included in drafting as specific event) or 

potentially the doctrine of frustration 

 

Philippa Kwok (UK):  

▪ Act of God 

▪ Specific events / references in the force majeure clause to: 

- Epidemics 

- Pandemics 

- Plague 

- Outbreak 

- Crisis 

- Any action taken by government / public authority  

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

In Brazil we have an article in the civil code (993) that set forts that: “Art. 393. The debtor 

is not liable for damages resulting from unforeseeable circumstances or force majeure, 

unless expressly held responsible for them. Single paragraph. The act of God or force 

majeure occurs in the necessary fact, the effects of which were not possible to avoid or 

prevent.”  

 

▪ The companies have stronger arguments to request and be able to renegotiate 

their contracts the more of the following items applies:  

 

a) they have a long-term contract with their business partners party, with 

successive and continuous installments;  
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b) up to the time of the pandemic they had not faltered any of their 

obligations;  

c) they are, in fact, facing an unforeseen and unexpected situation (those that, 

for example, entered into a contract in early 2020 have less of a case as the 

threat posed by the coronavirus was already known or likely to be known 

worldwide);  

d) they are indeed and evidently facing significant negative impact on their 

business; 

e) in respect of their business partner, some of the benefits have become 

excessively expensive with the changes in the post-pandemic scenario;  

f) they have taken or are taking all reasonable measures to mitigate their 

damages (e.g. it is unreasonable to seek renegotiation if they have not yet 

eliminated unnecessary expenses); and  

g) the contract to be renegotiated contains clauses providing that events of 

force majeure and excessive burden are grounds for release of obligations 

or renegotiation.  

 

▪ Looking ahead though, among the many lessons that the pandemic has taught 

us, is the necessity of a more detailed set of clauses about what is force 

majeure and what are the consequences in this case. It is worthwhile for the 

parties to invest a few hours drafting and negotiating a substantial clause to 

avoid long discussions later. Fortuitous event and force majeure clauses, which 

by default are short and include broad terms such as “acts of nature” or “acts 

of God” should be better detailed by expressly mentioning, for example, that 

“pandemic”, “diseases”, “plague”, “epidemic” are or may be events of force 

majeure and what exactly will happen, should any occur. In addition, the 

importance of defining dispute resolution procedures has increased and which 

law will be applicable and the jurisdiction chosen by the parties because the 

interpretation of what is force majeure varies between cities, states and 

countries. 

 

Alitzel Sánchez Alonso (Mexico):  

Nature, human acts or authority acts that may breach the obligation of one pf the 

parties. 

 

Luis Roberto Moreno Tinoco (Mexico):  

Mexican law provides for two different concepts to regulate the cases in which an 

obligation cannot be complied with due to unexpected events: fortuitous case and force 

majeure.  

According to both Mexican courts and the respected authors, a fortuitous case involves 

an event of nature that is unpredictable, while force majeure implies a man-made event 

that is inevitable. 
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Now, although the new virus could be deemed as a fortuitous case since it is an event 

of nature that was unpredictable, I consider that its sole existence cannot be deemed as 

sufficient to justify the failure or delay in the compliance of contractual obligations.  

Furthermore, I consider that it should be analysed If other circumstances (such as any 

administrative rule or health measure) affected the economic or technical capacities of 

the parties involved in the transaction, in which case these circumstances could be 

argued under the terms of a force majeure.   

 

Mari Yoli Wulf Sánchez (Mexico):  

The pandemic is the reason for many people's inability to fulfil their obligations (e.g. to 

go to work). However, I believe that it could have been prevented through research 

and be better prepared for this situation. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

In the Mexican legal system there is not a clear-cut division or types of force majeure. 

 

Nadiezhda Vázquez Careaga (Mexico):  

It depends in every case. In my opinion, in Mexico the most relevant sector that is 

having the actualization of a force majeure is in real estate, with all the lease 

agreements.  

 

Paulina Saldaña Fuentes (Mexico):  

There is a force majeure in Mexican law that refers to the inability of the “thing” to be 

used, for instance, you cannot use a store in a shopping mall. 

 

Ricardo Heredia (Mexico):  

There is not a specific force majeure, it is applied in a general concept. It mainly applies 

to lease agreements, when the lessee is not able to use the property such as a 

restaurant. Therefore, Civil Code establishes, the possibility for the lessee for not 

paying rent and even early terminate the agreement after two months.   

 

Fergan Tuğberk Işman (Turkey):  

Force Majeure is a situation that frees the parties from legal obligations under certain 

circumstances. This situation must be external, inevitable and unpredictable in Turkish 

law. Covid-19 is a fast spreading virus and it has been declared as an epidemic by WHO. 

From the perspective of binding contracts, this epidemic is an external, inevitable and 

unpredictable obstacle.  

However, as a consequence of the precautionary measures, some legal agreements 

have also become impossible to fulfil such as allowing the usage of a workplace through 

rental agreement, for example restaurants which have been shut down because of  the 

precautions. This legal impossibility may also be counted as a force majeure. 
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3. Which kind of national or international legal provisions for a post contractual 

adjustment of obligations exist in your country? 

 

Maria Inês Reis (Portugal):  

Most companies applied to “layoff” condition for most of the employees. 

 

Iv Fangyuan (China):  

Under PRC General Provisions of the Civil Law (promulgated in March 2017), force 

majeure is generally recognized as an excuse for not performing civil obligations. If a 

contract does not include a force majeure provision, it will be implied. If a contract 

includes a force majeure provision, a party can rely on the force majeure provision or 

resort to the protection offered by the general law if the scope of the contractual 

remedy is considered to be limited.  

 

Qiyi Zhang (China):  

Contract Law of the People's Republic of China 

 

Eduardo Barrera (Mexico): 

As far as I know one of the first modifications was the possibility to postpone the 

payment of the rent of an apartment for two months in specific states. More 

developed adjustments occurred with some big companies as I said, to immediately 

suspend the activities giving a report to the government and the other part (in Oil 

branches) explaining their reasons, in which the authority had short time to give a 

reply. 

 

Arthur Horsfall (UK):  

Although 'force majeure' is not a recognised legal concept under the laws of England 

and Wales, the doctrine of frustration is. Frustration can occur where a significant 

change of circumstances renders performance of a contract radically different from 

the obligations that were originally undertaken. The change must result from an 

outside event or change of situation occurring independently from the party seeking to 

rely on it. 

Where frustration applies, the parties are excused from all further performance and 

are not liable for damages for non-performance. 

Relying on frustration is only possible in circumstances where the contract does not 

already include an express force majeure provision catering to the particular 

situations. It should also be noted that the threshold for provision frustration is very 

high and the courts are generally reluctant to hold that a contract has been frustrated. 

It is normally argued as a last resort. 
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Coral Yu (UK):  

I don’t think there are any specific statutes or rules issued in terms of contract law in 

UK.  

 

 

Philippa Kwok (UK):  

▪ Break clauses 

▪ Price adjustment clauses 

▪ Variation clauses 

▪ Limitation / Exclusion of liability clauses 

▪ Dispute resolution / Alternative dispute resolution clauses 

▪ Material adverse change clauses 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

It is made it by an amendment duly signed by both parties.  

Notwithstanding whatever the angle, we understand that settling the matter out of 

court between the parties is, in most cases, the best option.  

 

In a renegotiation, the possibilities for a new agreement are many, such as: grace period, 

postponement and payment in installments, remission of part of the debt overdue or 

not yet due, reduction of amounts forward with or without subsequent offsetting, 

request for guarantees and extended contractual term. It is better that the parties 

themselves, who are well aware of the relationship and the facts, decide what to do and, 

accordingly, will already know in advance what obligations they will assume.  

 

By taking formal legal action, in addition to a slow and costly process, it will be up to a 

third-party, who is unfamiliar with the parties or the situation in hand, to decide what 

the parties must do. A judgment may be better than an out-of-court settlement, it is 

true. However, it might as well be much worse. It is also true that, unfortunately, some 

claims are settled only when one party decides to sue the other. This is the last of the 

alternatives, but please note that it is a good alternative for a party that is entitled and 

finds the other contractual party unwilling to settle the claim. 

 

Alitzel Sánchez Alonso (Mexico): 

 According to the applicable law, if during the term of the agreement, an extraordinary 

act happens that cannot be predicted and, as result of such force majeure the 

obligations became more onerous for one of the parties, such party may choose 

“acción pro-forma” which allows the parties having a balance on the obligations they 

have in terms of the agreement and according to the procedure set foth in the 

applicable law. 

Likewise, the applicable law for leasing, allows the lessee not to pay rent for the term 

the force majeure lasts (must of the above is applicable for places that are leased for 

business). 
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Luis Roberto Moreno Tinoco (Mexico):  

In Mexico, as a general rule, the parties must comply with the obligations acquired in 

the contracts they have entered into, in accordance with the terms and conditions 

expressly established therein. That is, in Mexico the general principle of law "pacta sunt 

servanda" (what has been agreed must be complied with) applies, except for some 

exceptional circumstances that may exempt the parties from complying with such 

obligations (such as fortuitous event or force majeure).  

Parties to a contract may agree on the consequences arising from fortuitous cases and 

force majeure; they are even free to indicate what kind of events may be considered as 

such, which allows for the possibility of diminishing, to some extent, the adverse effects 

of such events. 

If these circumstances are not expressly agreed upon by the parties, the party that was 

affected by any of this events can be released of the compliance of some of the 

obligations (as long as it can be proven), and a post contractual adjustment can be 

entered into among the parties.  

International treaties may include special rules regarding these matters, including the 

specific assumptions that can be deemed as fortuitous case and force majeure. 

 

Mari Yoli Wulf Sánchez (Mexico):  

Whether or not a contracting party can invoke contractual exemption in case of an 

epidemic depends mainly on whether a corresponding contractual provision has been 

agreed upon precisely for these cases. In Mexico, the authorities have declared the 

epidemic in such a way that the pandemic cannot be used as a justification for 

terminating a contract, which has caused problems. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

The Mexican civil code provides post contractual adjustments of obligations for only 

domestic transactions. Nonetheless, whether an international transaction is 

concluded, the set of rules is different and the Mexican legislation is silent on whether 

these post contractual adjustments could be concluded. The latter is especially 

relevant for Investor-State agreements, in which the Articles of State Responsibility 

drafted by the International Law Commission are applicable in case that a dispute 

arises between the parties.  

 

Nadiezhda Vázquez Careaga (Mexico):  

In Mexico the civil law establishes the specific situation for the epidemics and the 

substantial changes in situations. 

 

Paulina Saldaña Fuentes (Mexico):  

In Mexican law there is a post contractual negotiation tool that can be used when the 

obligation of one of the parties becomes unproportionable to such, in order to 

renegotiate the terms and conditions to equate such obligations. 
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Ricardo Heredia (Mexico):  

It could be international treaties applied to this case. For example, an international 

treaty mentioning that borders of the country will not be closed, in order to keep the 

supply entering, such as medicines.  

 

Fergan Tuğberk Işman (Turkey):  

The main principle in the Turkish Law of Obligations is “pacta sunt servanda”. On the 

ground of this principle, if a contract has been made, the sides have the burden to fulfil 

the obligation. However, if a situation makes the fulfilment of the obligation intolerable 

to any of the sides, they may be relieved from the burden due to this situation. This 

unbearableness must be detected objectively. 

The Turkish Code of Obligations article 138 gives two rights to the side who suffers from 

the unbearable condition. These rights are; rescission from the contract or requesting 

an adaptation from the judge equal to the unbearableness. 

 

4. Which kind of rules has your country issued with respect to Corona and 

contractual obligations? 

 

 

Maria Inês Reis (Portugal):  

We have been confined since March but restrictions have been lift up since end of 

May, so in Portugal people can go moving around with being strictly at home, with all 

the hygiene conditions. 

 

Iv Fangyuan (China):  

Administrative laws, labor rules 

 

Qiu Shuang (China):  

China has formulated the following rules: If the epidemic situation or epidemic 

prevention and control measures only lead to difficulties in the performance of the 

contract, the parties may re negotiate; if the performance can be continued, the 

people's court shall earnestly strengthen the mediation work and actively guide the 

parties to continue to perform；the employer cannot terminate the labor contract 

only because the laborer is infected or takes preventive and control measures. 

 

Eduardo Barrera (Mexico):  

Specifically, none of a national importance. Most of them where made up for Labor 

Law and through a revision of each Contract including a Corona Clause. 

 

Friederike Ammann (Germany):  

Reduction of VAT, Insolvency (Aussetzung Insolvenzantragspflicht)  
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Jannis Ulrich (Germany):  

In German law there is a rule that the owner of an estate can cancel the contract of a 

renter, when the renter doesn´t pay two rents in a row. This law is temporally exposed. 

To support business there is Art. 240 § 1 EGBGB therefore the companies can refuse 

their service if the service -because of corona- not possible. 

 

Arthur Horsfall (UK):  

Since the start of the Epidemic, the government has passed the Corporate Insolvency 

and Governance Act 2020, which includes the following sections: 

 

▪ Creditor Moratorium 

This provides for a 20-business day moratorium to give most types of company 

experiencing financial difficulties protection from creditors while financial 

rescue plans are put in place.  During that time, no creditor action can be taken 

against the company.   

 

▪ Termination Clauses 

The Act also includes a change to termination clauses in supply contracts.  

Suppliers will no longer be able to rely on contractual terms to cease to supply 

or vary the contract terms of supply to companies who have entered into an 

insolvency or restructuring procedure or obtained a moratorium against 

creditors.   

 

Coral Yu (UK):  

I do not think there are any specific statutes or rules issued in terms of contract law in 

UK.  

 

Gary Whitehead (UK):  

To my knowledge, the UK has not included and ‘generic’ provisions with Coronavirus 

Act 2020 except for specific circumstances. 

 

Philippa Kwok (UK):  

▪ Protection of commercial tenants from forfeiture for non-payment of rent 

▪ Non-legally-binding guidance issued by the UK government – encouraging 

contracting parties to act responsibly and fairly in the national interest in 

performing and enforcing their contracts 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

None regarding business contracts directly. 

 

The occurrence of the pandemic, however, in itself, is neither a reason nor an excuse for 

non-compliance with obligations. Nor are the risks inherent in or related to the contract 

itself, exchange rate changes, inflation, economic crises, an increase in the government 
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debt and the increase in rates. This is the prevailing understanding of Brazilian court 

precedents, which was even ratified in Bill No. 1179/20, which provided for the 

emergency and transitory legal regime of legal relations governed by private law in the 

period of the pandemic precisely to avoid excessive litigation. It was, however, 

ultimately vetoed in the final wording of Law No. 14010/20. 

 

Alitzel Sánchez Alonso (Mexico):  

The applicable law mentioned above was used during this force majeure, especially for 

leases and notices that were prepared for loans restructures. 

 

Luis Roberto Moreno Tinoco (Mexico):  

Mexican authorities issued several rules that forbid the opening of public spaces (such 

as restaurants, bars, malls, and, In general, places of social gathering) during the worst 

stages of the pandemic. Likewise, several rules were issued regarding the development 

of trials during the quarantine stage.  

However, no special rule has been issued whatsoever with respect to the compliance of 

contractual obligations during this period of time. Thus, the general regime shall be 

applied should any difference arise.  

 

Mari Yoli Wulf Sánchez (Mexico):  

I understand that in Mexico none, simply asked people to stay home, but not as an 

obligation. For example, with regard to the labour issue, it was not declared as a health 

emergency so that employers cannot use the pandemic as a reason to dismiss their 

workers. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

The Mexican government has passed certain waivers in order to comply with 

contractual obligations related to trade matters. Despite having these measures 

passed, there are still many industries and sectors that are not covered by these 

waivers and, thus, the failure to comply with agreements is vast.  

 

Nadiezhda Vázquez Careaga (Mexico):  

There are several proposals (real estate, taxes, etc), but nothing official.  

 

Paulina Saldaña Fuentes (Mexico):  

The measures adopted by the government were mainly to stop the spreading of the 

virus, few were issued to support businesses.  

 

Ricardo Heredia (Mexico):  

Mainly it has been in connection with lease agreements and operation of businesses. 

Only a certain group considered as vital and main activities for the country could 

continue supplying and working, such as telecom services, medical, gas stations, 

supermarkets and certain financial services, among others. Therefore, if a business 
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could demonstrate the aforementioned, they could not pay the rent or early terminate 

the lease agreement after two months. 

 

Fergan Tuğberk Işman (Turkey):  

Covid-19 measures halted many business operations. Some of them were social places 

such as cafes, restaurants and shopping malls. Mandatory closed businesses cannot earn 

any income during this measure. This precaution did not cease the business’ regular 

outcomes. One of the most important outcomes for many businesses is the renting fee 

for their business workplace. 

 

With temporary article 2 of Law, numbered 7226, failure to pay the rental fee, processed 

from 1 March 2020 to 30 June 2020, does not constitute the reason for the termination 

and evacuation of the rental agreement. With this temporary article, the business 

owners could keep their workplace even though they could not afford the rent during 

the precautionary measures. 

Labour Law also received some important changes. From 17 April 2020 to 17 July 2020, 

working agreements cannot be terminated except for the cases like disorderly conducts. 

Any employer breaching this rule will face administrative fine. 

 

 

+++ 
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Corona and Force Majeure 
Marc-André Delp, Rechtsanwalt, Hanover 

Qualified Lawyer for International Commercial Law 

 

 

In view of the spread of the Corona virus (Sars-Cov-2) and the associated consequences, 

many legally relevant questions arise for companies. Short-time work and home office 

are only two of the issues, albeit particularly urgent ones.  

From an economic and contractual point of view, the question of whether the Corona 

virus automatically removes the contractual obligation to perform for affected 

companies, whether there is still an obligation to perform, or whether special 

regulations are required is particularly important. It is precisely in supply chains that the 

effects of the Corona virus can become noticeable, either through restricted production 

or through delivery problems. 

 

 

Fulfilment of contract 

 

In principle, contracts must be fulfilled by the contracting parties. Contracting parties 

are not per se entitled to terminate contracts unilaterally and may also be subject to 

claims for damages in the event of non-performance or delays in performance. To 

counteract and prevent this principle, force majeure clauses should be included in 

contracts. These clauses stipulate that non-fulfilment due to an unforeseen or 

uncontrollable event (force majeure) can lead to certain consequences. These 

consequences must be defined in the contract. The consequences include, e.g., an 

exclusion of liability for events of force majeure. Furthermore, contracts must be 

considered in which such clauses are not included. 

 

 

Force majeure 

 

Many companies use the phrase "the seller is not liable in cases of force majeure". This 

clause may not be sufficiently precise in all cases.  

What constitutes a case of force majeure should be clearly defined in the contract in 

case of doubt. This prevents subsequent disputes between the parties on the scope of 

the force majeure. The precise definition helps to create clarity between the parties 



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 36 OF 285 

36 
 

about the scope of force majeure. This is because the parties to the contract may 

naturally have different ideas about the scope. Clear regulations help in this respect. A 

list of examples of force majeure helps to clarify the situation. 

 

However, this list should not be conclusive, as there may be other, new and unexpected 

cases which also constitute force majeure, and which should be taken into account. The 

wording could thus be supplemented to "The seller is not liable in cases of force 

majeure. This includes in particular, but not conclusively, the following examples: …“. In 

these formulations, standard terms such as war, business interruptions, natural 

disasters, traffic disruptions, industrial disputes, disruptions in the operations of carriers 

and subcontractors and so on will be listed. 

 

Corona as force majeure 

 

Whether the Corona virus has to be regarded as force majeure depends strongly on the 

wording of force majeure.  

With regard to the current developments concerning the Corona virus, the terms 

epidemic/pandemic and infectious diseases should be listed from a health perspective. 

Since the Corona virus is an infectious disease and now even a pandemic according to 

the World Health Organisation (WHO), the Corona virus and its consequences may fall 

under the aforementioned examples and thus constitute force majeure. The mere 

formulation disease would probably not have been sufficient here, because a disease in 

itself is not necessarily to be regarded as force majeure.  

 

In view of the current developments, it would also make sense to define certain 

standards, e.g., when an event should occur. Only when such thresholds are exceeded 

the event has actually occurred. Thus, with regard to the term "epidemic", reference 

could be made to a corresponding classification by the WHO, possibly also to warnings 

of a corresponding health ministry of a certain country. 

 

This shows especially that the regulations concerning force majeure should be made 

with caution.  

It should be examined in each individual case whether a company can rely on force 

majeure caused by the Corona virus. 

 

 

Time of the conclusion of the contract 

 

However, despite a corresponding clause, the Corona virus is not always to be regarded 

as a force majeure. It must be noted that the circumstance of force majeure must have 

arisen after the conclusion of the contract. If the circumstance was already present at 

the time the contract was concluded and was therefore known to the parties to the 

contract, neither party can subsequently invoke force majeure, as this circumstance no 
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longer constitutes an unforeseen event in this case. If a company therefore concludes a 

contract in March 2020, it must be assumed that the risk of Corona virus and the 

associated consequences was known when the contract was concluded and no longer 

constitutes an unforeseen event. In this case, it would not be possible to invoke force 

majeure retroactively with the associated exclusion of liability. 

 

 

Further requirements 

 

If a party wishes to invoke the circumstance of force majeure, further obligations must 

be complied with, which usually also result from the force majeure regulations. Thus, 

the other party to the contract must be informed of the occurrence of the case of force 

majeure. For this purpose, contracts usually contain a provision that the party invoking 

force majeure must inform the other party without delay about the circumstance and 

the end of force majeure. This should be documented accordingly. 

Furthermore, it is usually contractually agreed that a party must do everything possible 

to minimise the consequences of the case of force majeure (damage minimisation).  

It must then be considered whether there are any further contractual restrictions 

regarding force majeure, for example that each party must bear the financial 

consequences of force majeure on its own side. A party may also have reserved the right 

to dissolve the entire agreement if the force majeure lasts longer than, e.g., 100 days.  

 

And, as a general rule, the party invoking force majeure must prove it in case of doubt 

and in case of dispute by the other party. This may be less problematic with the current 

Corona virus, but here too, the circumstances should be documented why a specific 

service obligation cannot be fulfilled or that the service cannot be fulfilled at this point 

due to the Corona virus, for example if the business has been closed down or supply 

chains are interrupted due to the virus. A blanket reference to the Corona virus will not 

suffice to release the contractor from its obligation to perform. 

 

 

Contractual regulation 

 

If there is no possibility of recourse to force majeure, in such a case and when new 

contracts are concluded, only an express contractual provision, which, e.g., expressly 

provides for an exclusion of liability for the Corona virus and the associated aftereffect, 

can release from the obligation to perform. This contractual regulation would apply 

irrespective of the concept of force majeure. However, such a clause must be negotiated 

by the contracting parties and must be included in the contract accordingly. 

This possibility is suitable for future contracts which are to be concluded during Corona. 

However, they are only effective for the future and thus do not cure contracts which did 

not contain such a clause but were nevertheless already concluded with knowledge of 

the Corona virus. 
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Missing contractual clause 

 

If a contract does not contain an express exclusion of liability for specific events (such as 

the Corona virus) or a provision on force majeure, the statutory provisions of the 

applicable law to which the contract is subject shall apply to the possibility of exemption 

from the obligation to perform. This law may vary from case to case and each legal 

system contains different regulations.  

 

 

a) UN Convention on Contracts for the International Sale of Goods 

 

The UN Convention on the International Sale of Goods (CISG) is applicable to 

international sales contracts. The buyer and seller must be domiciled in two different 

member states. If the CISG is applicable, it contains a force majeure clause. According to 

Article 79 of the CISG, "A party shall not be liable for the non-performance of any of its 

obligations if it proves that the non-performance is due to a cause beyond its control 

and that it could not reasonably have been expected to take the cause of non-

performance into account when entering into the contract or to avoid or overcome the 

cause of non-performance or its consequences." This provision releases a party from 

liability for non-performance for reasons beyond its control. On this basis, claims for 

damages against this party can be excluded. If the Corona virus thus still constitutes 

force majeure, an exclusion of liability would be possible under the CISG. 

 

If the CISG is not applicable, the provisions of the respective applicable national legal 

system shall apply. 

 

 

b) German law 

 

The German Civil Code (BGB) does not contain any express regulation on the concept of 

force majeure regarding deliveries. Therefore, the general legal regulations must be 

resorted to. Here, the basis is the inability to perform the contractual obligations. In its 

case law, the German Federal Court of Justice considers force majeure to be "an external 

event that has no operational connection and cannot be averted even by exercising the 

utmost care that can reasonably be expected". 

 

 

Recommended course of action 

 

With regard to the current developments and the spread of the Corona virus, companies 

are advised to review their existing contracts and terms and conditions regarding the 

force majeure clause. The scope of the clause in question should be taken into account.  
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Any ambiguities in the force majeure clause or loopholes in existing contracts should be 

resolved by the contracting parties, preferably together, as both parties may be affected 

by the effects of the Corona virus and its consequences. This must be agreed and 

documented accordingly. 

 

It is also advisable to take the results of the review as an opportunity to make 

appropriate contractual adjustments for future contracts. If necessary, clauses for the 

future must be adapted and revised. Clear regulations help to prevent disputes.  

 

Regardless of this, companies should check their insurance policies to see whether they 

cover the consequences of the Corona virus. 

 

 

Emergency measures in civil law 

 

In March, the German government presented a draft for a temporary amendment of 

certain provisions in civil law. For example, certain deadlines are to be frozen if 

payments and other contractual obligations cannot be met on time due to the Corona 

epidemic. However, payments must be made at a later date, no exemption is provided 

for, nor is an adjustment of contracts on the legal basis of the "doctrine of frustration". 

Nevertheless, in individual cases, a court may come to the conclusion that the 

circumstances presented when the contract was concluded do not (no longer) exist and 

therefore the contract had to be amended or even cancelled. 

 

Due to the unclear development, the contracting parties must therefore closely follow 

the legal requirements and amendments of the legislator and, if necessary, react 

appropriately. 

 

+++ 
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Work from Home 
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Question & Answers  
 

 

 

 

 

 

 

 

Work from Home  
 

1. Which practical problems exist in the “work from home“ mode? 

 

Maria Inês Reis (Portugal):  

Well I had to buy a printer because I could not print at home and schools were shut 

down so having children in the house was quite challenging, but I noticed that I work a 

lot more hours and manage family time and work time better. 

 

Iv Fangyuan (China):  

This work mode does not apply to workshop workers. 

 

Qiu Shuang (China):  

▪ Interpersonal communication is blocked and information is blocked. I am not 

familiar with my colleagues and cannot keep abreast of the latest strategy and 

business adjustment of the company.  

▪ It is easy to fall behind in business. Working at home cannot participate in group 

meetings, training, technical seminars.  

▪ Work at home is easy to cause work procrastination and cannot be completed 

in time. 

 

Qiyi Zhang (China):  

Home working mode has become a common and safe working mode during the 

Corona Epidemic. The sudden attack of the epidemic has caught people by surprise 

and forced them to work from home. However, home-based work also brings a lot of 

problems. For example, the employer cannot remotely supervise whether the 

employees work on time according to the rules and regulations, and the employees' 

work efficiency is low due to the lack of supervision. Not all jobs are suited to working 

from home. In the final analysis, telecommuting at home is suitable for a small number 

of jobs and groups, such as new media practitioners, e-commerce, sales and other 

groups. Their work itself relies heavily on the Internet and has low requirements for 

the working environment and office equipment. But for more collaborative work is 
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also not suitable at home. If there is a procedural upstream and downstream 

relationship between each other's work, it is better to be able to work together to 

discuss the work. From the legal point of view, because the home office, employers 

cannot supervise the behaviour of employees, employees if out during office hours, 

there are accidents, whether should be handled according to the injury. For example, 

employees working from home lead to longer working hours but cannot calculate 

overtime costs. 

 

 

2. Which laws exist in your country that affect work from home? 

 

Maria Inês Reis (Portugal):  

None really. We can actually work from home because we have a platform called 

Citius, that is used online, so we can work from home and still manage to get things 

done, in litigation area I mean. 

 

Qiu Shuang (China):  

Chinese law stipulates that "if a worker claims overtime pay, he / she shall bear the 

burden of proof for the existence of overtime. However, if the laborer has evidence to 

prove the existence of the employer's knowledge of overtime work, and the employer 

fails to provide such evidence, the employer shall bear the adverse consequences. " 

Under the traditional working mode, the working hours of employees can be 

controlled, while in the new working mode of working from home, enterprises can 

hardly measure or control the working hours of employees. 

 

Qiyi Zhang (China): 

Suggestions on novel Coronavirus Disease Prevention and Control to Stabilize Labour 

Relations and Support enterprises to resume work and Production  

Notice on novel Corona virus infection pneumonia epidemic and work related to 

labour Relations  

Notice of Guangdong Provincial Department of Human Resources and Social Security 

State Administration of Taxation concerning the payment and treatment of social 

Insurance during the novel Coronavirus epidemic prevention and control  

A number of policy measures to increase support for smes in response to the impact of 

the epidemic and so on. 
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3. Which rules would you provide when drafting a “work from home”-agreement 

with employees? 

 

Iv Fangyuan (China): 

Labor Contract Law 

 

Qiyi Zhang (China):  

Employees can be on time to work, through the network platform clocking records. 

The enterprise should also keep a good record of the working hours, confirm the 

overtime work in time and pay the workers in full when the salary is paid.  
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Home Office Agreement 

Additional agreement to the existing employment contract 

 

Between 

(Employer) 

- Employer - 

and 

(Employee) 

- Employee - 

 

 

Preliminary note 

 

(Information about already existing employment contract) 

 

 

Art. 1 

Subject of the Additional Agreement 

 

 

Art. 2 

Commencement of Home Office 

 

 

Art. 3 

Place of Work 

 

 

Art. 4 

Working Hours and Working Hours Recording 

 

- Flexible working arrangement, e.g. for employees who need to provide 

childcare. 

- Availability in a certain time slot. 

- Confirming overtime work in time. 

- A guarantee provision of the employer for underworking (establish right to 

compensatory work), overworking has to be determined as well (forbidden 

without written notice by employer). 

- How work-life balance will be managed. 

- Voluntary specific computer programs which monitor the activity of the 

worker on the PC. 
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Art. 5 

Structure and Control 

 

- Concrete calendar of activities and expectations + tools that are available for 

it (digital). 

- Establishing work schedule 

- Suitable reporting system 

- Suitable appraisal system 

- How performance will be managed and measured - taking into account 

people's circumstances where necessary. 

 

 

Art. 6 

Remuneration 

 

- Pay the workers in full when salary is paid. 

 

 

Art. 7 

Equipment of Home Office 

 

- The minimum hardware which the employer will provide if required. 

- An internet policy to provide faster broadband if required. 

- Confirmation of suitability of home-working environment. 

- Who employees should contact if they have any problems or their 

circumstances change. 

 

 

Art. 8 

Use of Company Equipment 

 

 

Art. 9 

Expenses and Disbursements 

 

- Expenses the employee may claim back due to having to work from home. 

 

 

Art. 10  

Communication 
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- How the employer and the employee will keep in touch. 

- Availability in a certain time slot. 

- Response in a certain time (e.g. 24h). 

- Supervisors/line managers contactable at a set period each week/fortnight. 

- Company-wide meeting at least once a month. 

- How the employees will communicate with other staff and managers. 

- Guideline for video calls. 

 

 

Art. 11 

Data Protection and Secrecy Protection 

 

- Rules around storing information and data protection. 

- Use of a given communication program to transfer work-based data to 

colleagues. 

- Who employees should contact if they have any problems or their 

circumstances change. 

 

 

Art. 12 

Access to Home Office for Control Purposes 

 

- Confirmation of suitability of home-working environment. 

 

 

Art. 13 

Extraordinary Circumstances 

 

- Organisation of teams that attend the office during the week. 

- Right to enter for work related purposes, e.g. health and safety matters. 

- Asking of the use of the Corona App if they work with vulnerable groups. 

 

 

Art. 14 

Home Office Accidents and Damage 

 

 

Art. 15 

Holiday 

 

- Voluntary holiday arrangements 
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Art. 16 

Duty of Confidentiality 

 

 

Art. 17 

Withdrawal and Termination of Home Office 

 

- Who employees should contact if they have any problems or their 

circumstances change. 

 

 

Art. 18 

Obligation to Return Property Belonging to the Employer 

 

Art. 19 

Contractual Penalties 

 

Art. 20 

Limitation Periods 

 

Art. 21 

Amendment of Agreement 

 

Art. 22 

Saving Provisions 

 

Art. 23 

Clarification and Receipt of Agreement 

 

 

 

 

 

 

 

……………………………………………………………………. ……………………………………………………………………….. 

Place, Date Employer 

 

 

 

 

………………………………………………………………….. ……………………………………………………………………….. 

Place, Date Employee 
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Work from Home 
Antonia Herfurth, Rechtsanwältin in Munich and Hanover 

April 2020 

 

 

For reasons of secrecy and data protection - more on this at once - the employee should 

work in the home office with operating equipment provided by the employer. The use 

of private PCs, notebooks and also smartphones (bring your own device / BYOD) would 

require considerable additional security measures. For PCs and laptops, the software 

must always be up-to-date and an anti-virus program must be installed. The internet 

must be sufficiently fast to allow videoconferences, for example. Otherwise, the 

employee must order a tariff with a higher bandwidth at the employer's expense.  

 

The set-up and equipment of the home office should be agreed in writing between the 

employer and the employee. In reality, however, implementation and control often fail. 

The employer cannot control whether the employee always sits in the ergonomically 

equipped home office or on the sofa. Furthermore, the ownership of the purchased 

items should be recorded and the private use of equipment purchased by the employer 

should be excluded.  

 

The employee has a duty to cooperate in ensuring his safety and health at work. The 

employer, for his part, must inform the employee in detail about the correct setup of 

the home office. In addition, the employer should offer to visit the employee's home 

office and assess whether the required standards have been met or need to be 

improved. One problem is that the employer has no right to visit the employee's home 

office. The German constitution protects spatial privacy. However, the employee should 

be cooperative. If he denies access, photos of the workplace can be sent to the 

employer. If the employee also refuses to do so, the workplace regulations may be 

partially exempted in favour of the employer.  

 

Protection of secrets and data protection 

 

Companies are subject to increased due diligence obligations with regard to the 

protection of trade secrets. If companies do not protect confidential information by 

taking appropriate secrecy measures, this information may lose its legal protection as a 
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trade secret. As a result, companies are not entitled to any legal claims if third parties 

obtain information against the company's will.  

 

When working from home, there is an increased risk that unauthorized third parties may 

gain access to confidential data and documents. This can happen by connecting private 

devices, which may not comply with data and secrecy protection requirements, to 

professionally used and protected devices or by listening to business calls by other 

people living in the household or voice assistants such as Google Home, Siri or Alexa.  

 

Since secrecy and data protection is extremely sensitive, a written agreement is 

required. This agreement regulates which measures the employee has to take in the 

home office in order to guarantee the increased protection standards.  

 

In order to meet the standards, an employee in the home office may not use his private 

devices for reasons of secrecy protection - legally, he does not have to. For this reason 

too, the employer should provide company equipment and keep its software up to date.  

 

The employee may not store sensitive data on external devices, but only on the company 

server, and he may only use VPN connections. The hard disk of the company PC or laptop 

should be encrypted. The employee is obliged to set up secure passwords and not to 

pass them on. Professional e-mails may not be forwarded to the private mailbox. If the 

employee does not live alone in the household, he must activate the screen lock when 

leaving the workplace. Confidential documents must be stored in a lockable room in a 

lockable cupboard; and he must prevent family and friends from accessing the 

documents. If documents are no longer required and can be destroyed, he must dispose 

of them in accordance with data protection regulations, for example by using an 

appropriate shredder with particle cut or by tearing them into very small pieces 

(confetti).  

 

 

Reimbursement of expenses for resources of the employee 

 

The employee can basically demand reimbursement of the - necessary - expenses 

incurred by the home office from the employer. For this purpose, it should be laid down 

in writing whether and if so, which costs the employer will bear. The employee must 

provide evidence of the costs incurred. These are likely to be mainly electricity and 

working materials such as paper or toner. If an internet flat rate exists, the employee 

cannot demand reimbursement from the employer due to increased internet use, as the 

costs for the flat rate would have been incurred anyway.  

 

Since it can be difficult to break down the expenses incurred (especially for electricity, 

water, heating), a monthly flat rate is recommended, e.g. EUR 50.00. The employee can 

only demand reimbursement of a part of the rent from the employer if the private use 
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of the own flat during home office is considerably restricted and the flat is therefore 

partly "useless".  

 

Working time recording 

 

The employee is also subject to the same working time rules in the home office as in the 

office. For this purpose, the employer should set fixed working hours, similar to those in 

the office.  

To enable the employer to track the working hours, the employee must document the 

start of the workday, break times and the end of work. In principle, the employer must 

also provide the employee with remote access to the company's legally compliant time 

recording system. The employer cannot check whether the employee actually works as 

specified. He must trust the employee. Similarly, the employee must trust the employer 

to ensure that he is not monitored, for example by webcam or keyloggers that record 

the employee's keystrokes. For monitoring purposes, the employer should therefore not 

only have time statements presented to him, but also, at certain intervals, proof of 

performance. 

 

 

Compliance with rest periods required by law 

 

The scope of the working time to be performed results from the employment contract 

or collective bargaining agreement. In the home office, the German Working Hours Act 

(Arbeitszeitgesetz) applies just as in the office.  

 

The employee may not work more than eight hours per day or ten hours if the average 

working time of eight hours per working day is not exceeded within six calendar months. 

The employee must also observe breaks and rest periods as in the office: After six hours 

of work, the employee is entitled to a 30-minute break, after nine hours to a 45-minute 

break. Between the end of work and the start of work the next day, there must be at 

least eleven hours without interruption. As with daily working hours, the rest period can 

be shorter on some days. Therefore, it must be at least twelve hours on another day - 

and this within a calendar month or within four weeks.  

 

Particularly problematic when working form home is an interruption of the rest period, 

usually due to communication. This is because the interruption of the rest period causes 

the eleven hours to start again.  

 

It is controversial and not clearly clarified in court whether there is an interruption if the 

employee gives a short information by telephone or sends e-mails in the evening. It is 

argued that every interruption is working time because the rest period is for recreation. 

Other opinions weight the activity and assume an interruption only if a certain threshold 
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is exceeded. This can easily be the case if a supervisor becomes active and requires the 

employee to answer technical questions, for example.  

 

It is advisable to define times in which the employee must be available. This helps to 

ensure that rest periods are observed. The working time recording not only helps as a 

control instrument for the employer, but also for the employee himself. It is hardly 

possible to ensure that rest periods are observed. As an extreme measure, the employer 

can prohibit work during the rest period. A North German automobile company has even 

switched off its mail server at night to ensure that rest periods are observed. 

 

Incidentally, the employee himself is responsible for observing the rest periods. Working 

from home requires more self-discipline and self-organization than work in the office.  

Insurance cover in the home office 

 

If the employee suffers a damage in the office or otherwise in connection with his 

professional activity, this is a case for the statutory accident insurance or the liability 

insurance taken out by the employer.  

 

The employee is also subject to the statutory accident insurance in the home office. The 

decisive factor is that the damage occurs during an activity that is factually related to 

work. This is where things get complicated because there are considerable differences 

between home office and office work: The statutory accident insurance applies if the 

employee is injured in the office on the way to the coffee machine, but it does not apply 

in the home office when getting a coffee from the own kitchen. Accident-insured 

activities in the home office are, for example, accepting a parcel with office supplies 

needed for work and fetching company documents from the printer. Accepting a private 

parcel or getting a drink from the kitchen during working hours is not covered by 

accident insurance.  

 

In the event of damage, the employee should gather precise evidence as quickly as 

possible that the accident occurred in connection with his professional activity. If he 

cannot prove this, the statutory accident insurance will not pay in case of doubt and the 

employee must pay for the damage himself. Therefore, he could document when he is 

working on which document, save his call lists or take screenshots. 

 

If an employee wants to make sure that he is fully insured, he should take out insurance 

himself. In addition to occupational disability insurance, private accident insurance can 

also be considered. 

 

Conclusion 

 

There are three points to consider when working from home: 
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• Information  

• Written agreement  

• Trust 

 

In the home office, the employer has fewer possibilities to control compliance with data 

protection, technical and health requirements. Therefore, a precise education of the 

employee is indispensable by information meetings or information brochures, in which 

employees are sensitized for questions, problems and obligations around home office. 

A written home office agreement with detailed regulations is also important. Such 

regulations impose increased duties of care on the employee. Apart from that, employer 

and employee must trust each other.  

It is important that all measures and regulations are not limited to the current Corona 

pandemic but are always applicable when employees work from home. The current 

Corona crisis is the cause, but not the reason, for the need to regulate the work of 

employees in the home office.  

 

In fact, to the surprise of many, it turns out that the remote work for the company works 

better than expected: The systems and networks withstand the strain, the processes are 

inevitably more structured, digital document management more disciplined. And it 

turns out that many time-intensive and cost-intensive business trips can be replaced by 

video conferencing. But new perspectives are also opening up for employees: They can 

better organize family care, such as the distances and background to day-care centres 

or school.  

 

Experts not only see the Corona crisis as a boost for further digitization, but also expect 

a new mix of work arrangements in the future based on this experience. Employers 

should prepare for this in good time. 

 

+++ 
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Chapter Three 

 
 

 

Data Protection Update International 
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Question & Answers 
 

 

 

 

 

Data Protection  
…………………………………………………………………………………………………………………………………… 

 

1. Which kind of technical / practical problems about data protection exist in your 

country? 

 

Maria Inês Reis (Portugal):  

I think since data protection exists, people are aware of most internet problems and 

some telecommunications companies are reducing some publicity phone calls because 

people now know their rights. It has been in discussion the right to be forgotten on the 

internet because of all google and facebook problems (Cambridge anayltica). 

 

Iv Fangyuan (China):  

Many Apps steal private data and this situation is difficult to supervise. 

 

Qiu Shuang (China):  

Lack of special legislation. 

Qiyi Zhang (China):  

 

Now, data protection has become the intangible wealth and assets of enterprises or 

individuals. Maybe these problems are not paid enough attention to by enterprises or 

individuals, but it doesn't matter, we hand them over to website hosting, professional 

website hosting experts, website updating, Internet brand promotion, we-media 

operation, website security and so on. So what are the problems with enterprise data 

protection today? 1. Insufficient attention; 2. The limit of the budget; 3. The lack of 

relevant professional or information. 

 

Eduardo Barrera (Mexico):  

Data protection is a topic reserved in practice just to big companies and for specific areas 

of the government and of course for taxes. Normally a small business has a lack of 

knowledge on this topic when it has to do with deleting this data or being able to give an 

answer where this data was at the end stored. 
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Friederike Ammann (Germany): 

▪ Encryption  

▪ Digital footprint 

▪ Too simple password (too easy to guess) 

▪  

Jannis Ulrich (Germany):  

The weak choose of good alternative. If you what to communicate with others you have 

to use programs from Google and Facebook. Companies don´t know how to execute the 

DSGVO. The “good will” to protect data, because people think data protection is not 

important. 

 

Arthur Horsfall (UK):  

Balancing the need to obtain people's information for legitimate needs with the 

unessential obtaining and storing of data under the GDPR. 

Understanding the difference between processors and controllers and how this impacts 

on how personal data can be used and stored.  

 

Coral Yu (UK):  

In the context of M&A transactions, there is often a tension between what lawyers are 

obliged to advise clients in terms of the technical compliance with data protection 

legislation and the overriding objective to complete a transaction quickly and in a cost-

efficient manner. We are often asked by clients to weigh up the practical implications of 

a technical breach of data protection legislations. 

 

Gary Whitehead (UK):  

Not understanding what constitutes sensitive data at a basic level 

 

Philippa Kwok (UK): 

▪ Specific procedures laid down by legislation that must be adhered to 

▪ Data security 

▪ Effective data encryption 

▪ Erasure of data upon request 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

The companies are still in the adaptation period since the data protection law is not in 

place yet. Thus, the problems we face at the moment are those related to the behavioural 

change. 

 

Alitzel Sánchez Alonso (Mexico):  

Not all the people respect data and some of the people who have personal data do not 

use them in a correct way. 
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Luis Roberto Moreno Tinoco (Mexico):  

Mexican law provides for a complete regime regarding data protection, including special 

rules in our constitution, laws and its regulations. These provisions are binding for 

Mexican entities that receive personal data from individuals, which are obliged to treat 

personal data with strict confidentiality.  

However, practical problems may arise when the entities who receive the data are not 

deemed as Mexican for legal purposes, since their domestic laws may differ with 

Mexican regulations.  

 

Mari Yoli Wulf Sánchez (Mexico):  

All, most companies do not take care of personal information. 

 

Miguel Ángel Aspe de la Rosa (Mexico): 

Social engineering poses a great threat and jeopardizes almost every industry. Big firms 

often experience cyber attacks through phishing emails or identity-theft software. 

 

Nadiezhda Vázquez Careaga (Mexico):  

In Mexico there is just a few regulation about this subject, and I think we should impose 

punishments that motivate not to perform criminal acts. 

 

Paulina Saldaña Fuentes (Mexico):  

Lately government internet sites have been hacked a lot. Mexican system has a Data 

Protection Law that distinguishes different types of confidential information, depending 

on the breach, the sanctions can go from paying damages to a felony. 

 

Ricardo Heredia (Mexico):  

The legal regulation is not very clear and precise in certain cases; such as when it will not 

apply with international companies. For example a European company with an 

international web page, which has a particular Mexican site, where citizens can register. 

It is not very clear sometimes if it should comply also with Mexican regulation, or is 

enough with international law.   

 

Fergan Tuğberk Işman (Turkey):  

Data protector has many responsibilities within the scope of data protection regulations. 

Some of those responsibilities are having an informative text about the data they are 

going to process, taking explicit consent from the users on processing of sensitive 

information and keeping obligatory log records in order to prevent cyber crimes. 

Those responsibilities bring some problems with them. Some practical problems are not 

having a proper informative text. Without an informative text, users cannot see which 

personal data about them is getting processed and for what purpose it is going to be 

processed. 
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Another and maybe the most important problem is not taking an explicit consent. Explicit 

consent is absolutely necessary on sensitive data processing and without a proper 

consent; the data protector may face serious consequences. 

Technical problems mainly arise from software such as log recording programs and data 

loss protection software. If that software were not prepared or installed properly they 

may cause serious legal problems to the data protector. 

 

 

2. Which modules shall be used for the establishment of a data protection 

management system? 

 

Qiyi Zhang (China):  

Starting from the function of database management system, the data is protected by 

modules such as data schema definition, physical construction of data access, data 

manipulation, data integrity, security definition and inspection, concurrent control and 

fault recovery of database, and data service. 

 

Eduardo Barrera (Mexico):  

Document store, Vulnerabilities, Tracking, Data Protection Policy, among others. 

 

Arthur Horsfall (UK):  

▪ Records of data processing activities; 

▪ GDPR compliance assessment gap analyses; 

▪ Compliance reports; 

▪ Customisation of data protection impact assessment method; 

▪ Analysis of data protection threats and vulnerabilities; 

▪ Analysis of data protection impacts; 

▪ Data protection risk reports; and 

▪ Continual treatment of compliance findings and data protection risks. 

 

Coral Yu (UK):  

Assuming GDPR applies to the business, then the business should carry out the following 

to establish a data protection management system: 

 

▪ Designate a person or group to lead the effort within the business. 

▪ Educate the businesses' senior decision makers about the GDPR's risk-based 

compliance approach; and the potential effects of non-compliance. 

▪ Empower the governance program to establish or change systems and 

processes within the business to demonstrate compliance with the GDPR's 

requirements and provide accountability. 

▪ Build support for the program across the organization. 
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▪ Meet with key stakeholders who collect and use personal data for the business 

to educate them about the GDPR's requirements; and learn more about how 

those requirements might affect their core business needs. 

▪ Conduct a GDPR compliance assessment. 

▪ Establish a reasonable GDPR implementation and compliance budget based on 

the business's size, locations, and means; and the processing activity's 

complexity and sensitivity. 

 

 

Philippa Kwok (UK):  

▪ Data collection 

▪ Data storage 

▪ Data destruction 

▪ Application of security processes  

▪ Case management to handle requests and complaints from data subjects 

▪ Incident management 

▪ Identification of data protection risks and fault in database system 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

Identify records of data and of data processing activities; data protection assessment and 

gap analyses; analysis of data protection threats and vulnerabilities; map data protection 

policies to operational practices; improvement of privacy policies; review and manage 

processor contracts; employee training; appointing a DPO; manage consent withdrawal 

and/or refresh. 

 

Alitzel Sánchez Alonso (Mexico):  

Privacy notice is used as a system to protect personal data. 

 

Luis Roberto Moreno Tinoco (Mexico):  

I am not aware of any training module regarding data protection that is currently being 

implemented in Mexico. It is my understanding that this is one of the requirements set 

forth by European legislation regarding this matter, but it has not yet been adopted by 

Mexican law. 

However, it is important to note that I do not consider myself an expert in data protection 

law, since my practice area is focused in tax law.  

 

Mari Yoli Wulf Sánchez (Mexico):  

Contracts. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

In my perspective a diligent firewall system which includes not only a virtual but a 

human firewall protection is clearly a way to reduce the impact of cyber attacks related 

to identity-theft issues. The integrity of information is a serious problem in Mexico.  
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Paulina Saldaña Fuentes (Mexico):  

First data site’s encryption so the information provided by such is fully protected. 

Second I would suggest an intercompany platform for sharing documents in a secure 

way. 

 

Ricardo Heredia (Mexico):  

Proper software protection mechanisms.  

 

Fergan Tuğberk Işman (Turkey):  

The most important modules are data loss protection software and log recording 

programs. Log recording programs help detecting ill intended users and prevent them 

from doing any criminal activity. Data loss protection software neglects the bad outcome 

of a cyber attack that targets an online platforms archive. With the help of this software 

any lost data from the cyber attack can be retrieved. 

Data protection management is not limited to those systems. Operators can create 

systems that block any transfer of processed personal data without other security checks. 

Those systems automatically block any personal data and allow the data protector to 

check if this transfer is necessary to prevent any personal information infringement. 

 

 

3. Which advice would you give to your client for cross border relations? 

 

Maria Inês Reis (Portugal):  

To read every single line of the whole contract and be careful about what they consent 

the other part. 

 

Iv Fangyuan (China):  

Investigate the trading party, pay by letter of credit. 

 

Qiu Shuang (China):  

Focus on communication, information and cultural differences. 

 

Qiyi Zhang (China):  

Set up archives, agree confidentiality agreement in the agreement, grasp the legal 

provisions of the cross-border other country involved in this transaction, etc.    

 

Eduardo Barrera (Mexico):  

To be informed about EU Law in this field and thinking into hiring a Data Protection 

Officer. 

 

Jannis Ulrich (Germany):  

▪ Ask how the cross-border company execute data protection. 
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▪ Don´t send private Data with insecure communicators like “WhatsApp” 

▪ Try to reduce the generation of personal data (example: no-third-Party cookies 

on the homepage) 

 

Arthur Horsfall (UK):  

Understand both the data protection laws in both countries as if there are data 

processing facilities in both countries, they will be subject to the regulations of both 

legislation. 

Also, for EU and UK countries to try to limit the impact that Brexit may have on their 

data transfers, adopt Standard Contractual Clauses (SCCs) in their agreements.  These 

are provisions which have been approved by the EU as a legal basis to safeguard the 

transfer of personal data to third countries. Whilst not a total safeguard it is something 

that can be done now in preparation. 

 

Coral Yu (UK):  

As a first step, it is necessary to identify those processes that involve non-EU data 

transfers, as sanctions of breach of data protection rules in such cases can be quite 

severe (up to € 20 million or 4% of the annual global turnover). Thereafter it is essential 

to adopt the right transfer mechanism for such transfers - in the absence of an adequacy 

decision, the client would need to consider and provide for appropriate safeguards 

(Standard Contractual Clauses or Binding Corporate Rules).  The client should also 

consider whether certification schemes and codes of conduct can be possible transfer 

mechanisms.  Lastly, derogations may be possible under exceptional circumstances, only 

when appropriate safeguards are put in place. 

 

Gary Whitehead (UK):  

Fully get to grips with the intricacies of the laws of the country where data will be stored 

– as an example, California Privacy Act quite different to GDPR  

 

Philippa Kwok (UK): 

▪ Data protection regimes differ across jurisdictions (although there are common 

elements, emphasis may be placed on different elements) – data processors / 

controllers may subject to different forms of obligations. 

▪ There may be restrictions on the transfer of personal data to countries whose 

data protection regime lack robust / appropriate safeguards of personal 

information. 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

Attention to the level of security of the country which data origin provides, if it´s an 

adequate degree of protection of personal data as provided for in the Brazilian Law. 
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Alitzel Sánchez Alonso (Mexico):  

Before executing any document or agreement, review if there is some privacy notice 

that answers to the following questions:  

1. which information are they requesting;  

2. what is the purpose of requesting such information;  

3. who will have access to review his/her personal data and for how long;  

4. who would be responsible of the protection of the data; and 

5. which actions are taken to protect the personal data.  

 

 

Luis Roberto Moreno Tinoco (Mexico):  

It is important to determine the scopes of the domestic legislation of the foreign entities 

that are going to be involved in the transaction, since their rules may differ from the ones 

stablished by Mexican law, which may lead to practical problems if there is not an 

international treaty that rules this matter. 

 

Mari Yoli Wulf Sánchez (Mexico):  

Establish good contact and be very clear about the laws of your country and the other 

country, and establish a clear contractual relationship. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

Whether my client is planning to make business in Mexico, I would suggest not to take 

data protection as a minor problem. This would include contracting an independent 

firewall system and to share information only through encrypted channels, which 

implies avoid to share information in open or prone-hacking sites such as Google Drive 

or Dropbox.  

 

Nadiezhda Vázquez Careaga (Mexico):  

Have an advisor who knows the laws of the places involved. 

 

Paulina Saldaña Fuentes (Mexico):  

To ensure that the client he is treating with in a cross border business is ethical and 

compliant by requesting few references. 

 

Ricardo Heredia (Mexico):  

It all depends if you have a Mexican incorporated legal entity, and if such entity obtains 

and addresses personal data, or if it is another international subsidiary. 

 

Fergan Tuğberk Işman (Turkey):  

Personal Data Protection Law article 9 is an imperative provision. Personal data shall not 

be transferred without explicit consent of the data subject. But the Binding Corporate 

Rules (BCR) created by European Union Article 29, Working Party allows international 

organizations to transfer personal data in compliance with EU data protection law. 
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In order to benefit from BCR, the rules created by the companies are required to be 

approved by the data protection authority in each country. By means of the approval of 

each country's data protection authority, personal data may be shared between the 

companies. 
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Data Protection in Foreign Business 
Marc-André Delp, M.L.E., Rechtsanwalt in Hanover,  

Qualified Lawyer for International Commercial Law 

December 2018 

 

 

The introduction of the General Data Protection Regulation (GDPR) has kept companies 

very busy in recent months. Internal implementation processes have been set in motion, 

but there are still uncertainties in dealing with the GDPR  

 

For internationally active companies, there is another aspect of the GDPR that needs to 

be observed: The transfer of personal data beyond the borders of the EU. This is referred 

to as data transfer to third countries and is regulated in Articles 44 to 49 of the GDPR. 

The transfer refers to the disclosure of personal data to a recipient in a third country; 

the type of disclosure or the disclosure to the third party is irrelevant. The aim is to 

ensure that the level of data protection under the GDPR is maintained even when data 

is transferred to third countries.  

 

Two-stage check 

 

This data transfer initially requires that the fundamental and generally known 

requirements of the GDPR are complied with. If this is not the case, there is no need for 

further examination regarding cross-border transfer of personal data. Only in a second 

step the requirements for data transfer to third countries are to be examined.  

 

Data transfer to third countries 

 

For data transfers to third countries, the GDPR provides for three rules:  

▪ determination of the adequacy of the level of data protection in the third country 

by the EU Commission (Article 45),  

▪ the existence of appropriate guarantees (Article 46), and  

▪ exceptions for certain cases (Article 49). 
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Decision on adequacy 

 

The adequacy of the level of data protection in the third country can only be determined 

by the EU Commission, not by the individual member states. If third countries offer an 

adequate level of data protection comparable to the level of the GDPR, the EU 

Commission determines this by decision. Personal data may then be transferred to these 

countries without further approval. The adequacy decisions are reviewed by the 

Commission at least every four years. Adequacy decisions that were adopted before the 

GDPR was applicable will initially remain valid until the next review. Adequacy decisions 

exist for Andorra, Argentina, Canada (Commercial Organisation), Faroe Islands, 

Guernsey, Israel, Isle of Man, Jersey, New Zealand, Switzerland, Uruguay, USA (limited 

to the Privacy Shield). Since 5 September 2018, it has been decided that a decision on 

adequacy will also be made for Japan. Additionally, talks are underway with South 

Korea; dialogues with India, Brazil and Paraguay are planned.  

The advantages of the adequacy decisions are the high level of legal certainty and the 

suitability for mass use. The disadvantage is that there is no permanent guarantee of 

transmission since the EU Commission reviews the decision at least every four years. 

 

Appropriate guarantees  

 

Without a decision on adequacy, personal data can only be transferred on the basis of 

appropriate guarantees provided by the controller or processor. The guarantees must 

ensure an appropriate level of protection. These include:  

 

▪ binding internal data protection regulations (binding corporate rules),  

▪ standard data protection clauses of the EU Commission or a supervisory authority,  

▪ approved codes of conduct and approved certification mechanism, and  

▪ individually negotiated contractual clauses.  

 

The guarantees must provide data subjects with enforceable rights and remedies.  

 

Binding Corporate Rules (BCR) are rules that company groups or groups of companies 

can impose on themselves when carrying out a common economic activity and which 

then apply to all the companies involved. The appropriate BCR must be approved by the 

competent national supervisory authority. Once approved, the BCR may be used as a 

basis for the transfer of personal data without the need for further approval in individual 

cases. The prerequisites for approval are a legally binding nature for the companies 

involved, enforceable rights for the persons concerned and compliance with the 

minimum requirements under Article 47 paragraph 2 GDPR. BCR are suitable for groups 

of companies consisting of a controlling company and companies dependent on it. The 

advantage is the high level of legal certainty and transparency as well as suitability for 

mass use. In addition, the BCR are also tailored to companies/company groups and their 

practices. Furthermore, a uniform internal level of data protection (also externally) is 
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guaranteed. A disadvantage is the complex approval procedure and the associated high 

time expenditure. 

 

Standard contract clauses are defined by national supervisory authorities and 

subsequently approved by the EU Commission or directly enacted by the EU 

Commission. Thereafter, the standard contractual clauses can be used without further 

approval. Here too, no further approval is required for data transfer. This only applies, 

however, if the clauses are not changed. If clauses are added or existing clauses are 

changed and contradict the approved regulations, the approval is no longer given. The 

advantage over the BCR is that the clauses are already fully developed and only need to 

be adopted. In addition, the standard contract clauses can be used not only internally 

within the company group, but also in relation to third parties. The EU Commission has 

already issued three packages of clauses: EU Commission Decision 2001/497/EC of 15 

June 2001 on standard contractual clauses, EU Commission Decision 2004/915/EC of 15 

June 2001 on the introduction of alternative standard contractual clauses for the 

transfer of data from an EU controller to a controller in a third country and EU 

Commission Decision 2010/087/EU of 5 February 2010 on standard contractual clauses 

for transfers to processors in third countries. These clauses contain formulations that 

companies can use. The advantage of the standard contract clauses is that they can be 

used at short notice, as the pre-formulated clauses only have to be adopted. In addition, 

no separate approvals are required for individual data transfers. The disadvantage is 

that the standard contract clauses cannot be adapted to the concrete needs of the 

companies/company groups. Company groups in third countries are subject to EU law 

through the standard contractual clauses. It is also possible that the EU Commission will 

subsequently amend the standard contractual clauses and that the companies will have 

to react immediately and adapt the clauses they use. 

 

Approved codes of conduct are industry-, sector- or association-specific guidelines. They 

therefore apply to certain industry sectors or certain organisations that can create their 

own rules of conduct for their industry for the processing of personal data. The approved 

codes of conduct must contain legally binding and enforceable obligations of the 

controller or processor. The rules of conduct are published by the national supervisory 

authority and the EU Data Protection Committee. Another advantage of the approved 

code of conduct is that no separate approval is required for the transfer of personal 

data. Disadvantage is the necessary willingness of the responsible association to 

cooperate as well as a considerable effort. 

 

Additional guarantees can be achieved through certification mechanisms. The 

certification must be carried out by national supervisory authorities or accredited 

certification bodies; the certification mechanism must be approved in advance 

(certification, seal, test mark). The advantage of certification mechanisms is a high 

degree of legal certainty and transparency, the disadvantage is the complex certification 

procedure. 
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Approved contract clauses, self-designed contract clauses or modified standard data 

protection clauses may constitute suitable guarantees if they have been examined and 

approved by a national supervisory authority. The advantage is that they can be 

individually designed and provide a high degree of legal certainty, but the disadvantage 

is that they require a complex test procedure.  

 

Exceptions for certain cases 

 

In the absence of an adequacy decision or guarantees, there may be exceptions for the 

transfer of personal data. However, the exceptions listed in Article 49 can only be 

applied within a narrow interpretation, due to the tiered nature of the assessment. In 

addition, the cases listed in Article 49 are explicitly and exhaustively regulated.  

 

The exceptions include consent, necessity for the performance of the contract, 

important reasons of public interest, pursuit of legal claims, protection of vital interests 

and protection of mandatory legitimate interests. 

 

The consent is an explicit consent of the data subject to the transfer of personal data to 

a third country in a specific case. In advance, the person must be adequately informed, 

including specific purpose and risk information. The data subject must be aware that an 

adequate level of data protection may not be guaranteed in the third country, and that 

the enforcement of data subjects' rights may be difficult. The data subject must also be 

granted a right of withdrawal. Consent as the basis for repeated, permanent and mass 

transfers to third countries is viewed critically by supervisory authorities.  

 

The exception in the context of contract performance may only be made occasionally 

and is subject to strict necessity. The transfer of data to the third country must be 

necessary for the performance of a contract with the data subject or for the conclusion 

or performance of a contract in the interest of the data subject. 

 

An important public interest must be recognised in EU law or in the law of the member 

state to which the controller is subject.  

 

Data may be transferred to a third country for the purpose of pursuing legal claims if 

this is necessary, but only occasionally. 

 

The protection of vital interests means that a data subject cannot give consent for 

physical or legal reasons. In this case, data may be transferred to the third country if it 

is necessary to protect the vital interests of the data subject or another person. 

The exceptions to the mandatory legitimate interest are the catchall element among the 

exceptions. It represents the very last possibility of justification. The transfer of data may 

not be repeated, only a limited number of persons may be affected. An overriding 
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(compelling) interest must arise for the controller, an overall assessment of the 

controller must be made and suitable guarantees must protect the personal data. The 

transfer must be absolutely necessary for the exercise of the legitimate interest. In 

addition, the competent supervisory authority and the data subject must be informed.  

 

Transmission of employee data within the company group  

 

There is no group privilege for company groups. This means that the transfer of personal 

data to companies in third countries is always a transfer to third parties.  

 

Special case Brexit 

 

When the United Kingdom leaves the EU on 29 March 2019, it will be considered a third 

country from the data protection perspective. This can be prevented by agreements 

between the EU and the UK. For this reason, German companies should take the 

precaution of entering into contractual arrangements with service providers in the UK. 

 

Conclusion 

 

The GDPR provides for special requirements for the transfer of personal data to third 

countries. The aim is to guarantee the high level of data protection under the GDPR also 

in relation to third countries. First of all, the basic requirements of the GDPR must be 

complied with. Only in a second step is it to be checked whether the additional 

requirements for data transfer to the third country are also fulfilled. For internationally 

positioned companies, these regulations mean an additional examination effort. 

 

 

+++ 
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Question & Answers 
 

 

 

 

Digital Business Platforms  
…………………………………………………………………………………………………………………………………… 

 

1. Which kind of online platforms do you know in your country? 

 

Maria Inês Reis (Portugal):  

Citius, zoom, skype, facetime, excepting Citius (courts) we have all international 

platforms for business. 

 

Iv Fangyuan (China):  

Alibaba 

 

Qiu Shuang (China):  

Taoba Jingdong Dangdang 

 

Qiyi Zhang (China):  

There are many network platforms in China, such as Taobao, Tmall, Jingdong, Suning, 

DangDang.com, Amazon China, Vipshop, Jumei Youpin, Netease strict selection, Meili, 

Mogujie and so on. 

 

Eduardo Barrera (Mexico):  

Among the normal ones (Amazon) and their Mexican version (Mercado Libre) specific 

for business are linked from the government in case of competitive platforms to invest 

into energy and others. 

 

Friederike Ammann (Germany): 

▪ Social Media 

▪ Information platforms 

▪ Trade markets  

 

Jannis Ulrich (Germany):  

For Business is the best known Xing. 
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Arthur Horsfall (UK):  

The European Commission has identified the following online platforms: 

 

1. online marketplaces (Amazon, Ebay, Booking.com)  

2. collaborative or ‘sharing’ economy platforms (Uber, Airbnb)  

3. communication platforms (Skype, Zoom, Whatsapp) 

4. social networks (Facebook, Linkedin, Twitter)  

5. search engines and specialised search tools (Google search, Tripadvisor, Yelp)  

6. maps (Google maps, Apple maps)  

7. news aggregators (Google news, Apple news)  

8. music and video platforms (Spotify, Netflix, Apple TV)  

9. video sharing platforms (Youtube)  

10. payment systems (PayPal, Apple Pay)  

11. app stores (Google Play, Apple app store) 

 

In addition to these gambling online platforms have increased quickly in popularity. 

 

Coral Yu (UK):  

GoDaddy and Shopify, for examples. 

 

Gary Whitehead (UK):  

Social media, app stores, Price comparison websites  

 

Philippa Kwok (UK):  

▪ Social media 

▪ Online marketplaces 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

eBay, Amazon, Airbnb, Uber, Mercado Livre 

 

Luis Roberto Moreno Tinoco (Mexico):  

Mexico has currently a large number of online platforms that have been connecting 

producers and consumers for a few years by now. Among the main examples, we could 

enlist platforms specialized in accommodation services, such as Airbnb, platforms 

focused in the sell and purchase of goods, such as Amazon or Mercado Libre, or even 

platforms specialized in financial services, that work through crowdfunding regimes, in 

which any individual who wants to invest can lend money to the people that are signed 

in and looking for credit through the app.  

 

 

Mari Yoli Wulf Sánchez (Mexico):  

Mercado Libre, Amazon, Best Buy, Ticketmaster, Liverpool. 



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 187 OF 285 

187 
 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

Amazon, Uber, Uber Eats, DiDi, DiDi Food, Jeff. 

 

 

 

Nadiezhda Vázquez Careaga (Mexico):  

Zoom, Share Point, Teams. 

 

Paulina Saldaña Fuentes (Mexico):  

Government is trying to migrate to an online system. Few institutions have their data 

site to do the corresponding filings, but this has just started. As to do business online 

between private parties I have no further knowledge that “Zoom” and “Google Meet” 

platforms. 

 

Ricardo Heredia (Mexico):  

Uber, Rappi, Amazon, Airbnb, among others 

 

Fergan Tuğberk Işman (Turkey):  

The most common online platform types in Turkey are market type platforms and 

social media platforms. Market platforms allow the platform owner or other third 

party users to sell products through the online platform. These platforms make profit 

by selling products or taking commission from the third party users’ profits. Social 

media platforms are platforms that anyone can use to interact with their desired 

contents. These platforms make profit from ads designed specifically for the user.   

 

 

2.  Which kind of regulation exists? 

 

Iv Fangyuan (China):  

The E-Commerce Law of the People's Republic of China. 

 

Qiu Shuang (China):  

There are special network supervision departments, such as network crime reporting 

website. 

 

Qiyi Zhang (China):  

Service Specification for Third-party E-commerce Trading Platform issued by the 

Ministry of Commerce on April 12, 2011; Measures for The Administration of Online 

Transactions issued by the State Administration for Industry and Commerce on January 

26, 2014. There is no specific law to regulate the network platform. 
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Eduardo Barrera (Mexico):  

There is specific regulation in the Consumer Rights Federal Law for E-Business in 

Mexico, but also another to regulate Institutions with Financial Technology. 

 

 

 

Friederike Ammann (Germany):  

Competition law and Data protection.  

 

Jannis Ulrich (Germany):  

Maybe the rule not to advertise in legal business, § 43 b BRAO. Or the 

“Netzwerkdurchsetzungsgesetz”, a law against hate speech in the internet. 

 

Arthur Horsfall (UK):  

In 2000, the EU agreed the e-Commerce Directive which set the framework for 

Internet regulation within the European Union. In December 2019 the UK Government 

announced that it will introduce legislation to tackle Online Hams, following on from 

the Online Harms White Paper (April 2019). The general provisions of existing laws 

such as GDPR and Competition laws will apply. 

On 1 July 2020, the Competition and Markets (CMA) authority published the Final 

Report of the “Online Platforms and Digital Advertising” market study. The conclusion 

to this study was that existing competition law tools are not sufficient to regulate the 

major online platforms, such as Google and Facebook. The CMA called on the UK 

Government to establish a pro-competition regulatory regime for online platforms, by 

creating a Digital Markets Unit. This unit would have powers to deal with concerns 

swiftly and before irrevocable harm to competition can occur. 

 

Coral Yu (UK):  

There is no UK legislation specifically addressing how online platforms deal with their 

business users; instead normal business to business rules on the supply of services will 

apply. During consultation on the Online Intermediation Services Regulation, the UK 

government suggested that the relationship between platforms and their business 

users is an area which can largely be addressed through competition law. The UK 

government is reviewing how it applies competition law to online platforms as part of 

its Digital Market Strategy. 

When comes to how online platforms deal with their consumers:  

 

▪ The Unfair Commercial Practices Directive (2005/29/EC) (UCPD) is 

implemented in the UK by the Consumer Protection from Unfair Trading 

Regulations 2008 (SI 2008/1277). The UCPD prohibits traders from engaging in 

commercial practices towards consumers which are misleading, aggressive or 

contrary to the requirements of professional diligence, whether before, during 

or after any transaction.   
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▪ The Consumer Rights Directive (2011/83/EU) (CRD), which is largely 

implemented in the UK by the Consumer Contracts (Information, Cancellation 

and Additional Charges) Regulations 2013 (SI 2013/3134) (CCRs), as well as the 

Consumer Rights Act 2015 (CRA), imposes information obligations on all 

traders dealing with consumers and introduces cancellation rights for 

consumers when they buy at a distance (for example online). 

 

In addition, The E-Commerce Directive is implemented in the UK by the Electronic 

Commerce (EC Directive) Regulations 2002 (SI 2002/2013) (E-Commerce Regulations).  

The E-Commerce Regulations apply to any information society service (ISS, meaning 

any service normally provided for remuneration, at a distance, by electronic means 

and at the individual request of a recipient of services). 

 

Note also The Online Intermediation Services for Business Users (Enforcement) 

Regulations 2020 (SI 2020/609), which deal with UK enforcement of The Regulation on 

promoting fairness and transparency for business users of online intermediation 

services (Regulation (EU) 2019/1150) (the OIS Regulation), will apply from 12 July 

2020. The OIS Regulation requires online intermediation service providers (such as 

providers of online e-commerce market places, software application services and 

social media services) and online search engines to comply with certain transparency 

obligations, mainly by including information in their terms and conditions or, for 

search engines, publishing it on their websites. 

 

Gary Whitehead (UK):  

EU is proposing the P2B Regulation – unsure if will be retained post-Brexit or similar 

equivalent. 

 

Philippa Kwok (UK):  

▪ Data protection  

▪ IP 

▪ Consumer protection 

▪ Competition 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

In Brazil the consumer defense code is the main rule applied for online purchases. 

 

Alitzel Sánchez Alonso (Mexico):  

Free trade economic competition applicable law. 

 

Luis Roberto Moreno Tinoco (Mexico):  

Regulation of digital platforms in Mexico is poor, since there are very few provisions that 

refer to this type of business model.  
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A couple of years ago Mexican congress issued the "Fintech Law", intended to regulate 

the entities that offered financial services through digital platforms, including those who 

operate under a crowdfunding model. However, although this was significant from a 

historical point of view, the new law fails to regulate all the other transactions that are 

carried out through this kind of business model.  

As of 2020 new tax provisions entered in force in Mexico, intended to regulate the 

income that is perceived by individuals who participate in the models of the digital 

economy. In accordance with the new provisions, individuals that receive an income 

from any digital platform (such as amazon, airbnb, etc) are obliged to pay income tax 

over that income, through a withholding made by the entity that provided the platform 

service.  

 

Mari Yoli Wulf Sánchez (Mexico):  

Personal Data Protection. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

The labor regulation for these online platforms is non-existent. Recently the Mexican 

congress issued a reformation in order to aggressively tax the income of these 

businesses.  

 

Nadiezhda Vázquez Careaga (Mexico):  

There is no regulation. 

 

Paulina Saldaña Fuentes (Mexico):  

The Commercial Code regulates the electronic signatures to be replicated in 

intercompany agreements; nevertheless the practical implementation has been slow 

and the courts not always recognize such signatures as valid agreements. 

 

Ricardo Heredia (Mexico): 

▪ Commercial Code and Civil Code – Electronic agreement. 

▪ Intellectual Property Law – Regulation of trademarks and patents. 

▪ Data Privacy Law – It regulates when personal data from people is stored. 

▪ Federal Labor Law and Civil Code – It should work together in order to 

determine the labor relationship; for example, between distributors and 

company such as uber eats. 

▪ Monetary Law – It determines how the exchange rate is determined in 

international transactions. 

▪ Tax regulation – It determines, special taxes for these new services in the 

country. 
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Fergan Tuğberk Işman (Turkey):  

Online platforms brought up different types of issues. Some of these issues are 

protection of the users’ personal data, validity of distant contracts and preventing 

crimes that happen with the use of the platform against its intended use. 

Data protection is monitored by the Personal Data Protection Authority which has the 

right to issue fines to the platforms that have violated the Personal Data Protection 

Law. 

Distant contracts are regulated on the Law on the Protection of the Consumer. Buyers 

at the online market platforms are considered as consumers. This gives the consumer 

some benefits such as rescission from the contract within 14 days without giving any 

reason. 

The precautions against any criminal activity on those platforms are provided by the 

platform owner. The owner has an obligation to monitor and report any suspicious 

activity of users on the platform. 

 

 

3.  What are the main legal problems with online platforms? 

 

Maria Inês Reis (Portugal):  

Hackers online attack all the classified information.  

 

Iv Fangyuan (China):  

 

tax evasion, fake products, fake transaction. 

 

Qiu Shuang (China):  

The distribution and division of legal liability is not clear. 

 

Qiyi Zhang (China):  

In general, there are four aspects to the law concerning e-payment institutions:  

 

1. Issues related to payment subjects, such as commercial banking law, etc.  

2. Standardize payment behaviours, such as a series of behaviours such as 

payment settlement and clearing.  

3. Standardize the relevant provisions of payment tools, such as payment tools 

except currency and credit CARDS, management measures and regulations of 

credit card management, etc. 

4. Laws and regulations to prevent financial crimes and protect consumers, such 

as the Anti-money laundering Law. In addition to money laundering, financial 

crimes include fraud, robbery and other financial crimes to protect consumers' 

rights and interests. In principle, the laws of the four aspects are relatively 

practical for third-party online platforms to be defined as non-bank financial 

institutions, and the specific applicable laws may vary. For example, in the last 
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aspect, in terms of combating financial crimes and protecting the rights and 

interests of consumers, financial crimes include money laundering and 

financial fraud. According to our research, the problems faced by third-party 

online payment platforms are more serious than those in the traditional 

payment field. 

 

 

Eduardo Barrera (Mexico):  

Lack of secondary enough regulation for the “praxis”, including taxes and certainty for 

employees, but also into how far the responsibility their owners and participants really 

can go. 

 

Arthur Horsfall (UK):  

▪ Issues with transparency – such as: 

- how search results are ranked; 

- how personal data is used; 

- the advertising used; and 

- setting out the rights consumers may have in the event of non-

performance by another party. 

▪ Regulation of how platforms use the information/data they acquire 

▪ Regulation of illegal actions and online harm. 

▪ Protection of the users use of the platform (such as on gambling platforms). 

▪ Relations between platforms and suppliers (e.g. asymmetries in bargaining 

power and the fairness of terms and conditions) 

▪ Constraints on individuals and businesses’ ability to switch from one platform 

to another  

 

Coral Yu (UK):  

As identified in the Commission's 2015 consultation on the regulatory environment for 

platform, the main legal problems would appear to be about competition and unfair 

trading, as there naturally tend to be only a small number of platforms in a particular 

sector: 

 

▪ Control access to online markets and exercise significant influence over how 

various players in the market are remunerated.  

▪ Be less than transparent as to how they use the information they acquire. 

▪ Adopt terms and conditions which reflect their strong bargaining power 

compared to that of their clients (particularly SMEs). 

▪ Promote their own services to the disadvantage of competitors. 

▪ Adopt non-transparent pricing policies, or restrictions on pricing and sale 

conditions. 
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Gary Whitehead (UK):  

Data protection, IP protection. 

 

Philippa Kwok (UK):  

▪ Data protection  

▪ IP 

▪ Consumer protection 

▪ Competition 

 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

 

Responsibility between the online platform and the seller face to a consumer 

complaint; storage and security of consumer data; unauthorized marketing; targeted 

marketing; and so on. 

 

Alitzel Sánchez Alonso (Mexico):  

Even though I do not have in mind one of these, I think that probably the system is not 

very easy for its’ use or the personal data protection use might not be that clear. 

 

Luis Roberto Moreno Tinoco (Mexico):  

The main legal problems with online platforms include the way in which the income 

received by these companies shall be taxed, since it is really difficult to determine where 

the source of wealth of that income is located, especially when the provider of the 

internet service, the provider of the goods or services, and the consumer reside in 

different countries for tax purposes. 

Other problems may involve the applicable law for the contractual obligations assumed 

by the parties, when this circumstance was not expressly agreed upon in the contract, 

as well as the competent courts to resolve any eventual controversy. 

 

Mari Yoli Wulf Sánchez (Mexico):  

Communication 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

The main legal issues that exist in Mexico are related to scams or default to deliver a 

certain good.  

 

Nadiezhda Vázquez Careaga (Mexico):  

Confidentiality, exist the possibility that hackers can access to the meetings. 

 

Paulina Saldaña Fuentes (Mexico):  

The lack of encryption for confidential documents that can be hacked by any third 

party. 
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Ricardo Heredia (Mexico):  

For the moment: 

▪ New taxes that the government is considering.  

▪ Currently, due to unemployment crisis because of the COVID, many uber eats 

drivers are assaulted and take the place of the driver. The main problem is that 

they enter homes as if they were uber and steal from people. 

 

Fergan Tuğberk Işman (Turkey):  

Online platforms are open to cyber attacks and it is vital for the owner to protect the 

platform and its users. If necessary cautions haven't been taken, the owner may face 

legal consequences. 

With a cyber attack, a platform can lose its protected personal data of it’s users to 

other bad intended parties. This would violate platform users’ right of privacy. If the 

proper measures were not taken, the platform owner will be held responsible for this 

violation. 

 

 

+++ 
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Providers, Platforms and Networks 
Martin Heitmüller, Rechtsanwalt in Hanover 

Maitre en droit (FR) 

January 2016 

 

 

In networked production, there will be a considerable need for infrastructure for the 

storage, exchange and processing of data. Structures are to be differentiated according 

to their purpose, whether they are used unilaterally by one company or multilaterally 

by several or many participants. 

 

Providers 

 

Functions 

 

Unilateral structures serve the interests of a company by outsourcing its data and 

processes to a specific data centre (host) or to providers of server capacity (cloud), 

possibly also with outsourced software (software as a service) or as an outsourced 

overall handling of operational functions (outsourcing). These services can also be made 

available to third parties, for example as an online ordering platform, internet presence, 

service portal or other - but the services offered by one company always remain the 

same.  

 

Services 

 

The main legal problem here is to guarantee the functionality of the provisioning 

services for the availability and security of the data, defined by service levels based on 

contractual agreements and service level agreements. Already today, the performance 

and security of computer centres is probably superior to the IT structures in most 

companies or cannot be achieved with reasonable effort by medium-sized companies. 

Companies that entrust their data and processes to a provider must, however, not only 

contractually guarantee the functionality, but also the protection of their data from 

unauthorized access.  

 

Data stocks 
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As a rule, providers have no justified interest of their own in the external data of their 

customers, as they are only involved in processing orders and data is not an integral part 

of a production or service chain. Therefore, providers may not use their customer data 

for their own purposes or make it available to third parties. Companies as customers 

should have the provider guarantee that only authorized employees have access to the 

data and that they are bound by appropriate confidentiality agreements. From the 

company's point of view, company data must be protected against third-party access 

and personal data must be protected in accordance with the provisions of data 

protection law. The importance of certifications for providers will continue to grow, 

especially to the extent that they prove that the provider's confidentiality obligations 

have been met. 

 

Data protection 

 

The company is also subject to national and European data protection regulations in its 

relationship with the provider, the effectiveness of which will be significantly increased 

with the adoption of the General Data Protection Regulation. The outsourcing of 

personal data subject to European data protection to servers in third countries has 

hardly been possible without legal problems to date, nor is access from there. In 2015, 

the European Court of Justice ruled that the practice approved by the European 

Commission of transferring data to recipients in the USA in accordance with the safe 

harbor concept was inadmissible: the state access rights in the USA do not treat data 

protection in the same way as in the EU.  It is doubtful whether the quality can be 

effectively achieved by the model clauses agreed with the European Commission 

between companies in the sense of a protected data environment. The EU Commission 

has therefore agreed a new concept with the US government: privacy shield. The legal 

character, the scope and the factual reliability of this new agreement, however, seem 

to be insufficient to many data protectionists. 

 

Platforms 

 

Functions 

 

Platforms serve as multilateral structures for linking many independent users. They 

provide an infrastructure on which users can move around and connect with each other 

and process transactions without the platform operator having to do anything.  

 

In principle, platforms are to be differentiated according to their function; they are 

information platforms (Google), contact platforms (facebook, various partner search 

portals), communication platforms (WhatsApp), archive platforms (Instagram), trading 

platforms (ebay, travel portals, car portals, real estate portals, financial services portals), 

sales platforms (Amazon), payment platforms (paypal) and many more. Thereby, 

functionalities mix within the scope of social media offers, up to contradictory offers like 
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independent price comparisons and product sales. Whether a portal legally represents 

a platform is determined by its concrete structure.  

Platforms can be distinguished according to their performance profile: 

▪ Content provider → publishes own content 

▪ Host provider → provides storage space  

▪ Access provider → provides access to the internet  

▪ Usenet provider → offers networks for discussion forums 

 

The specific legal issues relating to platforms are linked to a not always clearly defined 

liability for the offers and transactions of their users. In principle, a platform operator 

will contractually exclude the warranty and liability for deficiencies in the performance 

of its users; he does not want to be legally responsible for the quality of the products 

sold on the platform, also not for the seriousness and creditworthiness of the supplier 

and buyer. That a platform operator has a business interest in a customer portfolio that 

is as reliable as possible is another question that he likes to answer with customer 

ratings. It is doubtful whether a platform operator can also exempt himself from liability 

if he uniformly stipulates the terms and conditions of sale for his users' transactions - 

from the user's point of view, this may bring him close to the image of a service provider. 

 

The liability of the platform operator for illegal content posted by users is also critical. 

While the infringement of personal rights (one's own image) and public law barriers 

(glorification of violence, incitement of the people, etc.) is the main focus in 

communication platforms, the risks in information and trading platforms lie in 

infringements of copyright, design law, trademark law and other industrial or 

intellectual property rights. The liability for such illegal content is currently not treated 

uniformly by the courts: a platform operator is obliged to remove illegal offers on his 

platform at the request of the injured party whenever a court order requires to do so. 

In the meantime, however, case law has also demanded in individual cases that the 

platform operator should be obliged to independently check the legality of the offers 

posted on his platform, at least if it is a matter of repetition of an infringement already 

established. The platform operators argue to such obligations of verification that a 

platform is comparable to a trade fair, a stock exchange or the advertising section of a 

publication but is not itself a provider. The distinction is explosive because the removal 

of content is only a negative covenant, but a breach of a duty to check could give rise to 

a claim for damages with far-reaching consequences. 

 

A distinction should be made regarding the liability of platforms and their providers for 

content: 

▪ Content provider → full liability for content 

▪ Host provider → with blocking obligations for content  

▪ Access provider → without own blocking obligation for contents 

▪ Usenet provider → not liable for content 
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These violations, which up to now have occurred mainly in social media and trade 

platforms, can also occur in a similar form in industrial platforms, for example for 

purchasing, logistics or personnel deployment (crowd working). These can be violations 

of technical property rights (patents, industrial designs, design, also copyright for 

software), but also the provision of illegally obtained personal or company data. If an 

infringed or allegedly infringed party attacks the publication of an information on the 

platform, the decision to remove the offer can have considerable economic 

consequences for the platform operator and the provider. Due to the risk of damages, 

the platform operator will tend to comply with the request for removal of the offer, the 

offeror will at least temporarily lose his offer on the platform and thus possibly lose 

business. 

 

Details on platform liability 

 

The principle - Notice and take down 

The German Telemedia Act (Telemediengesetz/TMG), which is based on the European 

E-Commerce Directive of 2000, has legally established the so-called notice and take 

down principle in § 10 TMG. According to this principle, service providers are not 

responsible for third-party information which they store for a user, provided they have 

no knowledge of the illegal act or the information (§ 10 no. 1 TMG) or if they act 

immediately to remove the information or block access to it as soon as they have gained 

knowledge of it (§ 10 no. 2 TMG). The provision of § 10 TMG is tailored to the classic 

host provider. 

 

The decision of the German Federal Court of Justice "Online auction I" 

 

However, the 2004 ruling of the German Federal Court of Justice 

(Bundesgerichtshof/BGH), the so-called "Online auction I" ruling ("Internet 

Versteigerung I"-Urteil), caused the notice and take down principle to be shaken. In the 

dispute with the online platform ricardo.de, Rolex was not satisfied with the removal of 

the goods from the offer after having obtained knowledge of them, but additionally 

demanded that such infringements be avoided in the future as well. 

 

The BGH did not apply the liability privilege of the notice and take down principle from 

§ 11 of the German Teleservices Act (Teledienstegesetz/TDG), which was still valid at the 

time, arguing that this only applied to claims for damages, but not to claims for 

injunctive relief that would have an effect in the future. However, the BGH also saw that 

an excessively extended negative covenant, which would lead to every offer being 

examined for infringement before publication on the internet, would go too far and 

would call the entire business model into question. 

 

It was therefore decided that a negative covenant in the context of liability of 

interference could only be assumed in the case of a violation of the duty to examine. In 
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the case decided, the defendant internet platform had to use the incidents with the 

Rolex watches as a cause to subject offers of such watches to a special examination. 

Which technical possibilities are available, e.g. special software, was disputed in the 

proceedings. 

 

The further development: the BGH ruling "Youth-endangering media on eBay” 

In its 2007 ruling "Youth-endangering Writings on eBay" („Jugendgefährdende Schriften 

bei eBay“), the BGH further substantiated the case law based on the decision " Online 

auction I", among others. 

 

This ruling also dealt with the justification of negative covenants. The reason for this was 

not the infringement of trademark rights, but the dissemination of third-party content 

harmful to minors. This time the duties of omission were derived from competition law. 

 

According to the BGH, the defendant internet platform was not only obliged to 

immediately block the specific offer which was harmful to minors of which it had 

become aware. It also had to take precautions to ensure that no further similar legal 

infringements occurred. 

 

The judgement clarified that such similar infringements of rights are not only offers 

which are identical with the offers which have become known, i.e. which concern the 

offer of the same item by the same auctioneer. According to the judgment, the 

defendant platform must also prevent the media harmful to minors which are 

specifically identified to it from being offered again via its platform by other bidders. 

 

Furthermore, offers in which the same auctioneer offers contents of the same category 

harmful to minors on the same carrier medium would also be considered to be similar 

to a certain violation of the law for the protection of minors. 

 

Trend reversal: Restriction of the platform operators' obligation to check, the BGH ruling 

"Highchairs for children on the internet 

 

However, in a ruling from 2012 („Kinderhochstühle im Internet“), the BGH again 

restricted the obligation of the platform operators to check. It was no longer reasonable 

to take control measures where suspected trademark infringements could not be 

detected by the filter software, but where every offer containing the trademarks in 

question had to be subjected to an additional manual control. The BGH rejected such a 

far-reaching duty of control. 

 

Conclusion 

 

The case law presented in excerpts shows that the legal situation regarding platform 

liability is still very unclear, characterised by ramified case law and difficult to predict. 
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This legal uncertainty is certainly not conducive to the market entry of new Industry 4.0 

platforms. At the moment, however, this legal uncertainty has to be calculated. Further 

developments must be closely followed. 

 

Telecommunication Law 

The consideration of telecommunication law is important for the topic Industry 4.0, 

because in most cases the M2M data is transmitted via a mobile network. In particular, 

the transmission of data and the offer of services within the framework of M2M 

communication can subject the parties involved to certain obligations under 

telecommunication law. 

The transmission of data legally constitutes telecommunication and often includes 

telecommunication services within the meaning of the German Telecommunications Act 

(Telekommunikationsgesetz/TKG). It is not relevant here that the information in 

telecommunication is transmitted from person to person. 

 

The communication infrastructure is usually in the form of mobile phone networks, so 

that the network operators are the "providers" of the telecommunication services, 

contractual partners for certain services are "subscribers" and the customers of the 

services, e.g. drivers of connected cars, are "users" in the sense of the TKG.  

 

Whether M2M communication platforms are telecommunication services depends on 

their specific function: the transmission of control signals from and to participating M2M 

devices is generally a telecommunication service, whereas transmission is not the 

essential element in the provision of content on the platform for retrieval by users. The 

ISO/OSI layer model for internet services is often used to define the character of mixed 

services. The layers 1 to 4 have more transmission characteristics, the layers 5 to 7 more 

content character. 

 

M2M services usually do not focus on the transmission of information, but rather on 

content and functionalities such as vehicle data (driving style, positioning); they are thus 

typically not telecommunication services, but tele-media services in the sense of the 

German Telemedia Act (Telemediengsetz/TMD).  

 

If an M2M service is subject to the TKG, the provider of the services has to fulfil a number 

of obligations relating to customer protection, frequency use, numbering, 

telecommunication secrecy and telephone tapping. With regard to the liability 

obligations, it should be emphasized that according to § 44a sentence 1 TKG, the 

providers of telecommunication services are only liable for financial losses of their end 

users caused by negligence to the extent of EUR 12,500 per case of damage and end 

user. This sum can be quickly exceeded in the context of M2M communication and a 

contractual increase in the liability sums should therefore be considered.  
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Question & Answers 
 

 

 

 

Artificial Intelligence  
…………………………………………………………………………………………………………………………………… 

 

1. Are there national rules about AI? 

 

Iv Fangyuan (China): 

 No 

 

Qiu Shuang (China):  

Not yet. 

 

Qiyi Zhang (China):  

China now has a basic policy on the development direction of AI, but no specific legal 

attributes of artificial intelligence. In China, the creation of artificial intelligence is 

mainly protected by patent law and copyright law. 

 

Eduardo Barrera (Mexico):  

Unfortunately not, but there are some sort of knowledge because of “Data Law 

Protection” and the way they develop their algorithms. Sadly, this law was limited to 

the territory of the company (Mexico), not like the EU Standard which has to do with 

the EU Citizens Data around the world. 

 

Rupesh Pandey (India): 

The growth of AI and its related technologies is tremendous which also brought the 

challenges to legislate and implement laws and regulation to bring AI under legal 

discipline. Tesla and Space X chief executive Elon Musk has warned in 2017 “AI is the 

rare case where I think we need to be proactive in regulation instead of reactive. 

Because I think by the time we are reactive in AI regulation, it’ll be too late”. 

 

▪ European Union (EU): Recently, in February 2020 the European Commission 

published “White Paper on Artificial Intelligence” which proposed a regulatory 

framework for artificial intelligence. The paper has encouraged to use AI in the 

field of research and economic activity keeping deals with technological, 

ethical, legal and socio-economic aspects related to EU. Instead of providing 

proposed regulations at this stage, the Commission has set out legal 

requirements that any regulatory framework must cover to ensure that AI 
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remains trustworthy and respectful of the values and principles of the 

European Union. 

Further, AI system should also be compliant with General Data Protection 

Regulation (GDPR). GDPR contains various principles, purposes and procedures 

which must be adhered by AI systems. Under the GDPR, principles and rules 

applies to the collection and use of personal data to make Organizations more 

transparent and accountable. AI provider can act as data processor or 

controller. The organization need to apply all control mechanism and follow 

rules while applying AI for automated processing as well as during transfer of 

personal data. 

 

▪ United States: It is surprising to note that there seems to be little activity in US 

related to AI regulation. There have been few AI reports, pending bills, 

executive orders and one draft guidelines. President Trump issued the 

Executive Order on Maintaining American Leadership in Artificial Intelligence in 

February, 2019 by following five principles. On January 7, 2020 United States 

released draft guidelines to federal agencies overseeing non-federal entities’ 

deployment of artificial intelligence (AI) applications. The draft proposes ten 

guiding principles for regulatory and non-regulatory approaches for AI 

applications.  

 

▪ Australia: Australia released a discussion paper containing principles, 

governance, data regulation as well as ethical requirements to develop 

standards to regulate AI.  

 

▪ United Kingdom: UK is one of the country which is emerging as a world leader 

in regulating Artificial Intelligence. In April 2018, United Kingdom (UK) 

published national AI strategy entitled AI Sector Deal which envisaged to 

prepare for the transformations and provides the framework in developing AI 

technologies. This Deal was further updated in May 2019. In February 2020, UK 

published Artificial Intelligence and Public Standards wherein it has stated that 

AI is a new challenge that can be solved with existing tools and established 

principles. 

 

▪ New Zealand: New Zealand is also on the process to develop National 

Regulation to deal AI. The need for Legal Framework to control the use of AI 

was initiated by University of Otago in 2018. Subsequently, in November 2019, 

the New Zealand Government announced it would examine regulation of AI 

with the World Economic Forum (WEF).  

Further, AI Forum of New Zealand has published a set of principles for use of 

artificial intelligence (AI) in New Zealand which give indication that New 

Zealand in near future is likely to come up with some concrete national 

Legislation on AI.  
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▪ OECD: The OECD Recommendations on AI were adopted in 2019 which 

identifies five complementary values-based principles for the responsible 

stewardship of trustworthy.  

 

▪ G20: Similarly, G20 supports the Principles for responsible stewardship of 

Trustworthy AI and provided note of the Recommendations. 

 

Arthur Horsfall (UK): 

In the UK there is no statutory definition of AI, but it has been defined in an Industrial 

Strategy White Paper. 

 

Coral Yu (UK):  

Not any I’m aware of in UK. 

 

Gary Whitehead (UK):  

From what I have researched, there is ‘guidance’ only for use of AI in public sector.  

Philippa Kwok (UK): 

 

No specific legal provisions in the UK for the regulation of AI. 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

Not yet. Brazil has a bill being voted) Projeto de Lei 21/2020) that foresees rules, rights 

and duties for the use of AI. 

 

Alitzel Sánchez Alonso (Mexico):  

There is no applicable law for this area. 

 

Luis Roberto Moreno Tinoco (Mexico):  

No special rules have been issued regarding AI in Mexico to the present date, so the 

general regime shall be applied should any controversy arise.  

 

Mari Yoli Wulf Sánchez (Mexico):  

No. The current legislation on the protection of personal data focuses on protecting the 

individual against the unlawful processing of his or her personal data and preventing his 

or her human dignity and freedom from being affected. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

No. 

 

Nadiezhda Vázquez Careaga (Mexico):  

In Mexico does not exist regulation for artificial intelligence.  
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Paulina Saldaña Fuentes (Mexico):  

A Law that regulates the Artificial Intelligence does not exists in the Mexican 

legislation. The usage of such must be regulated, as of today, by suppletory regulation 

and by the courts criteria (jurisprudence) 

 

Ricardo Heredia (Mexico):  

No, Government has plans to start regulating and consider AI. However, the most 

similar new regulation with technology is regarding Fintech. 

 

Fergan Tuğberk Işman (Turkey):  

Artificial Intelligence is a form of technology that learns, adapts and grows since their 

first activation. They are capable of researching and they can create most of the things 

a human can create such as codes, programs, games or even novels. Currently, there are 

no official rules about AI in Turkey. On the Global developments United Nations 

Interregional Crime and Justice Research Institute Centre for AI and Robotics is 

discussing the place of AI in the modern world. 

 

 

2. Can AI conclude binding contracts? 

 

Iv Fangyuan (China):  

Yes. If the contracts template are reviewed by human beings. 

 

Qiyi Zhang (China):  

At present, the artificial intelligence technology is not mature, and there is no 

precedent of giving legal effect to the behaviour of artificial intelligence. Artificial 

intelligence, by its very nature, is a simulation of the information process of human 

thinking. If the thinking mode of artificial intelligence in the future can be similar to or 

better than that of human beings, and can make rational judgments and behaviours 

according to specific situations, maybe the contracts signed by artificial intelligence 

will be given legal effect. 

 

Friederike Ammann (Germany):  

No because AI has not got a legal personality 

 

Rupesh Pandey (India):  

Contracts are vital for building business relationships and completing transactions. AI is 

being applied with the contract management system like contract classification, 

organizing legal data, manage and update of legal and paralegal data etc. Traders are 

getting benefitted from electronic trading wherein computer technology is acting as 

the medium for communications between parties. The e-Commerce Directive (EU) 

provides the legal framework within European Union including "business-to-business" 

(B2B) as well as "business-to consumer" (B2C) legal relationship.  
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However, the situation becomes complicated when the contract is initiated, controlled 

and concluded by AI wherein software code act autonomously to define and draw 

periphery of the agreement. One emerging example emerging is smart contracts which 

are a are self-executing arrangements through computers reducing individual human 

intervention and increasing codification and machine use. The pertinent issue would 

be the outcome, liability and consequences of such arrangement. First issue would be 

that globally most of the contract act states that contract can be concluded by natural 

or Legal person. As on date, AI has no independent legal status. Acting on the same 

premise, Estonia is working on giving legal status to AI.8. Saudi Arabia has first time 

granted citizenship a Robot who is named Sophia. This is the first time any robot in the 

world has achieve the citizen status.  

Second issue can be the intention and meeting of mind during offer and acceptance by 

AI to create legal relationship. Third issue can be the enforcement or breach of 

contract due to the negligence or non-application of concerned clauses applied by AI 

not envisaged by the master of the business entity. Fourth issue could be the legal 

relationship between the master/owner of AI and AI itself. Whether AI would act as an 

independent contractor of an Agent on the instruction and matrix defined by the 

owner or master. Therefore, if AI has to be given more autonomy and power to 

conclude contracts then all corresponding challenges must be complied with the legal 

framework. 

 

Arthur Horsfall (UK):  

Whilst electronic signatures and email can be used to enter into contractual relations, 

under the laws of England and Wales, in order for a binding contract to be created the 

key elements of offer, acceptance, consideration, intention to create legal relations 

and certainty of terms must be present. The application of these principles does not 

depend on the particular technology that is used to create the contract. Therefore, 

when seeking to contract by electronic means, the parties will need to consider 

whether the key elements for contract formation are present in the electronic 

communication or contracting process that is being used. 

 

Coral Yu (UK): 

Only if the contract was entered into with some kind of human instruction I think. 

 

Gary Whitehead (UK):  

Yes, can assist in identifying key clauses, speed up negotiation and facilitate binding.  

 

Philippa Kwok (UK):  

Potentially – e.g. use of smart contracts though the legal enforceability will depend on 

the type of smart contract and whether the standard elements of a binding paper 

contract are met 
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Julia Krautter and Patrícia Perinazzo (Brazil):  

No 

 

Luis Roberto Moreno Tinoco (Mexico): 

In order to be able to conclude a contract in Mexico, both parties shall have the sufficient 

legal capacity to do so.  Mexican law only grants legal capacity to individuals and legal 

entities (as long as they satisfied the legal requirements), but has not yet been granted 

to the software’s that derive from the AI.  

Thus, AI cannot conclude binding contracts in Mexico.  

Mari Yoli Wulf Sánchez (Mexico):  

 

In Mexico, from the perspective of privacy and protection of the user's personal data, 

these services are often not fully protected by law, but under the very rules of operation 

of the platform if it is not established in Mexico. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

No legal provision exists in Mexico to this date that establishes that AI has the legal 

capacity to conclude contracts.  

 

Paulina Saldaña Fuentes (Mexico):  

Some law firms have already hired artificial intelligence to draft some contracts. In my 

personal opinion, the negotiation and signature of any binding contract shall be done 

in person. 

 

Ricardo Heredia (Mexico):  

As long as the AI that is considered doesn’t go against Mexican law and regulation it 

could be possible. However, is hard to determine because there is no exact legal 

framework for the moment.  

 

Fergan Tuğberk Işman (Turkey):  

To conclude a binding contract, the parties must have competency to make a contract 

and intent on making the contract. Competency requires two mandatory things which 

are mental competence and legal maturity age.  

Artificial Intelligence technology is not a thing that is born but a thing that is created. 

After their creations, they adapt and learn faster than any human being can do. On this 

matter, their competency has to be determined and regulated. How can one bring a rule 

to determine an AI’s competency?  

There is also the issue of intent of AI for the contract. How can the parties know if the 

AI is really acting on behalf of its user or creator? Without proper developments or 

research on these issues, proper regulations cannot be made and without proper 

regulations, an AI cannot conclude binding contracts. 
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3. Who is liable for decisions and acts by AI? 

 

Qiu Shuang (China):  

I think it includes designers, users and managers 

 

Qiyi Zhang (China):  

Because the creation and application of AI are not universal, and the decision and 

behaviour of artificial intelligence have not become a widespread problem in the 

society, so there are no laws on the rights and obligations of artificial intelligence in my 

country. If the popularization of artificial intelligence in the future causes various social 

problems, laws should be adopted to regulate the production and use of artificial 

intelligence. Even if human beings have the same way of thinking through technology 

and can receive information from the outside world, analyse the situation, predict the 

future, and even possess emotions and emotions, artificial intelligence is a machine 

and a tool used by human beings. Artificial intelligence cannot replace human beings. I 

think each AI should be equipped with a human as a “guardian”, who is responsible for 

the AI’s decisions and behaviour. The guardian may authorize the AI in the form of 

delegation and be responsible for the AI’s behaviour within the scope of authorization. 

Of course, there may also be cases involving ostensible, the consequences of which 

should be the responsibility of the person responsible. Can require artificial 

intelligence in the design of artificial intelligence when making a decision or behaviour 

to show the other party authorization, so that the other party to determine the scope 

of authorization of artificial intelligence, because if the other party under the condition 

of intent or negligence led to the decision of the artificial intelligence or behaviour 

caused damage, should be borne by the other party. Of course, the harmful 

consequences (including but not limited to criminal behaviour, infringement 

behaviour, breach of contract, etc.) are caused by the designer or manufacturer of 

artificial intelligence. That is to say, the legal consequences of artificial intelligence 

decisions and actions should be divided into different situations and borne by the 

corresponding responsible personnel. 

 

Rupesh Pandey (India):  

The technical growth of AI is progressing fast and its regulatory and legal framework 

has taken the back seat. Drones and self-driving vehicles are vivid examples wherein 

hundreds of patent application have been filed to own technology, however, the legal 

control couldn’t keep pace with the same. It is imperative to fix liability from the 

individual human driver to machine which would control the product or service. 

European Commission has discussed Liability for emerging digital technologies under 

existing laws in Europe has stated that the law of tort of EU Member States is largely 

non-harmonised, with the exception of product liability law under Directive 85/374/EC, 

some aspects of liability for infringing data protection law (Article 82 of the General 

Data Protection Regulation (GDPR) ), and liability for infringing competition law 

(Directive 2014/104/EU).  
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The paper has discussed few proposals to apply legal routes by adopting Operators’ 

strict liability, vicarious lability for autonomous system, insurance, compensation funds 

etc.  

Another challenge would be to apply criminal liability which usually requires action and 

mental intent. Any criminal law matters require to prove beyond reasonable doubt 

which would require to judge those who design systems or whether the programmer 

of the machine knew the probable outcome. Further, the action and mental element 

need to be analyzed to fix the culpability which can be applied individually or jointly.  

 

Arthur Horsfall (UK):  

This is an interesting area, on which the European Commission has recently published 

a report to see if the existing regimes are sufficient for apportioning liability. There are 

potentially multiple parties involved such as: 

 

▪ data provider; 

▪ designer;  

▪ manufacturer;  

▪ programmer;  

▪ developer;  

▪ user; and  

▪ even the AI system itself.  

 

Further complications may arise if the fault or defect arises from decisions the AI 

system has made itself based on machine learning principles with limited or no human 

intervention. The current UK liability regimen is causative and fault based. Fault may 

be very difficult to prove for liability concerning AI. The EC concluded that whilst the 

current system is sufficient for now it did make recommendations including strict 

liability, allocation of liability (for manufacturers, producers and operators) and an 

adapted range of duties of care for operators of emerging technologies. 

 

Coral Yu (UK):  

I do not think there are rules about this in general yet.  But the UK Department for 

Transport has been active in reviewing and preparing for the changes in regulation that 

will be necessary for autonomous vehicles. 

 

Gary Whitehead (UK):  

Will depend on the situation / circumstances – could be manufacturer / user  

 

Philippa Kwok (UK):  

Potentially: 

▪ Software developers / machine programmers 

▪ Manufacturers 

But ultimately depends on the scenario 
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Julia Krautter and Patrícia Perinazzo (Brazil):  

 

According to the bill mentioned above it will be the AI agent (the professional 

responsible to develop and operate the system). 

 

Luis Roberto Moreno Tinoco (Mexico):  

Since no special provisions have been issued regarding this matter, it should be analysed 

whether the owner of the software that is deemed as AI can be held accountable for the 

decisions and acts that were carried out.  

Since the AI is not deemed as an independent subject for legal purposes, it is most likely 

that the responsibility would entirely fall under its owner or designer, who will be 

obliged to respond before any third party affected by the decisions taken by the AI.  

 

Mari Yoli Wulf Sánchez (Mexico):  

It´s not clear who is liable. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

The set of rules in Mexico is quite limited with respect to this topic. 

 

Paulina Saldaña Fuentes (Mexico):  

As is still not regulated and must be followed by suppletory regulation and regarding 

what is stated in the Civil Code, the persons who programmed such be, if the case, 

liable. 

 

Ricardo Heredia (Mexico):  

Up to date, with no proper legal framework or regulator, it could be: 

▪ Mexican Institute of Industrial Property -regarding patent issues. 

▪ Civil courts regarding a contractual breach. 

▪ Criminal court, in case a felony is related. 

 

Fergan Tuğberk Işman (Turkey):  

AI systems require specific developments. They have to be provided with information 

about their designated job in order to properly work. When a problem arises from the 

act or decision of AI, the crew behind the AI’s development should be held liable.  

Because of being a technology and not having a legal personality, AI’s cannot be held 

responsible for the act of themselves. To determine the liable person more precisely, 

the AI’s development phase must be examined. As they are being complicated 

technology, the examination must be held strictly. Even a miniscule change may cause 

the AI to deviate from the desired path. 
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There is also the factor of outside intervention. If a decision or act was triggered by an 

outside effect, there may be a case of non-liability of the developers. This outside 

factor has to be unpredictable and inevitable. 

 

4. Are creations made by AI protectable by IP? 

 

Iv Fangyuan (China): 

 I do not think creations made by AI shall be protected by IP. Because these works 

created by AI are not original and creative. 

 

Qiu Shuang (China):  

Artificial intelligence programs have created a large number of works, including literary 

works, music works, art works, etc. these works fully conform to the form and 

substance requirements of "works" stipulated in the copyright law without considering 

the creator factors. Therefore, special legislation is needed to protect it. 

 

Qiyi Zhang (China): 

Intellectual property rights refer to the exclusive rights enjoyed by the right holder in 

accordance with law to the achievements created by the intellectual labor and the 

marks and reputation in the business activities. The mainstream research focuses on 

weak AI, and it is generally believed that considerable achievements have been made 

in this field. Research on strong artificial intelligence is at a standstill. A weak AI 

machine just looks intelligent, but it does not really have intelligence, nor is it 

autonomous. In my opinion, such products created by ARTIFICIAL intelligence are 

simulated and created on the basis of existing technologies and products without 

intellectual labor, and such products should not be protected by intellectual property 

rights. But if in the future, the machine of artificial intelligence, like the mind of 

thinking and reasoning or artificial intelligence machines and people completely 

different perception and consciousness, the use and the completely different way of 

reasoning but conscious, self-aware, created the artificial intelligence has intelligence 

labor products should be the protection of intellectual property rights.  

 

Rupesh Pandey (India):  

AI can play a significant role in the creation of intellectual property. AI is being used 

exclusively or in collaboration with human to create many artistic things and inventive 

product and process. The challenge would come to name the author of the work or the 

inventor of the patent. UK legal system seems to be bit advance and have envisaged 

the technical growth and contains “computer-generated works” under section 9(3) of 

the Copyright Designs and Patents Act 1988 (CDPA).  

There has been lot of debate regarding the ownership of IP generated by the 

computer-based technology. In a landmark challenge to the international patent 

regime, a band of legal experts has called on authorities in the US and EU to recognise 
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the “inventorship” of artificial intelligence, highlighting growing anxieties among 

lawmakers about the rise of machines in the creative process. 

As the use of AI is getting more widespread and complex, hence the International 

standard should be taken into account and provision with detailed AI based role need 

to be incorporated under TRIP, so that national legislation (WTO members) can be 

amended and implemented uniformly across the globe. 

 

Arthur Horsfall (UK):  

Although mathematical models and algorithms are not patentable under the European 

Patent Convention AI inventions are generally patentable as a subgroup of computer-

implemented inventions. However, there must be technical considerations and 

motivations behind non-technical features that contribute to the solution of a 

technical problem.The European patent office also refused two patent applications 

designating AI as an inventor, as an inventor must have their own legal personality. 

 

Coral Yu (UK):  

It will likely be problematic with current IP law, in particular when comes to copyright. 

Accordingly, parties to agreements for the development and use of an AI system that 

may be expected to result in new copyright works should include appropriate express 

terms on ownership, assignment and licensing.  Same approach should be taken in 

terms of ownership, assignment and licensing of AI generated inventions and patent 

rights. 

 

Gary Whitehead (UK):  

Not sure but I would imagine so. 

 

Philippa Kwok (UK):  

Yes – in the UK, authorship would be given to the programmer, not the machine.  

Most definitions of ‘originality’ across different jurisdictions require a human author. 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

No, considering the inexistence of a law in force in this regard. In Brazil, besides the 

doubt about the authorship of the work, the question arises: if there is no author, would 

this work have copyright protection? This is because the intellectual property law 

determines, that belongs to the public domain, among other cases, the works of 

unknown authors. Therefore, that´s one possible conclusion taking into account that the 

works created by do not have authorship according to the law. 

One solution - even if momentary - is to attribute a kind of authorship shared between: 

creator of AI; the one who operates it; and whoever inserts the necessary information 

to generate content. 

Granting authorship to anyone will be a momentary response, yes, as new challenges 

will arise as AI evolves and inserts itself into our lives. 

 



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 253 OF 285 

253 
 

 

Luis Roberto Moreno Tinoco (Mexico):  

 

Mexico has not issued any special provision regarding creations made by AI, so any 

creation made by the AI will be deemed to be property from its owner or designer, for 

Mexican IP purposes. 

 

Nadiezhda Vázquez Careaga (Mexico):  

Yes, and corresponding to the person who decided how AI should act in each specific 

case. 

 

Paulina Saldaña Fuentes (Mexico): 

Yes, and corresponding to the person who decided how AI should act in each specific 

case. 

 

Ricardo Heredia (Mexico):  

Yes, it can be consider a patent. 

 

Fergan Tuğberk Işman (Turkey):  

For a creation to be protected within the scope of intellectual property there has to be 

an original creation of work. An original creation consists of its creator's personality 

within however when an AI creates a work, it consists of AI's algorithm instead of a real 

person's personality.  

Inventor of the AI is actually creating intellectual property by developing the AI. During 

development of the AI, the creator chooses which information the AI will receive, thus 

they shape the AI’s capability to “think”. When the AI creates a work, it inevitably 

consists the information that the creator feeds them during their development. The 

creations made by AI actually are the AI’s creators' labour. The outcome should be 

protected as a creation made by the AI’s creator.  

 

 

5. Which kind of ethic rules should apply for the use of AI? 

 

Maria Inês Reis (Portugal):  

Which kind of ethic rules should apply for the use of AI? I think it´s wonderful that AI 

exists, but at the end of the day machines cannot replace humans, then don´t have 

emotions or can decide some aspects of the daily life. 

 

Iv Fangyuan (China):  

AI shall not marry human beings and shall not be heritor of human beings. 
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Qiu Shuang (China):  

We should ensure that its security and existence value is not to surpass or replace 

people, but to teach people to learn and grow. 

 

Qiyi Zhang (China):  

Although AI is more and more like human beings in essence and appearance, it is a tool 

created by human beings in order to liberate labor force. We should not equate AI 

machines with human beings. And the robot's life is very long, its "spirit" memory can 

be saved forever by copying, so that the "spirit" will never die. On the contrary, human 

life span is very limited, and they will end their lives in advance due to many accidents. 

"spirit" cannot be copied to another "body" like artificial intelligence machine. If robots 

dominate the world, as so many science fiction movies do today, where will human 

survival go? Therefore, we should limit the rights of AI, strictly regulate the behaviour 

of AI, and let artificial intelligence be restricted in the system like public power, so as to 

get along well with human beings.  

 

Friederike Ammann (Germany):  

Discrimination should be avoided 

 

Rupesh Pandey (India):  

The ethical rules are principles and ethics aligned with the human behaviour in the 

context of artificial intelligence. The European Union published a set of guidelines on 

how companies and governments should develop ethical applications of artificial 

intelligence. The core principle of the EU guidelines is that the EU must develop a 

'human-centric' approach to AI that is respectful of European values and principles.  

The Guidelines provided a set of seven key requirements that AI systems should meet 

in order to be deemed trustworthy namely, Human agency and oversight , Technical 

robustness and safety, Privacy and data governance, Transparency, Diversity, non-

discrimination, and fairness, Environmental and societal well-being and Accountability. 

 

Arthur Horsfall (UK):  

The Alan Turing institute has set out the values that support, underwrite, and motivate 

(SUM) the responsible design and use of AI: 

 

▪ respect the dignity of individuals; 

▪ connect with each other sincerely, openly, and inclusively; 

▪ care for the wellbeing of all; and 

▪ protect the priorities of social values, justice, and public interest. 

 

These do appear to be good ethical ground rules to be able to consider whether the AI 

being created is ethical. 
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Coral Yu (UK):  

I think there are various types of jobs that AI cannot be used to replace people.  On a 

technical level, there will need to be some rules on transparency and accountability of 

how AI works.   

 

Gary Whitehead (UK):  

Overuse of AI can result in lack of jobs for unskilled workforce 

 

Philippa Kwok (UK):  

▪ Prevention of harm 

▪ Respect for human autonomy 

▪ Transparency and fairness  

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

Not established considering the inexistence of a law in place, however I believe that 

fairness, respect, and law abiding. 

 

Luis Roberto Moreno Tinoco (Mexico):  

I consider that the main ethical rule that shall be consider when referring to AI is whether 

or not legal capacity should be granted to them by the law. This is important because 

according to our current laws, individuals who have legal capacity are entitled to several 

basic rights, whose construction have been designed from the definition of human 

dignity.  

Under this context, it shall be determined if AI will have the same rights that we are 

currently entitled, or if these rights should be limited to some extent (and, in any case, 

the way to determine the limits). This discussion could end with important questions 

that should be answered before drafting any kind of national legislation, for example, if 

the “owners” or “designers” of the AI will be entitled to erase or eliminate this programs 

or software, or if, by the contrary, this could trigger liabilities of any kind. 

 

Mari Yoli Wulf Sánchez (Mexico):  

Organizations are obliged to respect the human right to the protection of personal data, 

in the terms established by the Federal Constitution and the law. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

I would say data protection should be the cornerstone for the use of an AI. Naturally 

there are other ethical topics and discussions around the decisions taken by an AI, 

which could include human rights awareness and protection.  

 

Paulina Saldaña Fuentes (Mexico):  

The same rules that applies for person to person work. 
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Ricardo Heredia (Mexico):  

 

The regulation in Mexico for AI, should consider a chapter of specific ethic rules, such 

as: 

 

▪ The AI should be always controlled by humans.  

▪ AI should never breach data privacy of people.  

▪ The goal should be in benefit of the county specific needs and the world. 

▪ AI should never cause harm to the environment. 

 

Fergan Tuğberk Işman (Turkey): 

 

 AI can analyse or create in accordance with the information they have given during their 

development but they can't develop their own moral actions. They may be capable of 

analysing the moral actions and learn them but this still is a product of a humane 

intervention. 

The developer is giving the AI their desired moral codes. When the AI has developed 

properly they are going to act on behalf of those moral codes. While operating or when 

faced some dilemmas AI has to decide which outcome they are going to choose. 

The AI has to make their choices after an analysis of damage it is going to give to 

property, to living beings or to people. The most reasonable way of solving the dilemma 

is keeping the people’s safety a priority. 

 

6. How will AI influence expert work and legal work? 

 

Maria Inês Reis (Portugal):  

Some legal work can be replaced but in my opinion, court decisions cannot be made by 

computers/robots. 

 

Iv Fangyuan (China): 

Many paper work, searching works, writing works may be replaced by AI. 

 

Qiu Shuang (China):  

I think that artificial intelligence can only replace those replaceable work, such as court 

record, speech recognition, etc., which will greatly improve the efficiency of the trial. 

In the field of trial, litigation strategy formulation and other fields, we have to rely on 

people to complete. 

 

Qiyi Zhang (China):  

In my opinion, the greatest advantage of human beings is that they have infinite 

creativity. Before artificial intelligence cannot have "infinite possibilities" like human 

beings, AI can't replace human beings. Artificial intelligence can only eliminate ordinary 

experts and legal personnel, but cannot eliminate excellent experts and legal 
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personnel. Artificial intelligence can quickly carry out a large number of data analysis 

and future scenario simulation, which can provide great help to experts and legal 

personnel, and save a lot of time for retrieving cases and setting. Experts and lawyers 

can use the time saved to think deeply about problems and get the job done better. 

 

Friederike Ammann (Germany):  

▪ AI will support expert work  

▪ Time saving / more efficient especially for standard cases and repetitive tasks  

▪ Automatic contracts  

▪ It will be easier and faster to get legal protection  

▪ Alleviates the work load e.g. in courts  

 

Rupesh Pandey (India):  

Technological advancement has become an integral part of the overall development 

and efficiency of any organization. AI is assisting legal professional on the work related 

to legal research, contract management, paralegals and support, litigation etc. AI 

based tools like IBM’s Watson Contract Management and ContractPodAi’s Artificial 

Intelligence Contract Management Solution are providing support to legal 

professionals and law firms to a great extent. These tools can assist, however, they 

can’t substitute the work like advising clients, negotiating, cross examination, 

appearing in court etc. Legal skills and court craft cannot be acquired and performed 

by coding and applying algorithms. 

 

Arthur Horsfall (UK):  

With the use of automation software, I am already using AI in my legal work to prepare 

base documents. This not only speeds up the process, but also ensures a reliability and 

uniformity with the work. Whilst this can potentially, with an increase in data input 

and perfecting the AI's decision process, do up to 80% of the drafting, there will always 

be lacking the final 20% which requires the creativity and expert opinion of the 

individual. I do think that this will be a trend in a lot of expert industries and will result 

in employees being required to input the data required. However, due to the lack of 

creativity and problem solving an issue for which it is not programmed, I do not see it 

replacing the human element entirely. 

 

Coral Yu (UK): 

AI is developing rapidly as a support tool for repetitive, process-intensive, standardised 

legal work. I’m not quite sure how AI will assist with expert work. 

 

Gary Whitehead (UK):  

I think that COVID-19 pandemic has facilitate lawyers to better embrace technology 

and I think that should continue. It is already being used across many legal areas such 

as practice management and predictive coding.  
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Philippa Kwok (UK):  

▪ Document automation 

▪ Automated contract review 

▪ Prediction of outcome of cases through application of relevant precedent and 

fact patterns 

▪ Less human errors 

▪ Overall greater efficiency and productivity, saving time and resources à helping 

firms be more competitive  

▪ Leaving more time available for value-added tasks 

 

Julia Krautter and Patrícia Perinazzo (Brazil):  

AI will optimize the human work and make the job deliveries faster, completer and more 

accurate, always under a human attendance. 

 

Luis Roberto Moreno Tinoco (Mexico): 

I consider that AI will have a major impact in the way expert and legal work is done, since 

some legal controversies can be solved by applying simple syllogisms, by comparing the 

text of the law with the facts of each case in order to get to a conclusion. Although part 

of our work is the interpretation of laws that could be confusing or that could admit 

different interpretations, there is no reason to believe that this task could not be 

performed by a computer, designed with the ability to analyse legal texts. 

In addition, some of the work that is done by the major law firms of the world (such as 

drafting agreements, shareholders meetings, etc.) could be easily replaced by a software 

designed to draft this documents, with the ability to prevent any further controversy 

based on the probabilities obtained from past experiences. 

 

Mari Yoli Wulf Sánchez (Mexico):  

That would allow people not to go to lawyers, but I think that human work will never be 

compared to that of a computer since they are based on algorithms and many times 

they do not find all the options. 

 

Miguel Ángel Aspe de la Rosa (Mexico):  

In the years to come we will see a great influence of AI in expert work and in the legal 

practice. The ability of increasingly sophisticated AIs will lead to almost perfect 

contracts, for instance.  

 

Paulina Saldaña Fuentes (Mexico): 

The lawyers drafting contracts and due diligence will be decreased, and lawyers 

practice shall be exploring new areas with this AI support. 
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Ricardo Heredia (Mexico): 

I believe that the main influence would be in an ethic part. Notwithstanding, even 

though many machines could be able to do legal work, the human part or intuition in a 

negotiation could never be substituted.  

 

Fergan Tuğberk Işman (Turkey):  

AI’s capability of thinking is linked directly to the information they have given during 

development. If an AI has given case precedents of supreme courts they can learn and 

come up with rules about the issues they have given. Highly analysed and righteous 

rules, regulations, laws and even case decisions may be created this way. 

This capability can be used at any field of expertise. Any information, examples or 

methods the AI has given will shape their way of thinking and also products they 

produce. Unique AI’s developed specifically for a field of work shall have the ability to 

analyse almost every work in that specific field.  

This pool of knowledge is almost impossible to achieve by a human. But an AI has no 

limit on learning and processing. Any comment that AI has made will be an analysis 

from every other work previously made in that field. 
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If you book a flight via a travel portal, you will quickly find that prices change - depending 

on when you book. Simple variable pricing, depending on how far in advance you book, 

is certainly common. But fluctuations within hours and minutes are a new development. 

This dynamic pricing is based on comprehensive observation and evaluation of 

competitors' market prices. Is it worthwhile for the provider to enter into particularly 

low prices or does he prefer to sell fewer trips but at better margins?  The result is based 

on many individual decisions made by algorithms. Until now, people defined the 

decision criteria for the algorithms, but now increasingly the machines themselves - with 

artificial intelligence.   

 

 

So what is artificial intelligence? 

 

Artificial intelligence is a highly developed electronic systematics, which is no longer 

defined and programmed by human beings, but which gains and develops its own 

knowledge from collected information and patterns (Deep Learning). It uses extensive 

electronic networking structures for this purpose. An AI system is self-learning and 

makes independent decisions based on self-developed algorithms.  

From a technical point of view, artificial intelligence (AI) is a branch of computer science. 

It deals with the automation of intelligent behaviour and so-called machine learning. As 

is often the case with new developments, the concept and content of the definition 

cannot be clearly defined. It is already unclear what exactly is to be understood by 

"intelligence". In any case, artificial intelligence is regarded as one of the decisive driving 

forces of the digital revolution. The term is not new; research on artificial intelligence 

began in the 1980s. However, computer performance was far too weak at the time to 

achieve any significant results. Today, on the other hand, processors and computers are 

exorbitantly more powerful: a supercomputer performs more computing operations 

than all PCs in Germany, and components for the application of AI are already installed 

in smartphones. This means that practical and affordable results can already be achieved 

today. Technically, an AI process involves billions comparisons of existing data with new 

data in grouped circuits, the results of which are again compared in many test steps. 
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Thus the system with AI recognizes a cat picture as cat and not as dog - or in the picture 

of a skin part a certain skin disease. 

 

Today, experts differentiate between two dimensions of artificial intelligence: the weak 

artificial intelligence is an advanced tool of man, the strong AI develops a not really 

predictable life of its own with a neuronal functionality similar to the human brain, but 

presumably with a different cognitive structure - and without consciousness, essence 

and feelings. All this is only simulated, like in chatbots.  

 

 

Applications and Markets 

 

In the meantime, there are numerous application areas for AI in almost all industries. It 

starts with Data Mining and the analytical evaluation of large amounts of data, Big Data. 

This is the basis for target group-oriented marketing, especially in social media and e-

commerce. It is not without reason that the internet companies Google, Amazon, 

Facebook, but also Uber, are the largest investors in the development of AI.  

KI understands and masters languages, no longer just as a translation database, but with 

semantic understanding. It therefore delivers machine translations into foreign 

languages and reacts and communicates as voice-controlled assistants (Alexa, Siri) and 

communicates with users as social bots.  

 

Intelligent systems can also be found in stock trading and in electronic investment 

consulting, the Robo Advisory for securities investments. 

 

Machines also automatically design and generate contracts in the mass business, Smart 

Contracts, and could document these without a notary with the Blockchain technology 

counterfeit-proof. Systems such as eBay are already replacing state court proceedings 

in eCommerce by carrying out an electronic conciliation procedure for defect claims - as 

so-called softlaw.  

 

In medicine, AI enables the evaluation of complex laboratory data. Diagnostic software 

with AI now often recognizes clinical pictures more accurately than a doctor, for example 

from the image of the iris or appearances on the skin. The same applies to animal 

diseases and plant diseases, also as disease control. 

 

In the Smart Home, systems with AI take over the intelligent building control: energy, 

climate, ventilation, lighting and sun protection, supply with media, survey and access 

control. 

 

On a larger scale, AI also supports energy supply and consumption in the Smart City, but 

also mobility and traffic control in the private sector and public transport, waste 

disposal, emergency systems, e-government and more.  
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Last but not least, AI enables autonomous driving through intelligent and 

interconnected vehicles that are not only able to find their way, but also to react 

appropriately to traffic situations in order to avoid accidents, damage and injuries. 

 

On a large scale, AI applications can of course also be found in manufacturing: in the 

networked production under Industry 4.0, the machines and systems not only work 

through predefined tasks, but also communicate and react continuously to changes in 

their digital community - across operations, companies and national borders. The 

monitoring and optimization of processes is the goal, right up to early detection and 

automatic supply of requirements, for example through predictive maintenance or 

distance production with additive manufacturing. 

 

And last but not least, military warfare in cyberwar scenarios and in autonomous wafer 

systems is also being upgraded with AI: moving and flying weapon systems are 

developing into autonomous units that can act in battle without human intervention.  

 

All in all, it becomes clear to what extent AI, as a cross-sectional technology, can bring 

about technological, operational, economic and social changes. This is why the race for 

AI developments is in full swing not only in the economy, but also between states in 

order to achieve strategic and geopolitical advantages. The USA and China are the most 

important players, while Europe and Germany are far behind - albeit with special 

competence in industrial applications. 

 

 

AI in state and society 

 

Developments in artificial intelligence are not only about technical or economic goals, 

but also about ethical, social and legal aspects. What rank do we want to give to AI-

controlled systems, and how do we secure our social order and our legal system in 

interaction with non-human actors? In recent years, a number of activities have 

emerged in Germany and Europe to this end, including robotics and autonomous 

driving. The Ethics Commission has submitted guidelines for autonomous driving and 

conflict cases to the Federal Government. Associations such as Bitkom are intensively 

involved in the discussion on issues of economic significance, social challenges and 

human responsibility. The Federal Government is currently pursuing the goal of 

massively promoting this area with its AI initiative. And the work of the Europeans 

Commission's High-Level Expert Group on Artificial Intelligence on its "Ethic Guidelines 

for a trustworthy AI" is currently underway. 

 

 

Artificial intelligence in the legal framework 
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The use of artificial intelligence poses new challenges to the legal system. This is not just 

because systems are faster and more powerful than previously known systems and 

technically seen by the individual - but because they are able to make decisions instead 

of humans and without immediate predictability and human control. 

 

 

Contracts  

 

First of all, the question of legally secure contracts comes to the fore. If machines or 

systems are to trigger rights and obligations between the parties involved through their 

data transmission, it must also be possible to create a binding legal basis without a 

human declaration of intent. In addition, jurisprudence now attributes such "machine 

declarations" to the owners of the machines and systems as an offer and acceptance, 

because they move within the decision-making channels set by their owners. However, 

they are not referred to as representatives, but as machine agents. It is questionable 

whether this view can also be applied when machines no longer make their decisions 

only functionally but also intellectually autonomously.  

 

After all, in conventional systems the algorithms are laid out and the criteria for decision-

making are determined - in the AI, however, the system develops its own decision 

criteria, without any preliminary planning by the owner. Strictly speaking, the action of 

the system is no longer covered by its will, perhaps not even by its general idea of acting 

and the results of the system. Nevertheless, his business partner should probably be 

able to rely on the binding nature of the system's behaviour, for example according to 

the principle of toleration power of attorney or prima facie power of attorney, in which 

the represented person has to allow himself to be attributed the declarations of his 

representative, who is unauthorized in individual cases. 

 

 

Liability 

 

If damage or injury occurs, the question of liability arises. In contractual liability for the 

provision of a defect-free service, hardly any new aspects arise: The contractual partner 

is the owner for whom the system has established the contract, and the latter is liable 

for performance and freedom from defects. He will hardly be able to invoke the fact that 

his system did not work properly or in its sense in the event of service disruptions such 

as delay, non-fulfilment, defects or violation of non-obligations. System errors can 

probably not be regarded as a case of force majeure any more than a failure of the IT 

system today. Also the use of AI in quality control and in the execution of commercial 

inspection and complaint obligations should not differ in principle from conventional 

systems. 
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Another consideration applies to cases in which AI-controlled machines and systems, 

but also vehicles, cause damage or loss of rights during autonomous driving, to third 

parties or to contractual partners, which are not covered by a contractual liability. To 

this end, our legal system distinguishes between fault-based liability (due to intent or 

negligence) and strict liability (e.g. product liability of the manufacturer, liability of the 

vehicle owner and liability of the property owner). In this area, jurisprudence discusses 

who exactly is to be seen as responsible: Whose decision and behaviour is relevant for 

the assessment of fault? Who should be the liable party for the machines and systems 

used, for example the owner, the holder, the operator or the supplier of the system? As 

a result, a liability principle would probably make sense in which the person who actually 

controls the use of the system is liable, recourse against internal responsibilities not 

excluded. The extent to which the responsible party can cover risks by means of business 

and product liability insurance depends on the individual case. It is also under discussion 

whether AI systems should not be liable for themselves.  

 

 

Data protection 

 

In principle, data protection raises the same questions as before: personal data may not 

be processed without further ado, whereas anonymised or pseudonymised data without 

allocation to persons may. However, a new situation may arise if AI-supported systems 

from the aggregation of anonymous data can then assign data to individuals with 

sufficient certainty. Then machine data becomes personal data again and they are 

subject to data protection. 

 

 

Intellectual property 

 

The protection of intellectual property can also play an important role in the use of AI:  

 

The AI itself is an intelligent system that suggests copyright protection. However, in most 

cases it does not have the quality of a work creation as it does with software. As a rule, 

AI systems do not constitute a database under copyright protection. Like software, AI as 

such is not patentable as a technical invention unless it is embodied in a technical 

product. Whether the AI is protected as a trade secret with its original and then self-

developed processes and specifications depends again on its concrete use and, recently, 

according to European law on trade secrets, on whether it is the subject of concrete 

protective measures.  

 

A second question is whether the results obtained by AI constitute protectable 

intellectual property. These can be analysis results, but also other "creative" works such 

as music, texts, images or software. Machine analyses with AI do not fall under copyright 

protection. And in the case of creative works it is already recognised today that the 
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creator (composer, author, photographer, software developer) may also use 

sophisticated instruments - as long as he contributes an important part and has the 

decision-making power over the design of his work, the result can be protected by 

copyright. If, however, a system generates a result without human input alone, the work 

cannot be protected under the existing copyright law.  

 

Whether an intellectual property right should also exist in the future for creations by 

machines will certainly be the subject of fundamental legal policy discussion. Just like 

the AI system itself, however, the results achieved by AI can also be protected as trade 

secrets, a protection that does not apply if the results are published. Possibly the 

accessible results can then be used in reverse engineering with AIs to develop the 

structures of other AIs. 

 

 

Competition law 

 

With its powerful potential, artificial intelligence is capable of fundamentally changing 

markets and competition. In the interest of a functioning competition system, current 

competition law therefore concentrates on the control of processes in which market 

power does not arise through performance but through mergers of companies. Whether 

or not new market power arises is first assessed by merger control on the basis of the 

size of the  

small businesses. It aims at processes in which already powerful companies strategically 

buy up new start-ups with potential, such as Google did with Deep Mind (developer of 

the AI for the game GO). This would enable the Cartel Office to limit the concentration 

of AIs in the hands of powerful and financially strong players and thus their 

strengthening of market power.  

 

If market power already exists, the company must not abuse it and, for example, 

discriminate against other market participants or bind them unjustifiably. AI can, 

however, help to create highly intelligent mechanisms which, due to their massive 

information advantage (information asymmetry), result in competitors, customers or 

suppliers making less favourable arrangements than with a balanced information 

situation. 

 

Ultimately, AI is also used in systems for market observation and pricing. Already today, 

algorithms without AI control pricing on the basis of information on demand, interests 

(e.g. on search engines), social data (place of residence, mobile phone model, buying 

behaviour), times of day and others (dynamic pricing). With KI, the systems are even 

more powerful. Therefore, the control of the abuse of market power also applies here. 

However, as soon as the systems follow and react to the prices of competitors, they can 

constitute an inadmissible exchange of information in the sense of a price cartel. The 

legal problem now lies in the allocation of the action to persons - the actual reaction to 
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the exchange of information is not a human being, but an autonomous system that has 

even given itself its own rules for reacting to price changes when using AIs. Therefore, 

the Monopolies Commission rightly proposes to treat the implementation of an 

algorithm based price system in advance as a restrictive and inadmissible exchange of 

information. This idea should also take effect if systems with AI are strengthened. 

 

 

Management liability 

 

In corporate management, the question of management liability arises as to whether 

and to what extent management and the Executive Board are responsible for the 

behaviour of the systems they use, including those with artificial intelligence. In 

principle, it is their duty to use only those instruments that are technologically secure 

and do not cause any legal infringements. If these systems operate autonomously and 

their decision-making mechanisms cannot be reconstructed, the responsibility of the 

company's executive bodies in the event of infringements and damages remains the 

same. Conversely, the question arises as to the extent to which the management and 

executive board can rely on AI in their decision-making in corporate matters and, above 

all, can rely on it (business judgement rule). AI is certainly advantageous as an auxiliary 

instrument, but management must not transfer decision-making to technology alone 

and thus cannot shift its responsibility for the company onto it.  

 

 

Structural classification 

 

In addition, there are many legal discussions on the structural classification of AIs: Does 

a Gene-rator for contract texts provide a legal service? Are Robo Advisory Platforms 

subject to financial supervision? May soft law, supported by AI, take the place of state 

courts? May the public administration have its discretionary decisions made by AIs?   

 

 

Legal personality 

 

In view of the far-reaching functional autonomy of AI systems, a discussion has arisen 

on the question of a legal personality of robots and AI systems and thus whether they 

should be given legal capacity as legal persons. Currently robots are treated as objects, 

there is no legal classification for immaterial systems, even for simple machine data our 

law knows no classification, for example in the sense of data ownership. With regard to 

the decision-making autonomy of AI systems in terms of content, there are voices in 

favour of an "electronic person" (ePerson). Such a figure is not inconceivable, for 

example in analogy to foundations as an ownerless and holder-less legal person. The 

responsibility would then lie solely with the robot or the system. Misconduct can then 

be sanctioned by switching off the system and imposing financial fines. As an intelligent 
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system, AI should even avoid misconduct if it learns from sanctions. The demand for an 

AI system liability fund for damages is quickly leads the the question of the appropriate 

and necessary amount of funds. Compulsory insurances and other security systems with 

solid guarantees are more suitable for this purpose. Legally an encapsulation of the 

liability is not necessary, the liability for an AI system can be isolated also over 

corporations such as GmbH, AG and foundation. However, a far-reaching decoupling of 

damage and liability does not seem desirable from the point of view of prevention. 

 

 

AI and ethics 

 

Many of the legal issues raised by AI on new issues can only be considered from an 

ethical perspective: May there be an identification of people in mass proceedings, e.g. 

by facial recognition, without their consent? Does the human being have to be able to 

recognize them in dialogue with AI? Do unknown social bots violate fundamental rights 

and human dignity in dialogue with humans? How must the system decide in the 

dilemma between alterntaive impending damages? May autonomous systems, in 

particular medical diagnoses, autonomous vehicles and autonomous weapons systems, 

decide the lives of humans? Ultimately, it is a question of whether machines may only 

use their functionally similar or even superior capabilities in the service of human beings, 

or whether they may be given a status legally comparable to that of human beings. This 

discussion will accompany us in the coming years. 

 

+++ 




