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The Alliuris Summer School        
 
The Summer School 2021 took place from 19th to 23rd July. As the Covid-19 pandemic is still 

lasting, it was again not possible to organise a traditional Summer School for young lawyers. But 

Alliuris has picked up last year’s success and organised a virtual conference which was hosted 

by Herfurth & Partner.  

This year, Prof. Dr. Christiane Trüe, professor at the Bremen University of Applied Sciences, was 

the Director of the Summer School. She could welcome speakers from China, Italy, UK and Ger-

many. Their presentations focused on IP & IT law and current legal developments around digiti-

sation – thereby, not only practical know-how was shared by experienced lawyers, but also new 

developments were highlighted. The young lawyers got an update on data protection law with 

a focus on cookie consent, learned about trade mark protection in Europe and IP protection as 

well as legal proceedings in China. The topics Non-Fungible Tokens and data ownership were 

not only presented but the attendants had the chance to discuss them with the speakers after-

wards.  

Together with the Summer School, a new section of the website was launched for the first time 

this year where speakers and attendants could find all information around the Academy as well 

as the presentations and additional reading materials.  

Although the personal contact and exchange cannot be replaced by a virtual meeting, Alliuris is 

aimed to still provide knowledge to its young lawyers in these difficult times. All subjects and 

materials are collected in a report again and published like it was already done for the Summer 

School 2020. We hope that this is another helpful stepstone for our young lawyers and helpful 

information for our member firms.  

Many thanks to all who have contributed as speakers and organizers to the program and the 

online sessions and have helped to make the Alliuris Summer School again a success! 

 

 

Hannover / Milan, July 2021 

 

Ulrich Herfurth
  
Chairman of the Board 

Giuseppe Cattani 
Academy Director  

Prof. Dr. Christiane Trüe 
Director Summer School 2021  
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Overview 
 
Introduction to Digital Business 

Ulrich Herfurth from Herfurth & Partner in Hanover 
started this year´s Summer School by briefly introducing 
the participants to “Digital Business”. First, he gave an 
overview of the main hard and soft resources involved in 
the business, such as microchips, cloud services, super-
computers, open-source software, and artificial intelli-
gence. Furthermore, he explained that the concept of dig-
ital business is not only relevant for trade and e-com-
merce, but also for different branches, i.e., finance, en-

ergy, and health. Due to the complexity and continuous innovation of digital business, its legal 
framework involves a variety of issues where legal advice is needed, such as IP legal protection, 
data ownership, fair trade and competition law and data protection and security.  

 

European Digital Policies and US Digital Policies  

Big tech companies have a lot of power in the digital mar-
kets. Google, for examples, retains a market share of 
about 87% worldwide and 95% in the USA for general 
search services. Ulrich Herfurth explained to the partici-
pants the issues imposed by the dominance of these com-
panies, and how new regulations are necessary to ensure 
fair play in the digital markets. The speaker updated the 
young lawyers on the current proceedings of the European 
Commission against GAFAM and the digital policies of the EU, such as the drafts of the Digital 
Markets Act, the Digital Services Act, and the Data Governance Act, while familiarizing the non-
EU participants with the legal system of the Union. He then gave the word to Sara Nesler from 
Herfurth & Partner, who summarized the main antitrust proceedings against GAFAM in the USA 
and introduced the local legislative development.  Afterwards, Ulrich Herfurth depicted the sit-
uation in Germany, where the Act against Restraints of Competition (GWB) was recently 
amended to include the concept of “paramount significance across the markets”.  
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NFTs (Non-Fungible Tokens)  

On the second day of the Summer School, Noor Kadhim 
from Armstrong Teasdale in London introduced the young 
lawyers to Non-Fungible Tokens. She described their na-
ture by breaking down the concept and explaining the 
functioning of a blockchain and the characteristics of digi-
tal assets and nonfungible property. As certificates of 
ownership for a digital asset, NFTs can be sold and traded 
and can be used for a variety of purposes, i.e., tickets, 

gaming, fashion and collectibles, the latter being currently their primary use. Here, the value an 
NFT comes from the collectability of the asset, as well as its potential future sale value, which 
ranges from the triviality of Cryptokitties to multimillion-dollar digital art. While having much 
potential in the digital art market and possibly other fields, NFTs present some disadvantages, 
such as the high energy consumption of the blockchain technology. The use of NFTs also involves 
legal issues, especially concerning data storage and hosting, intellectual property, electronic 
theft, royalties, and data protection law.  

 

Data Ownership  

Prof. Dr. Christiane True from Herfurth & Partner intro-
duced the concept of data ownership as a legal right over 
a single piece or set of data. She asked the participants to 
reflect on the concept of ownership, the difference be-
tween data ownership and protection, and who the 
owner of data should be. Prof. Dr. True also gave an over-
view on the appliable European and German law, on the 
contrasting interests that are involved and on the need for 

an update of the regulations. The young lawyers were then divided into groups and asked to 
compare the protection of databases in their home countries and to discuss the balancing of 
interests undertaken in EU Directive 96/9/EC on the legal protection of databases. During the 
breakout session, the participants also had a chance to virtually meet the colleagues from other 
countries.  
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Data Protection Update International – Understanding Cookies 
Consent  

The third day of the summer school started with a guest 
speech on Cookies Consent by Constantin Herfurth from 
Eversheds Sutherland in Munich. After a brief introduc-
tion to the different types of cookies and the law appliable 
to cookies consent, Constantin Herfurth explained in 
depth the requirements, such as “agree” and “freely 
given” that a request for non-essential cookie needs to 
meet. Doing so, he took a practice-oriented approach, 
presenting the participants with real examples and ex-
plaining how, due to unclear regulations, legal advice on cookies often involves weighing out the 
risks of a non-or partial compliance.  

 

Data Protection - National 

Prof. Dr. Christiane True offered the young lawyers an 
overview on the “General Data Protection Regulation” of 
the EU, emphasizing that in the current times, under-
standing data protection is like nailing a jelly to the wall. 
The GDPR finds direct application in the Member States, 
but being supplemented by State legislation, the legal 
framework is slightly different throughout the EU. After 
depicting the scope of application of the regulation, Prof. 
Dr. True defined the concepts of personal and sensitive 

data and described the three principles of data protection embodied in art. 5 (1) GDPR. Particu-
lar attention was given to the conflicting basic rights/ human rights and the procedural and in-
stitutional protection of data. After the presentation, the participants were divided in groups for 
a breakout session. The discussion topics were: the balance of privacy and data protection 
against the rights to information and commercial activity and the adequacy of the existing laws 
on the matter, the procedural instrument for data protection, and how far the aims of the GDPR, 
such as better data access, more control for data subjects, and cross-border co-operation have 
been achieved.  

  

THE GENERAL 
DATA PROTECTION
REGULATION

Prof. Dr. Christiane Trüe LL.M.
University of Bremen

Counsel to Herfurth & Partner
Hannover /  Brussels

THE GENERAL 
DATA PROTECTION
REGULATION

Prof. Dr. Christiane Trüe LL.M.
University of Bremen

Counsel to Herfurth & Partner
Hannover /  Brussels
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IP & IT Information Websites, Trade Mark Protection in Europe 

Antonia Herfurth from Herfurth & Partner in Hanover 
started her speech by providing the young lawyers with 
useful research sources on IP & IT law in the EU and 
worldwide. Thereafter, she introduced the participants to 
EU trade marks, which cover the entire territory of the EU 
and can only be registered when a sign is capable of being 
a trade mark in all Member States. After describing the 
requirements that a sign must meet to be registered as 
an EU trade mark, including e.g.  distinctiveness and non-
descriptiveness, the speaker focused on the opposition to 
a trade mark and its cancellation. Antonia Herfurth also 
offered the participants a practice-oriented overview of 
possible legal actions, from a mild warning letter to a civil 
action (preceded by a preliminary injunction, if provi-
sional legal protection is needed) and up to an action be-
fore a criminal court in case of counterfeiting and piracy 
activities.  

 

Legal Basis of Intellectual Property Protection in China 

Johnson Lee from J & J Law Firm in Guangzhou introduced 

the participants to Chinese IP law, including aspects of 

Chinese Patent Law, Copyright Law, Trade Mark Law and 

Anti-unfair Competition Law. Beginning his speech, John-

son Lee empathized that international conventions, such 

as the TRIPS Agreement, had an important role in the 

amendment of Chinese IP law. This provided the country 

with a modern legal framework, whose main structures 

resulted familiar to the young lawyers and that ensure a strong degree of protection. For exam-

ple, the right holder can be entitled to damages up to five times the actual loss suffered from an 

infringement of his IP rights.  Furthermore, the speaker explained how additionally to civil and 

criminal law, the administrative authority plays an important role in the protection of intellec-

tual property in China.  
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Dispute Resolution in China, Litigation and Arbitration 

On the last day of the summer school, Roland Huang from 

J & J Law Firm in Guangzhou gave the participants an 

overview on the settlement of international trade dis-

putes in China. He started by describing the pro and con-

tra of the conciliation and mediation processes. Thereaf-

ter he described the Chinese court system, which is based 

on four levels, and the local arbitration systems. The 

speaker pointed out to the young lawyers the main ad-

vantages and disadvantages of both options, focusing on the Chinese peculiarities. A choice 

should be made based on a case specific approach: for big cases against a powerful company 

that would be likely to be heard in a small city in China´s interior, Roland Huang advised to resort 

to arbitration. On the other hand, a Chinese court would be the better option if particular rem-

edies are needed.  

 

Trade Mark Protection and Online Sales  

Stefano Zandegiacomo from FDL – Studio legale e tribu-

tario in Milan updated the young lawyers on the protec-

tion of trade mark rights against original products 

sourced from outside of the EU/EEA. This is based on the 

“trade mark territoriality” principle of EU trade marks 

and the “legitimate reasons” preventing the exhaustion 

of Trade Mark rights. He explained to the participants the 

role played by a selected distribution system in the pro-

tection of the image of luxury goods. He also described the requirements and restrictions that 

can be imposed on distributors who wish to sell a given product online, i.e., using solely their 

own online store.  In the end of the presentation, he also presented other legitimate reasons 

preventing the exhaustion of TM rights, such as the manipulation of batch codes and products’ 

identification codes.  
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Trade Mark Quiz and Virtual Toast  

The Summer School ended with an interactive and fun 
trade mark quiz, in which Antonia Herfurth tested the 
participants´ understanding of EU trade marks with well-
known or peculiar examples, such as the Lindt bunny.  

The participants also had the chance to get together for a 
virtual toast, hoping to be able to meet in person soon 
and enjoy once again the social component of the event.  
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The speakers and organizers of the Summer School 2021 

 

 

Herfurth and Partner in Hanover organized the conference 
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Behind the scenes of the Summer School 

The direction 
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Virtual Toast at the end of the Summer School 

 

 

 

 

 

 

 

 

 

 

 

Young Lawyers from China, USA, Argentina, UK, Italy, Spain, 

Croatia, Iran, Germany, Mexico, Brazil, and the Netherlands at-

tended the Summer School 
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Questions and Answers 

 

 

 

 

 

 

 

 

Competition in the Digital Markets 
 
1. How has competition law in your country developed with respect to digital market prac-

tices? 

 

 

Cheril (China):  

In the development process of the Anti-Unfair Competition Law, there is no clear legal provision 

on the relevant behaviors of the digital market. The Law is mainly a behavioral regulation law 

(regulating unfair competition behavior), not a power law (giving operators the right to be pro-

tected from unfair competition behavior infringement). Its main legislative purpose and function 

is to regulate unfair competition, so as to guide market competition subjects to compete fairly, 

and ultimately establish a fair and healthy market competition order. Most of the cases related 

to the digital market in China are handled through Article 2 of the Anti-Unfair Competition Law. 

Article 2 is a general clause of the Anti-Unfair Competition Law. The application of the general 

clause should meet the following three requirements: First, the law does not make special pro-

visions for this type of competition. Second,the lawful rights and interests of other business op-

erators have been actually damaged due to the competition, Third, This kind of competitive be-

havior is improper or liable because it violates the principle of good faith and recognized busi-

ness ethics. 

 

Wenzhu Lan (China): 

 Firstly, I am so sorry so late to return you for i need to search. Secondly, since digital market 

have flourished over the past 20 years. In 2014, more company believe that as long as you oc-

cupy the digital market you can gain an advantage in the competition. From the concept of eco-

nomics, "digital platforms" can be regard as intermediaries connecting two or more user groups, 

which benefit from each other’ s direct or indirect network effect, And through a number of 

different but clearly identified user groups to form two-sided markets or multi-sided markets. 

In 2014, The Supreme People's court's case of Qihoo company v. Tencent company, it is the first 

time to have to confront the competition of digital market.  

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 48 OF 272 

48 
 

The court deployed on SSNDQ (Small but Significant Non-Transitory Decrease in Quality) and 

brought to a verdict that the relevant market in this case should be defined as the instant mes-

saging service market in China, including personal computer instant messaging service and mo-

bile instant messaging service not only integrated instant messaging services, but also nonin-

tegrated instant messaging services such as text, audio and video. There was "targeted and dis-

criminatory differential treatment. It will make those merchants who have not entered into ex-

clusive transactions with meituan, the dominant one, at a competitive disadvantage in terms of 

cost, forcing them to enter into exclusive transactions with meituan, and those merchants 

locked by exclusive cooperation cannot cooperate with other platforms because of restrictions. 

On the other hand, on March 3, 2021, the State Administration of market supervision and Ad-

ministration (hereinafter referred to as the market supervision bureau) imposed administrative 

penalties on five community group buying enterprises for their improper pricing behavior. The 

State Council's anti monopoly Commission then issued the "anti monopoly guide on the field of 

platform economy" (hereinafter referred to as the "anti monopoly guide"). 

 

Ana Marija Đurić (Croatia):  

Competition law in Croatia is regulated through the Act on Protection of Market Competition.   

 

L. Tuncer (Netherlands):  

The rise of digital market places does sometimes make the current methods of analyzing com-

petition less useful. Network effects, artificial intelligence and other advantages increase the risk 

of winnertakes-all. Dominant players can transfer that advantage to other markets and it can 

lead to monopolies there. There is at European level talk about limiting the power of large social 

media companies whose influence is immense but not always visible. 

 

Zoë Jardim (Brazil):  

In Brazil we have what is called, ‘‘Lei Antitruste‘‘, it was created by Getúlio Vargas in the period 

known as Estado Novo (1937 - 1945) when Vargas ran for the Federal Senate of Brazil.This law 

was created to prohibit foreign capital from buying companies of the same order in Brazil, has 

the objective of repressing the exercise considered abusive of increasing market power. 
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2. Which legal instruments does the law provide in your country against misuse of market 

power? 

 

 

Cheril (China):  

China adopts administrative penalties to regulate the abuse of market dominance, Article 47 of 

Anti-Monopoly Law of the People's Republic of China stipulates that where the business opera-

tors abuse their dominant market position in violation of this Law, the Anti-monopoly Law En-

forcement Agency shall order them to stop such violations, confiscate the illegal gains, and im-

pose a fine of 1% up to 10% of the total sales volume made in the previous year. 

 

Wenzhu Lan (China): 

The price law,The provisions on prohibiting price fraud,The Interim Provisions on regulating 

sales promotion ,Anti monopoly guide on the field of platform economy,Law of PRC Against 

Unfair Competition etc. 

 

Ana Marija Đurić (Croatia):  

In my country (Croatia) our legal instruments are Regulation (EU) no. 596/2014 of the European 

Parliament and of the Council of 16 April 2014 on market abuse (Regulation on market abuse) 

and repealing Directive 2003/6 / EC of the European Parliament and of the Council and Commis-

sion Directive 2003/124 / EC, 2003/125 / EC and 2004/72 / EC and delegated acts, implementing 

acts, regulatory technical standards, implementing technical standards and guidelines adopted 

in accordance with the Market Abuse Regulation. 

 

L. Tuncer (Netherlands):  

Article 102 of the TFEU prohibits one or more undertakings occupying a dominant position in 

the common market or a substantial part thereof from abusing that dominant position in so far 

as this abuse restricts competition and affects interstate trade. National cases are handled by 

the financial markets authority (AFM). 

 

Zoë Jardim (Brazil):  

By removing manual processes, adding automated tasks (such as chatbots, targeted advertising, 

etc.) and improving workflows (with artificial intelligence software), companies are looking to 

add value to their products and services and stand out in the market. The adoption of techno-

logical measures can represent a competitive advantage in the new digital market, with more 

productivity, less cost, and a better customer experience. In Brazil and most places in the world, 

data is the asset with the greatest competitive advantage.  Because data processing is much 

faster today than it was 2 years ago, due to the ease of collecting and storing it, thanks to better 

internet functionality, it can be said that today data holding is the biggest competitive potential 

of a company. 
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3. Should unbundling become a legal instrument against monopolies and oligopolistic con-

glomerates in a dominant market position? 

 

 

Cheril (China):  

Yes, but I don’t know much about this, at the end of this training, I hope that I will learn more. 

 

Wenzhu Lan (China): 

It could help in infrastructures to break open monopolies and enable competition. However, it 

is doubtful whether it will help strengthen competition in digital market practices. 

 

Ana Marija Đurić (Croatia):  

In Croatia, there are not many discussions over unbundling as a legal instrument against monop-

olies and oligopolistic conglomerates, since to this day there hasn’t been many examples of oli-

gopolistic conglomerates. Although German Competition Act provides for the possibility of or-

dering structural remedies, including divestitures (unbundling) of companies, in Croatia similar 

legal instruments do not exist. 

L. Tuncer (Netherlands):  

It could help in infrastructures to break open monopolies and enable competition. However, it 

is doubtful whether it will help strengthen competition in digital market practices. 

 

Zoë Jardim (Brazil): 

No, I do not belive so. Restrictions and regulations shall be made with monopolies and oligopo-

listic conglomerates, however, unbundling would be quite a radical decision to so.  Free market 

is very important, but always with legal instruments to control it. I do not see unbundling mo-

nopolies as a solution, but maybe giving incentive for small bussiness to grow could be one. 

+ + + 
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The EU Digital Services Act 
Antonia Herfurth, attorney at law in Munich and Hanover                                           Hanover, August 2021 

Sara Nesler, Mag. jur. (Torino), LL.M. (Münster) 

 

 

In November 2018, the European Commission presented its Digital Strategy for Europe. The aim 

of the strategy is to strengthen the digital single market and create fair competition, the latter 

especially vis-à-vis the US digital industry. Single Market Commissioner Thierry Breton made 

clear: "It's not us who need to adapt to today's platforms, it's the platforms that need to adapt 

to Europe."  

 

The e-commerce directive from 2000 (RL 2000/31/EC) has so far provided the legal framework 

for digital services in the EU. It allowed the Internet to develop rapidly over the last 20 years and 

become what it is today. However, the directive is 20 years old. In 2000, the Big Five - Amazon, 

Apple, Facebook, Google and Microsoft - were already big, but today they dominate the global 

market. Furthermore, user behavior on the Internet has changed. Fake news and hate speech 

are commonplace. To counteract this development, the EU presented a proposal for a law on 

digital services, the Digital Services Act, as part of its digital law package on December 15, 2020.  

 

 

Previous legal situation - e-Commerce Directive 

 

The e-Commerce Directive has played a significant role in allowing the development of the in-

ternet. Key points of the directive are the formal validity of contracts concluded electronically, 

the provider privilege, the country-of-origin principle, information obligations for operators of 

digital services and the prohibition of a general monitoring duty.  

 

 

Provider privilege  

 

The provider privilege is a liability privilege for digital service providers. The privilege protects 

service providers from direct liability for content posted by users on platforms, Art. 12-14 e-

Commerce Directive. If the provider forwards, transmits or temporarily stores content, only the 

user is liable, not the provider. The service provider only provides the infrastructure. The service 

provider is liable only if a user uploads illegal content and the provider does not delete it. This 

privilege has made it possible for the Internet to become a free communication space. 
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Country-of-origin principle 

 

The country-of-origin principle regulates that service providers are subject to the law of the 

country in which they are based and not to the law of the country in which their services are 

offered, Art. 3 (1) e-Commerce Directive. The country-of-origin principle is a business-friendly 

regulation. Providers should be able to establish themselves freely within the EU, without barri-

ers. Without the country-of-origin principle, service providers operating across borders would 

have to take 27 national regulations into account.  

 

 

Prohibition of a general monitoring obligation 

 

When the EU formulated the e-Commerce Directive, it deliberately decided against a general 

monitoring obligation, Art. 15 e-Commerce Directive. Service providers are not obliged to con-

stantly and without cause monitor the content uploaded by their users or to actively search for 

illegal content. Of course, providers must sift through - allegedly - illegal content and delete it if 

necessary. However, the EU has intentionally not introduced permanent, complicated, time-

consuming, and cost-intensive monitoring systems because, according to the EU, this not only 

inhibits development and is disproportionate, but also changes the character of platforms. 

 

 

Conflict 

 

Digital services have outgrown the e-commerce directive. Digitization has led to Amazon's mar-

ket capitalization increasing by more than 1,400% since 2010, and Apple's by 600%. In addition, 

platforms are used intensively, hate speeches and illegal content are posted, and fake news are 

spread. So far, there are no European regulations in this regard. Member states are countering 

this by enacting national laws. In 2017, Germany enacted the Act to Improve Law Enforcement 

on Social Networks (Netzdurchsetzungsgesetz), France in 2020 enacted the Act against Hate 

Speech on the Net (so-called Loie Avia), which, however, was overturned by the French Consti-

tutional Court in the summer of the same year, and in Austria the Communications Platforms 

Act has been in force since April 2021. The consequence of this is that there is no uniform Euro-

pean legal framework, and therefore no EU supervisory authority, but a patchwork of national 

regulations with different specifications. Not only are smaller European providers disadvan-

taged, but it is also more attractive for service providers entering the market to establish them-

selves in the USA or China.  

 

 

Future legal situation – DSA 

 

The Digital Services Act (DSA), together with the Digital Markets Act (DMA), is part of an EU 

legislative package that aims to unify the digital single market, create a control framework, and 

ensure fair competition. The changes envisaged by the DSA are discussed below. The DMA,  
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which seeks to combat unfair competition by platforms, is covered in the Compact "The EU 

Digital Markets Act," December 2020.  

The aim of the DSA is to promote fairness, transparency, and accountability in relation to the 

moderation of digital content, and to ensure respect of fundamental rights and the independ-

ence of legal remedies. To this end, the regulations are aimed at providers of intermediary ser-

vices - pure transit, caching, and hosting - regardless of their domicile. Only the user must be 

domiciled in the EU. 

 

 

Provider privilege 

 

Other than originally planned, the provider privilege for transit, caching and hosting will not be 

abolished. The European Parliament had also spoken out against the abolition. Instead, the pro-

vider privilege of the e-commerce directive will be adopted, supplemented by a Good Samaritan 

privilege for providers acting on their own initiative, Art. 3-5 of the DSA proposal. Service pro-

viders are allowed to conduct voluntary investigations but are not obliged to monitor the trans-

mitted or stored information or to actively search for illegal activities, Art. 6 of the DSA proposal. 

However, there is a duty to cooperate with national authorities in combating illegal content as 

soon as they adopt a corresponding order.  

 

This solution is a compromise. The lobby had objected that too strict controls and restrictions 

would inhibit the development of the Internet as in the last decade and restrict freedom of ex-

pression through upload filters and overblocking. Overblocking is the unwanted blocking or de-

letion of lawful content. On the other hand, it was argued that privatized law enforcement is a 

problem that would only be worsened by the lack of public control. Facebook, Amazon and oth-

ers decide which content is illegal and which is not. Not only do the service providers apply dif-

ferent standards, but they are also acting as legislators and judges. This task must fall to a public, 

independent body.  

 

 

Moderation 

 

Content moderation is to become more transparent in the future. According to the new regula-

tions, service providers must introduce reporting procedures, which should simplify the submis-

sion of sufficiently substantiated reports. Reports from trusted whistleblowers, so-called trusted 

flaggers, will be examined and decided upon as a matter of priority. Trusted flaggers are desig-

nated by the Member States based on their expertise, their independent representation of col-

lective interests and the timeliness, diligence, and objectivity of their reports. Whistleblowers 

who frequently submit obviously unfounded reports are to be blocked for an appropriate period 

following a warning. This is intended to counteract overblocking.  
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Fairness and transparency  

 

There should be more transparency regarding the consequences of illegal actions. Users who 

provide illegal content should be blocked for a reasonable period and the content deleted. The 

procedure should be clearly and specifically justified. The handling of cases of abuse, the criteria 

for a decision on such cases and the duration of a suspension must be clearly regulated in the 

GTCs. If there is suspicion of a criminal act, it must be reported to the competent authorities.  

To ensure that users can complain about the actions of digital platforms, providers should set 

up internal complaints management systems; this does not apply to online platforms that are 

small or micro-businesses. Users should also have the right to act against the platform before 

an authorized dispute resolution body. In the event of a decision in favor of the user, the plat-

form must pay all fees and other reasonable costs.  

 

 

Protection of fundamental rights 

 

To promote the protection of fundamental rights, very large online platforms shall assess, at 

least annually, the systematic risks that exist in the operation and use of their platform.  Accord-

ing to Art. 26 of the DSA proposal, special attention is to be paid to the dissemination of illegal 

content, the negative impact on fundamental rights and the intentional manipulation of services 

- especially regarding the consequences for public health, minors, civil discourse, election results 

and public safety. Platforms are required to take measures to mitigate risks. Accordingly, they 

must designate an internal compliance officer and provide access to data necessary to conduct 

external inspections of the online platform.  

 

 

Enforcement 

 

Enforcement of the DSA is to be carried out primarily by the member states. These appoint a so-

called digital services coordinator, who is to have investigative and enforcement powers and can 

issue sanctions, such as fines of up to 6% of annual turnover in the previous fiscal year.  

However, enforcement of the GDPR has shown that member states often lack the resources to 

establish EU-style data protection authorities. Contrary to initial assumptions, however, the re-

form proposal does not include the creation of a Union-level supervisory authority. The new 

European Digital Services Authority to be established shall have only an advisory role.  

Instead, the possibility of cross-border cooperation and the involvement of the European Com-

mission have been envisaged, the latter at the request of a Member State or ex officio in the 

case of very large platforms.  
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Outlook 

The DSA proposal has yet to be discussed by the European Parliament and the member states 

as part of the ordinary legislative procedure and to be adopted. It will then be directly applicable 

throughout the EU. This will be the case in 2022 at the earliest.  

 

+ + + 
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The EU Digital Markets Act  
Ulrich Herfurth, attorney at law in Hanover and Brussels                                          Hanover, December 2020   

 

 

The European Union's Digital Markets Act introduces rules for platforms that act as "gatekeep-

ers" in the digital sector.  These are platforms that have a significant impact on the European 

single market due to their size and reach. This market power sometimes manifests itself in the 

fact that corresponding platforms can unilaterally determine the "rules of the game" for their 

users. Google, Facebook, YouTube and Amazon come to mind. However, the regulation also co-

vers those platforms whose gatekeeper function is only to be feared in the future. Such plat-

forms are often a central interface for communication between companies and their customers.  

 

The Digital Markets Act aims to prevent gatekeepers from imposing unfair conditions on busi-

nesses and consumers and to ensure the openness and transparency of important digital ser-

vices. Examples of these unfair conditions include prohibiting companies from accessing their 

own data or situations where users are locked into a particular service and have limited options 

to switch to alternative services ("lock-in effect"). 

 

 

Applicability 

 

The Digital Markets Act will only apply to large companies. The draft regulation that has now 

been adopted sets objective criteria for identifying "gatekeepers." They must control at least 

one so-called "core platform service" (such as search engines, social network services, certain 

messaging services, operating systems, and online intermediary services) and have a persistent, 

large user base in several EU countries. The Digital Markets Act can thus be seen as a response 

to the rampant market power of the Internet giants. 

 

Specifically, there are three main cumulative criteria that bring a company within the scope of 

the Digital Markets Act: 

 

(1) A size that affects the internal market: This is presumed if the company has an annual turn-

over in the European Economic Area (EEA) of at least €6.5 billion in the last three financial years, 

or if its average market capitalization or equivalent market value in the last financial year was at 

least €65 billion, and it provides a central platform service in at least three member states; 
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(2) The control of a major gateway for commercial users towards end users: this is presumed if 

the company operates a central platform service with more than 45 million monthly active end 

users based or located in the EU and more than 10,000 annually active commercial users based 

in the EU in the last fiscal year; 

 

(3) A (presumably) consolidated and lasting position: this is presumed if the company has met 

the other two criteria in each of the last three financial years. 

If all these quantitative thresholds are met, the company in question is presumed to be a gate-

keeper, unless it can prove otherwise. However, a company may also be identified as a gate-

keeper by the Commission if it does not (yet) meet all the requirements. Market investigations 

by the Commission are to take place for this purpose. 

 

 

 Legal consequences for platforms 

 

In the future, gatekeepers will have to behave in a way that ensures an open and fair online 

environment for companies and consumers. To this end, they must comply with certain obliga-

tions set out in the draft legislation, i.e., proactively implement certain behaviors and refrain 

from unfair conducts. 

If a company does not yet have an established and lasting market position, but it is foreseeable 

that this will be the case in the near future, it must already comply with a certain part of the 

obligations under the Digital Markets Act. This is to ensure that the gatekeeper in question does 

not use unfair means to achieve a consolidated and permanent market position in its field of 

activity. 

 

 

Duties and prohibitions of gatekeepers 

 

The Digital Markets Act sets forth a list of obligations that gatekeepers must implement in their 

daily operations to ensure fair and open digital markets. This list is to be continually developed 

and updated. 

 

 

Some examples of the obligations include: 

 

▪ Gatekeepers must provide businesses advertising on their platform with access to the 

gatekeeper's performance measurement tools and the information necessary to allow 

advertisers and publishers to conduct their own independent review of their advertising 

hosted by the gatekeeper; 

 

▪ Gatekeepers must allow their business users to advertise their offers and enter into con-

tracts with their customers outside of the gatekeeper's platform; 
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▪ Gatekeepers must allow their business users access to data generated by their activities 

on the Gatekeeper platform. 

 

Some examples of prohibitions include: 

 

▪ Gatekeepers may no longer prevent users from uninstalling pre-installed software or 

apps; 

 

▪ Gatekeepers may not use data obtained from their business users to compete with 

those business users; 

 

▪ Gatekeepers may not prevent their users from accessing services that they may have 

purchased outside of the Gatekeeper platform. 

 

 

Implementation by the Commission 

 

Once the Digital Markets Act is enacted, the Commission will consider whether companies en-

gaged in core platform services qualify as gatekeepers under the regulation: 

 

(1) companies will have to verify for themselves whether they meet the quantitative thresholds 

set out in the regulation for identifying gatekeepers. They will then have to provide infor-

mation on this to the Commission. 

 

(2) the Commission will then designate as gatekeepers those companies that meet the thresh-

olds of the Regulation, based on the information provided by the companies (subject to pos-

sible substantiated rebuttal) and/or following a market investigation. 

 

(3) within six months after a company is identified as a gatekeeper, it must comply with the 

obligations and prohibitions set forth in the Regulation. For those gatekeepers who do not 

yet hold an established and permanent position, but who are expected to do so in the near 

future, only such obligations shall apply that are necessary and reasonable to ensure that 

the company does not use unfair means to achieve such an established and permanent po-

sition in its operations. 

 

 

Legal consequences in the event of infringement 

 

To ensure the effectiveness of the new rules, the possibility of sanctions for non-compliance 

with the prohibitions and obligations is provided for. 

If a gatekeeper does not comply with the rules, the Commission can impose fines of up to 10% 

of the company's total annual worldwide turnover and periodic penalty payments of up to 5%  
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of the company's total annual worldwide turnover. Fines in the billions are thus theoretically 

possible. In the case of systematic violations, the Commission may impose additional measures. 

If necessary to achieve compliance and if no alternative, equally effective measures are availa-

ble, these may include structural remedies, such as requiring a gatekeeper to sell a company or 

parts thereof (break-up). 

 

 

Market investigations 

 

To ensure that the new gatekeeper rules keep up with the rapid pace of digital markets, the 

Commission will have the power to conduct market investigations. The purpose of market in-

vestigations is threefold: 

▪ Identify gatekeepers that are not covered by the quantitative thresholds provided in the 

Digital Markets Act, or that meet those thresholds but have made a reasonable request 

that rebuts the presumption based on those thresholds; 

 

▪ Determine whether additional services within the digital sector should be added to the 

list of core platform services covered by the regulation or whether new practices are 

emerging that could have the same adverse effects as those already covered; 

 

▪ Develop additional remedies if a gatekeeper has systematically violated the Digital Mar-

kets Act rules. 

 

 

Enforcement of the Digital Markets Act 

 

Given the cross-border nature of gatekeepers and the complementarity of the Digital Markets 

Regulation with the Digital Services Regulation and other internal market legislation, and in par-

ticular competition law, enforcement of the instrument will remain in the hands of the Commis-

sion. Member States may at any time request the Commission to launch a market investigation 

for the purpose of designating a new gatekeeper. 

 

 

Damages 

 

The Digital Markets Act is a regulation that imposes precise obligations and prohibitions on gate-

keepers affected by its scope. Once adopted, the regulation is directly applicable in every mem-

ber state of the EU. This facilitates damages claims by those harmed by the conduct of non-

compliant gatekeepers. 
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Relationship to competition law 

 

The Digital Markets Regulation complements competition law enforcement at the EU and na-

tional levels. The new rules are without prejudice to the enforcement of EU competition rules 

(Articles 101 and 102 TFEU) and national competition rules relating to unilateral conducts. With 

the Digital Markets Regulation, the Commission aims to be able to take faster and easier action 

against anti-competitive behavior.  By constantly developing the obligations and prohibitions, it 

should be possible to flexibly stop new practices. Existing competition law is not always suffi-

ciently suited to the fast-paced online world. 

 

 

Further procedure 

 

The regulation still has to be adopted by the EU Parliament and the member states before it 

comes into force. 

 

+ + + 
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Trading Platforms and Competition  
Sara Nesler, Mag. iur (Torino)                                                                                  Hanover, April 2021 
 

 

Those who want to sell their products online often cannot avoid working with one or more plat-

forms. The relationship between merchants and operators is often problematic due to the mar-

ket power of some platforms. New developments in legislation and case law put merchants in a 

better position.  

In 2020, a total revenue of EUR 83.3 billion was generated in Germany from the sale of goods 

online. This represents a growth of 14.6% compared to the previous year. Many retailers rely on 

the services of platforms to reach potential customers. Their own online stores, if available, do 

not have good visibility.  

 

Some of these platforms have large market shares in certain sectors or even across markets. For 

example, Zalando is the online market leader in fashion. According to a study by Handelsverband 

Deutschland e.V., Amazon achieved a total of 46% of German online retail market share in 2018 

via Marketplace (25%) and direct sales (21%). With total German sales of approximately €17 

billion, the company generates more than the other nine largest online retailers combined, in-

cluding Otto and Zalando. By comparison, the eBay platform, which is classified as an online 

auction house, had global sales of around 10.75 billion.  

 

 

The advantages for commercial users 

 

The Online presence on certain platforms and the sales generated there are existential for many 

retailers. A collaboration not only offers the opportunity to increase the visibility of one's own 

products at low cost, but also other important benefits. For example, with programs such as 

Fulfillment by Amazon or Zalando Fulfillment Solutions, retailers have the option of outsourcing 

merchandise logistics. This means they don't have to worry about the demanding task of meet-

ing specified shipping times. With the Vendor Central program, selected merchants are offered 

the opportunity to sell larger inventories directly to Amazon. This regularly leads to a significant 

increase in sales because customers show greater trust in products that are not only shipped 

but also sold by Amazon.  

 

 

Dependence and loss of control 

 

Nevertheless, caution is advised. If the presence on a particular platform is a central point of the 

business model, one is tied to the operator. The degree of dependency increases with the pro-

portion of sales volume handled on a platform. The greater the number of services used, the 

more control over one's own products is lost. If, for example, shipping and returns are left to the 

platform, control over the packaging of one's own goods as well as customer contact is lost.  
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Any move that ties a business's success more closely to a particular platform needs to be care-

fully considered. Merchants invited into Amazon's Vendor Central or a similar program should 

not make the decision of a commitment lightly. The moment merchandise is sold to the platform 

operator, the operator has control over pricing, regardless of what the manufacturer or mer-

chant thinks. On the one hand, specifications must be adhered to in order to remain in the pro-

gram. These can be imposed by the strong contract partner even after the contract has been 

concluded. Voluntary exit from the program, on the other hand, is not readily permitted. In ad-

dition, anyone wishing to gain insight into the statistics of the goods sold to the operator must 

pay for this. The analysis tools included in the basic program are not provided here.  

 

 

Merchants as customers and competitors of the platform  

 

The situation for merchants is complicated by the fact that many platforms, including Amazon, 

eBay and Zalando, are vertically integrated, offering both their own goods and those of third-

party merchants. This means that commercial users are both customers and potential competi-

tors of the platform.  

Based on the data collected, operators can closely monitor which products are particularly suc-

cessful. Thus, they can decide to invite the retailer or manufacturer to a particular program and, 

if necessary, exert pressure to get them to accept the offer. However, there are also known 

cases in which successful retailers have been forced out of the market by price wars, with the 

platform operator selling identical products from the same source as its own offers.  

 

The fear that the platform's algorithms will disadvantage the products of third-party retailers in 

favor of their own is therefore well-founded. Also justified is the fear of being excluded from a 

platform's marketplace or having one's business account blocked without good reason.  

 

 

Positive developments for merchants 

 

In recent years, this questionable market power attracted the attention of the German Federal 

Cartel Office, which, through its intervention, achieved, among other things, a change in Ama-

zon's terms and conditions in favor of merchants.  

A significant change in competition law has been brought about by the Tenth ARC Amendment 

(Amendment to the Act against Restraints of Competition), which came into force on 19. 01. 

2021. The new Section 19a ARC introduces the criterion of a company's paramount significance 

for competition across markets. It thus covers spillover effects from one market into other mar-

kets, both horizontally and vertically.   

 

The Federal Cartel Office can formally acknowledge the paramount significance for competition 

and prohibit the company from, among other things:  

 

▪ favoring its own offers over the offers of its competitors when mediating access to sup-

ply and sales markets;  
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▪ providing other companies with insufficient information on the scope, quality or success 

of the service provided or commissioned or otherwise making it difficult for them to 

assess the value of this service; 

 

▪ demanding benefits for handling the offers of another undertaking which are dispropor-

tionate to the reasons for the demand. In particular, to demand the transfer of data or 

rights that are not reasonably required for this purpose; 

 

▪ making the quality in which these offers are presented conditional on the transfer of 

data or rights which are disproportionate to the reason for the demand. 

 

Section 19a of the ARC does not completely eliminate the problems associated with the vertical 

integration of platforms. This would require a prohibition on acting simultaneously as a platform 

and as a merchant in a market, as in the provisions currently discussed in the USA. Nevertheless, 

it sets important limits for companies with cross-market significance that make it more difficult 

to exploit their position of power. At the present time, the Federal Cartel Office has started 

proceedings to investigate the cross-market significance of Facebook, Amazon, Google and Ap-

ple.  

 

 

European and international level  

 

Important measures against the platform´s abuse of power are also being introduced at the Eu-

ropean level. The EU Commission is conducting proceedings against Amazon for violating Euro-

pean antitrust regulations, especially for the misuse of data. The company faces fines in the 

billions (up to 10% of the annual global turnover, over EUR 230 billion in 2019). In December, 

the EU Commission presented a legislative package for the regulation of digital services and dig-

ital markets. If this is passed, platforms would be forced to grant commercial users a fairer busi-

ness environment under threat of heavy fines.  

Positive signals are also coming from the U.S.A.: antitrust proceedings for the misuse of third-

party data have already been initiated, and five proposed bills addressing antitrust issues in the 

digital markets are currently in discussion.  

 

These developments are welcome from the perspective of commercial platform users. However, 

while waiting for further action from the relevant authorities, merchants continue to face exis-

tential questions, especially if they are forced out of a market segment or the platform blocks 

their account.  
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Can platforms exclude products from certain merchants from the marketplace?  

 

Every company is allowed to conduct its business activities in a way that it deems to be econom-

ically reasonable and correct. This means that basically, platform operators are also free to de-

cide which merchant they want to have a business relationship with, and what types of goods 

can be offered on the platform.  

 

However, this business ‘freedom only exists within the limits of competition law. If the operator 

holds a dominant position in the relevant market, the exclusion of some merchants may consti-

tute an unlawful restriction of competition.  

 

For example, the German district Court of Frankfurt recognized an unfair hindrance of third-

party sellers when Amazon became a direct seller of Apple products. As part of the agreement, 

Amazon deleted all product ads of the brand that did not originate from Apple-authorized re-

sellers. As a result, only Amazon's own listings and those of two other authorized resellers re-

mained on the platform. The illegality of the exclusion is here independent from the admissibility 

of the agreement, which is being investigated by the Federal Cartel Office.  

If a similar constellation exists, it may be worthwhile to seek injunctive relief. Compensation for 

lost profits may also be considered.  

 

 

When can the operator block or terminate a business account? 

 

If there is a concrete indication that the merchant, by using the platform, violates the rights of 

a third party, the operator has the obligation to prevent further violations. An immediate block-

ing is also permissible without a prior hearing of the user and without an examination of the 

alleged infringement. However, the user must be informed about the specific reasons for the 

blocking.  

A blocking is also permissible if the commercial user violates his contractual obligations towards 

the operator.  

 

The operator has a duty to inform and give reasons to the merchant. A general reference to a 

potential violation, such as the manipulation of a product rating, is not sufficient. Rather, a con-

crete explanation of the offending conduct is required. The merchant should not have to puzzle 

over what he might have done wrong.  

 

Surprising and incomprehensible blockings or terminations, on the other hand, are questiona-

ble. As a result of the Federal Cartel Office's investigations, Amazon has changed its contract 

terms. The company is no longer allowed to block or terminate merchants with immediate effect 

and without justification. The permissibility of similar terms and conditions is also doubtful for 

other platforms and is to be reviewed in the event of a dispute.  
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What can be done against an unlawful blocking or termination?  

 

If a blocking or termination occurs without a valid reason, the motivation is insufficient or the 

accused breach of contract does not exist, it is recommended to first contact the platform oper-

ator. The existence of an error or the truthfulness of the allegations should be ruled out.  

 

If the facts of the case cannot be clarified or the dragging out of the issue has negative conse-

quences for the merchant, an interim injunction can be applied for. This can be used to obtain 

the removal of the blocking or termination and can be followed by a suit to seek damages for 

lost profits.  

 

In January 2021, the German district court of Munich ruled for the first time in preliminary in-

junction proceedings that a blocking that is not sufficiently justified constitutes a restriction of 

competition. One of the interesting points for retailers here is that antitrust claims are to be 

qualified as tortious. This means that the court of the place in whose district the act was com-

mitted has jurisdiction under German law.  If the German retail market is affected, the court in 

whose district the defendant has its general place of jurisdiction is competent. If this does not 

apply, any German court has local jurisdiction.  

 

+ + + 
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Materials | Overviews 
 

 

Overview of the current antitrust proceedings of the 

European Commission  
 
Sara Nesler, Mag. jur. (Torino)                                                                                                    Hanover, July 2021 

 

 

EU Commission v. Google, preferential treatment of own price comparison services 
 

As of 25.05.2021 
Fine of 2.4 billion euros imposed on 27.06.2017 
Action pending before the European Court of Justice (ECJ), very likely to proceed to the Euro-
pean Court of Justice (ECJ) 
 

Google was accused of discriminating against European price comparison portals by giving pref-
erence to its own price comparison portal through the search engine. In doing so, Google was 
acting in breach of European competition rules and exploiting a dominant position.  Accordingly, 
the Commission initiated a proceeding against Google under Article 102 TFEU and Article 54 of 
the EEA Agreement AT.39741 and imposed a fine of EUR 2.4 billion.  
 

Google claims that the order given to the search results merely serves to provide consumers 
with comprehensive and rapid information and does not favor its own price comparison ser-
vices. In addition, Google's conduct would not have any anti-competitive effects. The commis-
sion did not proof that this specific order has favored its own price comparison service, and an 
investigation of actual market effects is lacking.  
 

For the Commission, Google's arguments are not convincing. Actual consumer behavior, sur-
veys, and eye-tracking analyses show that consumers generally click much more frequently on 
results that are displayed at or near the top of the first results page. By contrast, results dis-
played further down the first page or on subsequent pages, where competing price comparison 
services are usually found after a downgrade, are clicked on much less frequently. Even on desk-
top computers, the ten highest-ranked generic search results on page 1 account for a total of 
around 95% of all clicks (for the first search result, it is around 35% of all clicks). The first result 
on page 2 of the Google search accounts for only around 1% of all clicks. On mobile devices, this 
effect is even more pronounced because the display is smaller. Stronger visibility in Google 
search provides Google's price comparison service with more clicks, while competing services 
have suffered losses due to poorer rankings.  
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The argument of "no investigation of the actual market impact" was also adopted in Germany 
by the OLG Düsseldorf in a case against Facebook (concerning the implications of data for com-
petition). It remains questionable to what extent an investigation of the "actual market impact" 
beyond behavioral studies is feasible at all. However, the advantage is quite obvious.  
 
 
EU Commission v. Google, Android System 

 
As of 25.05.2021  
Fine in the amount of 4.3 billion euros imposed on 18.07.2018 
No pending legal proceedings (yet) 

 
Google demanded the pre-installation of Google Search and the Chrome browser on all devices 
as a condition for licensing Google's app store. In addition, the corporation has made payments 
to major manufacturers and mobile network operators who pre-installed Google search app on 
their devices. Google has also prevented the sale of competing operating systems that rely on 
the open Android source code.  

 
Google argued that the restriction was necessary to prevent fragmentation of the Android sys-
tem. The tying of the Google Search app and the Chrome browser had been necessary to gener-
ate revenue from the investment in Android. The payments served to convince smartphone pro-
ducers to make devices for the Android ecosystem.  

 
For the Commission, the approach served the purpose of securing the Group's market position 
against other service providers. The only other relevant mobile operating system is the iOS plat-
form of Apple's iPhones.  

 
 

EU Commission v. Google, AdSense (advertising) 
 

As of 25/05/2021 
Fine of 1, 49 billion Euros imposed on 03/20/2019 
No court case pending, none expected 
 
Google had a 70% market share in search engine advertising between 2006 and 2016. Compet-
itors could not sell advertising space on the result pages of the (market dominant) Google search 
engine, so they ran advertising space on third-party sites (e.g. blogs).   
The Group included exclusivity clauses in its contracts since 2006. Accordingly, publishers were 
not allowed to place advertisements from competitors on their search results pages. Later, the 
clauses were relaxed by a "premium placement" clause. After that, publishers were obliged to 
reserve the best spaces on their pages for Google's ads and to place a minimum number of 
Google ads. This prevented Google competitors from placing their search engine ads in the most 
visible and most clicked places. 
From March 2009, Google also included clauses in the agreements that prevented partner pub-
lishers from changing the way the search engine ads of Google´s competitors were displayed 
were displayed by Google's competitors were displayed without Google´s written consent. This 
allowed Google to control how interesting competitors' ads were and how often they were 
clicked. 
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This way, competitors had no way of competing with Google on performance. Either they were 
directly prohibited from placing their ads on publisher sites, or Google reserved for its own ads 
the most promising spaces on those sites while controlling how competitors' ads could appear. 

 
Google stopped the behavior in July 2016, after the EU Commission issued a complaint.  

 
 

EU Commission v. Apple, music streaming  
EU Commission v. Apple, e-books and audio books 
 
As of 025.05.2021 
Antitrust investigation opened on 16.06.2020 
 
Apple holds a dominant position in the distribution of music streaming apps through its App 
Store. For app developers, the App Store is the only gateway to consumers using Apple smart 
mobile devices running Apple's iOS operating system. Apple devices and system software form 
a "closed ecosystem" in which Apple controls all aspects of the user experience for iPhones 
and iPads. 
 
The market dominance position is exploited:  
 
▪ Music streaming app developers must use Apple's own system for in-app purchases. Apple 

charges app developers a 30% commission on all subscriptions obtained through in-app pur-
chases.  
 

▪ App developers are hindered from informing users about alternative purchase options out-
side the apps. The Commission is concerned that Apple device users will pay significantly 
higher fees for their music subscriptions as a result, or will not be able to purchase certain 
subscriptions directly in the app. 

 
A parallel proceeding with a similar content was initiated against the distribution of e-books 
and audio books through the Apple Store.  
 
 
EU Commission v. Apple, Apple Pay 

 
As of 25.05.2021 
Antitrust investigation opened on 16.06.2020 

 
Apple Pay is Apple's proprietary solution for mobile payments on iPhones and iPads, both in 
apps and websites and in stores. The Commission is concerned that Apple's terms and conditions 
and its other actions to establish Apple Pay as a payment method could distort competition, 
reduce choice, and dampen innovation. In addition, Apple Pay is the only mobile payments so-
lution that allows iOS mobile devices' "tap and go" NFC feature to be used for in-store payments. 
The Commission is also examining alleged restrictions on access to Apple Pay that exist for cer-
tain competing products on iOS/iPadOS mobile devices. 
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EU Commission v. Amazon, Buy Box 
 

As of 25.05.2021 
Antitrust investigation opened on 10.11.2020 
 
There are concerns Regarding the criteria used to select which offer is displayed in the Buy Box 
and the conditions under which a supplier can distribute its goods in the "Prime" program. Am-
azon could be violating Art. 102 TFEU and Art. 54 EEA by favoring Amazon's own products or 
merchants that use the "Fulfilment by Amazon" program. (These merchants are very heavily 
dependent on Amazon).  

 
 

EU Commission v. Amazon, Marketplace 
 
As of 25.05.2021 
Antitrust investigation opened on 17.07.2019  

 
Amazon is both a platform operator and, through the same platform, a merchant. The company 
continuously collects data on the activity of other merchants on the platform. According to the 
Commission's initial findings, Amazon appears to misuse sensitive information about market-
place merchants, their products and the transactions made by merchants on the platform.  
The Commission intends to investigate whether and how the use of such data affects competi-
tion. It will also examine the role that competitively sensitive data play in the selection of mer-
chants displayed in the "Buy Box."  

 
Amazon Marketplace was also investigated by the German Federal Cartel Office. Consequently, 
the company changed its terms and conditions worldwide and the case was dropped as a result. 
However, this particular issue was not covered. The BKA's and the EU Commission's main con-
cerns are likely to be covered for the most part by the Digital Markets Act. 

 

+ + + 
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USA - Overview of the proposed Digital Market Anti-

trust Policies  
 
 Sara Nesler, Mag. jur. (Torino)                                                                                                   Hanover, July 2021 

 

 

Ending Platform Monopolies Act 
 
Introduction:  
 
11/06/2021 (House, D/R).  
 
 
Target:  
To promote competition in digital markets by eliminating conflicts of interest that arise from the 
simultaneous ownership or control of platforms and other companies.  
 
 
Measures:  
 
It shall be forbidden for operators of a covered online platform (comparable to the "very large 
platforms" in the EU drafts) to own, control or have an economic interest in another business 
that: 
  

▪ Uses the covered platform to sell or provide products.  
 

▪ Offers a product or service, the purchase or use of which is a condition of use of the 
Platform, of a preferred status, or of placement of a business user's products or services 
on the Platform. (This could be very problematic for the "Fulfillment by Amazon" model. 
The prime membership is one of the reasons businesses leave logistics to Amazon).  

 
▪ Leads to a conflict of interest (incentive or opportunity to favor one's own products, 

services, or lines of business. Incentive or opportunity to exclude and disadvantage the 
products, services, or lines of business of a competing company or an emerging or po-
tential competitor of the platform).   

 
Personal incompatibility of directors, officers, partners, and employees.  
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Enforcement:  
 
By the Federal Trade Commission and the Department of Justice pursuant to the Federal Trade 
Commission Act (15 U.S.C. 41 et seq.) and the Clayton Act (15 U.S.C. 12 et seq.). A violation of 
this Act also constitutes an unfair competition act under Section 5 of the Federal Trade Commis-
sion Act.  
 
For violations of this Act, the Federal Trade Commission may bring a civil action on its own behalf 
against the platform operator to collect a civil penalty and seek other appropriate remedies in a 
United States district court. 
 
Directors, officers, partners, and employees who fail to comply with any provision of this Act 
may be subject to civil penalties of up to 15% of the person's total average daily sales in the 
United States for the preceding calendar year, or up to 30% of the person's total average daily 
sales in a line of business affected or targeted by the unlawful conduct during the period of the 
unlawful conduct, in a civil action brought by the Commission. 
 
 
 

Platform Competition and Opportunity Act 
 
Introduction:  
 
11/06/2021 (House, D/R).  
 
 
Target:  
 
To promote competition in digital markets by prohibiting  
certain acquisitions by dominant online platforms. 
 
 
Measures:  
 
It shall generally be prohibited for operators of covered platforms (designated by the Federal 
Trade Commission or the Justice Department) to acquire all or a portion of the shares or assets 
of another person if it engages in or affects commerce. An exception applies if the operator 
proves that:  
 

▪ the acquisition is a transaction described in section 7A(c) of the Clayton Act; or 
 

▪ that the shares or assets acquired are not, or potentially will be in the future, competi-
tively related to the platform or operator for the sale or provision of products or ser-
vices, and  

 
▪ the market position of the platform or the operator with respect to the products and 

services offered by or directly related to the platform is not improved or increased 
through the acquisition and the maintenance of the market position is not facilitated.  
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It is assumed that competition for the sale or provision of products or services includes compe-
tition for the attention of users.  
An acquisition that grants access to additional data may also readily improve, increase, or main-
tain market position.  
 
 
Enforcement:  
 
By the Federal Trade Commission and the Department of Justice pursuant to the Federal Trade 
Commission Act (15 U.S.C. 41 et seq.) and the Clayton Act (15 U.S.C. 12 et seq.). A violation of 
this Act also constitutes an unfair competition act under Section 5 of the Federal Trade Commis-
sion Act. For violations of this Act, the Federal Trade Commission may bring a civil action on its 
own behalf against the platform operator to collect a civil penalty and seek other appropriate 
relief in a United States District Court. 
 
A civil action may be brought by the Commission on its own behalf or by the Attorney General 
of a State on behalf of itself and natural persons residing in that State in the appropriate district 
court.  
 
Private individuals may sue for injunctive relief and damages plus interest and costs of suit if 
they have suffered injury because of a conduct that is unlawful under this Act. In the case of 
foreign states, compensation is limited to damages and legal costs.  
 
 
 

Merger Filing Fee Modernization Act 
 
Introduction:  
 
11/06/2021 (Senate, D/R).  
 
 
Target:  
 
To promote antitrust enforcement and protect competition by adjusting the  
merger filing fees and increasing antitrust enforcement resources. 
 
 
Measures:  
 
Several minor adjustments to sec. 605 Public Law 101-162 to increase merger filing fees. 
 
Provides $252,000,000 each for the Antitrust Division of the Department of Justice and 
$418,000,000 for the Federal Trade Commission for 2022. 
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American Choice and Innovation Online Act 
 
Introduction:  
 
06/11/2021 (House, D/R).  
 
Target:  
 
To prevent discriminatory conduct by covered platforms, fair relationship between platforms 
and business users. 
 
Measures:  
 
(a) Preference and discrimination: operators of a platform shall be prohibited from engaging in 
any conduct in connection with the platform that favors the products or services of the platform 
over those of other providers or excludes or discriminates against the products or services of 
others.  In connection with user interfaces, including search or ranking functions, offered by the 
covered platform, it shall be prohibited to treat one's own products, services, or lines of business 
more favorably than those of another business user. Discrimination between similarly situated 
business users shall also be prohibited.  
 
b) Interoperability and dependency of services: it shall be illegal for operators of covered plat-
forms to restrict or prevent interoperability between systems. It shall also be illegal to make 
access to the platform, a preferred status or placement on the platform form dependent on the 
purchase or use of other products or services offered by the platform operator. Business users 
or their customers or users may not be prevented from interacting or connecting with any prod-
uct or service.  
 
c) Use of data: non-public data obtained from or generated on the platform from business users 
or their customers' interactions with the products or services may not be used to offer or sup-
port the platform operator's own products or services. Access by business users to data gener-
ated in such a manner may not be restricted or impeded.  
 
d) Pre-installed applications: the uninstallation of software applications that have been pre-in-
stalled on the covered platform and the modification of default settings that guide or direct the 
users of the platform to products or services of the operator may not be prevented.  
 
e) Customer-business user communication: it is unlawful to prevent or restrict business users 
from communicating information or providing hyperlinks on the covered platform to their users 
to facilitate business transactions.  
 
f) Pricing: platform operators may not influence or restrict the pricing of business users. 
 
g) Whistleblower: retaliation against business users or platform users who raise concerns about 
actual or potential violations to a law enforcement agency shall be prohibited. 
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Such conducts are not unlawful if there is convincing evidence that:  
 

▪ They do not harm competition by restricting and inhibiting legitimate activities of busi-
ness users; or 

 
▪ The conducts were necessary to prevent or comply with a violation of federal or state 

law; or to protect user privacy or other nonpublic data. The conducts must have been 
carefully considered (not pre-formulated) and the intended objective could not have 
been achieved by a less discriminatory means.  

 
 
Enforcement:  
 
By the Federal Trade Commission and the Department of Justice pursuant to the Federal Trade 
Commission Act (15 U.S.C. 41 et seq.) and the Clayton Act (15 U.S.C. 12 et seq.). A violation of 
this Act also constitutes an unfair competition act under Section 5 Federal Trade Commission 
Act.  
 
Civil Actions: Operators of a covered platform that fails to comply may be subject to civil penal-
ties of up to 15% of the total average daily sales in the United States for the preceding calendar 
year, or up to 30% of the total average daily sales in the United States in a line of business af-
fected or targeted by the unlawful conduct during the period of the unlawful conduct, in a civil 
action brought by the Commission. 
 
Additional Measures (Beyond those provided by state or federal law):  
 

▪ The Deputy Attorney General of the Antitrust Division, the Federal Trade Commission, 
or the Attorney General of a state may seek in court restitution of losses, rescission or 
modification of contracts, refund of money, or restitution of property.   

▪ The Assistant Attorney General for the Antitrust Division or the Federal Trade Commis-
sion may seek disgorgement of infringer profits obtained because of the infringement. 
They may also seek injunctions to prevent, restrain or prohibit infringement in court. If 
the violation stems from a conflict of interest related to the simultaneous operation of 
several lines of business, the court shall consider requiring the divestiture of the line or 
lines of business giving rise to such conflict.  

 
Civil action by damaged persons: damaged persons may apply to the appropriate district court 
for injunctions and bring suit to recover treble damages plus interest and costs of suit. 
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Augmenting Compatibility and Competition by Enabling Service 
Switching Act (ACCESS Act)  
 
Introduction:  
 
11/06/2021 (House, D/R).  
Target:  
 
To promote competition, lower barriers to entry, and lower switching costs for consumers and 
businesses online. 
 
Measures:  
 
The Federal Trade Commission shall designate covered platforms and issue specific interopera-
bility standards for them. There shall be a Technical Committee established by the Commission 
for each covered platform with advisory authority to implement specific standards. The requests 
should aim to:  
 

▪ Limit or eliminate network effects that inhibit competition. 
 

▪ Provide data security and privacy protections for data portability and interoperability. 
 

▪ Prevent abusive activities. 
 

▪ Establish reasonable thresholds and fees for access to data on covered platforms for 
competing or potentially competing companies. 

 
Data Interportability and Interoperability: covered platforms shall maintain a set of transparent, 
third-party accessible interfaces (including application programming interfaces) to enable the 
secure transfer of data to a user or, with user consent, to a business user at the direction of a 
user in a structured, commonly used, and machine-readable format that complies with the es-
tablished standards.  
Transparent interfaces accessible to third parties shall also be held available to facilitate and 
maintain interoperability with competitors or potential competitors.  
 
Data Security: Competitors or potential competitors that receive ported user data from a cov-
ered platform or access a covered platform's interoperability interface shall reasonably secure 
all user data it acquires, processes, or transfers and take reasonable steps to avoid introducing 
security risks to user data or the covered platform's information systems. 
The Commission may require the covered platform to cease cooperating with a competing or 
potentially competing entity if, in the Commission's judgment, the entity has violated these re-
quests or the enacted standard.  Covered platforms shall set their own privacy and security 
standards for access by competing businesses or potential competing businesses to the extent 
reasonably necessary to address any threat to covered platform or user data and shall report to 
the Commission any suspected violations of such standards.  
Business Users are not required to maintain standards established by the Commission unless 
they initiate the transfer of data from a covered platform; or access an interoperability interface.  
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Modification of Interoperability Interfaces: Commission consent is required to make changes 
that may affect the interoperability interfaces. This will be granted if the change does not have 
the purpose or effect of unreasonably denying access to competing entities or potential com-
peting entities or undermining interoperability.  A change affecting interoperability may excep-
tionally be made without the Commission´s consent if the change is necessary to address a se-
curity vulnerability or other urgent circumstance that poses an imminent risk to the privacy or 
security of users, provided that the change is narrowly tailored to address the security vulnera-
bility and does not have the purpose or effect of unreasonably denying access to competing 
entities or potential competing entities or undermining interoperability. 
 
Information Requirements: Within 120 days of the Commission's determination of rules and 
standards, covered platforms shall provide competitors or potential competitors with complete 
and accurate documentation describing access to the interoperability interface. Changes shall 
be communicated in a timely manner, for example, through public notice.  
 
Collection and use of data: A covered platform may not collect, use, or disclose user data ob-
tained from a business user through the interoperability interface except to protect the privacy 
and security of such information or to maintain the interoperability of the services. Business 
user shall not collect, use or disclose a user's information on a Covered Platform except to pro-
tect the privacy and security of such information or to maintain the interoperability of Services. 
 
 
Enforcement: 
 
A violation of this Act also constitutes an unfair competition act under Section 5 of the Federal 
Trade Commission Act.  
For violations of this Act, the Commission may bring a civil action in a district court to collect a 
civil penalty or seek injunctive or other appropriate reliefs. The civil penalty may be up to 15% 
of the total United States revenue of the person, partnership, or corporation for the previous 
calendar year, or up to 30% of the total United States revenue in a line of business affected or 
targeted by the unlawful conduct during the period of the unlawful conduct. 
 

Beyond the remedies provided by state or federal law:  
 

▪ The Deputy Attorney General of the Antitrust Division, the Federal Trade Commission, 
or the Attorney General of a State may seek in court restitution of losses, rescission or 
modification of contracts, refund of money, or restitution of property.   

 
▪ The Assistant Attorney General for the Antitrust Division or the Federal Tra-de Commis-

sion may seek disgorgement of infringer profits obtained because of the infringement. 
They may also seek injunctions to prevent, restrain or prohibit infringement in court.  
 

▪ If a platform is found to have systematically violated the Act, the court may order the 
executive to forfeit to the United States Treasury all compensation received from the 
platform in the 12 months prior to or after the filing of the lawsuit.  
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USA – Overview of current antitrust proceedings 
 
Sara Nesler, Mag. jur. (Torino)                                                                                                   Hanover, July 2021 

 

 

Proceeding of the Antitrust Division v. Alphabet (Google)  
 

Complaint 10/20/20 

Section 2 of the Sherman Act, 15 U.S.C. § 2 

Parallel to EU Commission proceedings  

As of: 22.06.2021 

 

 

Target: 

 

To prevent Google from unlawfully maintaining monopolies in the markets for general search 

services, search advertising, and general search text advertising in the United States through 

anticompetitive and exclusionary practices and to remedy the effects of such conduct.  

 

 

Google's position in the U.S.:  

 

The most effective means of distributing a general search engine is through pre-installation on 

mobile and computer search access points. Users can change the default setting, but they rarely 

do. This results in the default preset search engine enjoying de facto exclusivity, especially on 

mobile devices. For years, Google has entered into restrictive agreements, including tying agree-

ments, to close off distribution channels and block competitors.  

Google's exclusionary agreements cover nearly 60 percent of all general search queries. Nearly 

half of the remaining search queries are routed through Google-owned and -operated proper-

ties (e.g., Google's Chrome browser). With the exclusionary agreements and Google-owned and 

-operated properties, Google effectively owns or controls the search distribution channels that 

are responsible for approximately 80 % of general search queries in the United States. Largely 

thanks to Google's exclusionary agreements and anticompetitive behavior, Google accounted 

for nearly 90 % of all general search queries in the United States in recent years, and nearly 95 

% of searches on mobile devices. Google has thus eliminated competition in Internet search. 

Competitors in the general search space are denied vital distribution, scale, and product aware-

ness, so they have no real chance to challenge Google.  
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Google monetizes this search monopoly in the search advertising and general search text adver-

tising markets, which Google has also monopolized for many years, with revenues of about $40 

billion annually. Google "shares" these monopoly revenues from search engine advertising with 

manufacturers and sellers in return for a commitment to favor Google's search engine. These 

enormous payments provide a strong incentive for them to switch. The payments also raise bar-

riers to entry for competitors - especially small, innovative search companies that cannot afford 

to pay a billion-dollar entry fee. Google's influence over distribution also thwarts potential inno-

vation.  

Nearly 20 years ago, the D.C. Circuit recognized in United States v. Microsoft that anticompeti-

tive agreements by a high-tech monopolist that foreclose effective distribution channels or com-

petitors, such as by imposing a preset default status (as Google does) and making it impossible 

to delete software (as Google also does), are exclusionary and unlawful under Section 2 of the 

Sherman Act.  At the time, Google claimed that Microsoft's practices were anti-competitive. 

Google learned from this to choose its words carefully to avoid antitrust scrutiny. Specifically, 

Google employees were instructed to avoid terms such as "bundle," "tie," "crush," "kill," "in-

jure," or "block," and not to claim that Google has "market power" in any market.  

Earlier this year, while the United States was investigating Google's anticompetitive conduct, 

Google entered into agreements with distributors that are even more exclusionary than the 

agreements they replaced. Google has also turned its attention to emerging search gateways, 

such as voice assistants, to ensure that they, too, are covered by the same anticompetitive 

scheme. Google is now positioning itself to dominate the search access points of next-genera-

tion search platforms: Internet-enabled devices such as smart speakers, home appliances, and 

automobiles (so-called Internet-of-Things or IoT devices). 

As a result, countless advertisers must pay a toll on Google's monopoly on search advertising 

and general search text advertising; American consumers are forced to accept Google's policies, 

privacy practices, and use of personal data; and new companies with innovative business models 

cannot step out of Google's long shadow.  

 

 

Violation of Section 2 Sherman Act:  

 

1. Relevant market:  

Both general search services and search advertising and search text advertising are relevant 

markets in the U.S. without adequate substitutes.   

 

 

2. Monopoly position:  

 

▪ General Search Services Market: there are only four providers in the US: Google, Bing, 
Yahoo!, and DuckDuckGo. Google dominates the market with an 88% share and 95 on 
mobile devices.  
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▪ Search advertising and search text advertising: Google has at least 70% of the market 
share in both, with competitors often offering only specialized advertising in specific 
areas.  
 

3. Actions to preserve and maintain a monopoly position:  

▪ Anti-forking agreements (Anti-Fragmentation Agreements and Compatibility Commit-
ments): although Android is an open-source system, Google maintains control through 
anti-forking agreements that prohibit any actions that "cause or result in fragmentation 
of Android". Fragmentation is not defined and is interpreted broadly by Google. Android 
represents over 95 % of licensable mobile operating systems for smartphones and tab-
lets in the United States. Most well-known manufacturers are bound by AFAs and ACCs.  
 

▪ Pre-installation Agreements (Mobile Application Distribution Agreements): creators 
who want to pre-install a Google app (including Google Play, which installs 90% of apps 
on Android devices), or need access to GPS and the APIs to make their apps work 
properly, must sign pre-installation agreements.  Any manufacturer installing Google 
Play or GPS must pre-install a full suite of apps including the search access points most 
used by consumers: Chrome, Google Search app, Google Search widget and Google As-
sistant. These apps are pre-installed in such a way that they cannot be deleted by the 
user. Most MADAs require Google to be pre-installed as the default search engine.  
 

▪ Search Revenue Sharing Agreements (RSAs) and Mobile Incentive Agreements (MIAs) 
for Android: in return for being pre-installed as the only default search engine, Google 
offers a share of the search advertising revenue. For some agreements, this only applies 
if all Android devices from a manufacturer meet the exclusivity requirements. For oth-
ers, the agreement applies by model. In the latest negotiations, RSAs have been re-
placed by MIAs. Under these, manufacturers are paid if they pre-install Google as the 
default search engine and meet a significant number of "incentive implementation re-
quirements." Google has revenue sharing agreements (RSAs or MIAs) with all major U.S. 
operators and manufacturers of Android devices, as well as with several smaller opera-
tors and manufacturers. 
 

▪ Search revenue sharing agreements (RSAs) with Apple and others: Google has also en-
tered into revenue sharing agreements with competing browsers and other device man-
ufacturers (esp. Apple, which accounts for 60% of mobile devices in the U.S.), further 
foreclosing access to search for competition. In 2005, Apple began using Google as the 
default general search engine for Apple's Safari browser. In return, Google gave Apple a 
significant percentage of Google's advertising revenue derived from searches on Apple 
devices. Two years later, Google extended this agreement to Apple's iPhones. In 2016, 
the agreement was further expanded to cover additional search access points - Siri and 
Spotlight - and made Google the default general search engine for both services. Today, 
the distribution agreement between Google and Apple gives Google the coveted default 
preset position on all major search access points for Apple computers and mobile de-
vices. In addition, Google has RSAs with almost every major non-Google browser that is 
not distributed by Microsoft.  
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▪ The future and the Internet of Things: Through anti-forking agreements and increased 
leverage, Google can maintain control over next-generation devices (Internet of Things) 
and prevent the introduction of alternative search services on these devices. For exam-
ple, Google partners with car manufacturers on the condition that they do not pre-install 
competing search-related apps. Google has similarly restrictive agreements with smart-
watch manufacturers: its agreements to license Google's "free" smartwatch operating 
system (Wear OS) prohibit manufacturers from pre-installing third-party software, in-
cluding competing search services. Google also refuses to license its Google Assistant to 
manufacturers of IoT devices that would simultaneously host another voice assistant - 
a feature commonly known as "concurrency." Concurrency could allow a competing 
voice assistant to gain popularity and challenge Google's control over how consumers 
generally access the Internet, even on more established devices such as mobile phones. 
Finally, Google is using its control over hardware products - including smart speakers 
and Google Nest smart home products - to protect its overall search monopoly.  
 

 
 

Lawsuit of the Federal Trade Commission and 48 States v. Face-

book 
Filed 09.12.2020 

 

Violations of: sec. 2 Sherman Act, 15 U.S.C. § 2, sec. 5(a) FTC Act, 15 U.S.C. § 45(a). 

As of: 06/22/2021 

 

 

Target:  

 

Facebook is accused of buying up competitors, specifically WhatsApp and Instagram, to liquidate 

competition in the social media industry. The FTC's antitrust lawsuit aims to force Facebook to 

reverse these two major acquisitions. 

 

 

Violation of antitrust laws:  

 

1. Relevant market:  

Provision of personal social networking services in the United States.  

2. monopoly position: 

Facebook has held a monopoly position (more than 60% of market share) in the provision of 

personal social networking services in the United States since at least 2011.  
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3. actions to maintain and retain a monopoly position:  

▪ Acquisition of Instagram (2012): Instagram was Facebook's main competitor in sharing 
images to cell phones. Facebook recognized the company as a threat, neutralized it 
through an acquisition in 2012, and thereby also deliberately hindered po-tenial oppor-
tunities for other companies to become popular through their image sharing applica-
tions 

 

▪ Acquisition of WhatsApp (2013): Facebook recognized the risk that WhatsApp, which 
offers mobile messaging services, could have entered the personal social networking 
market, and become a threat to its own business model. Instead of investing and inno-
vating to remain competitive, WhatsApp was acquired.  
 

▪ For many years, Facebook enforced anti-competitive terms of access to its platform con-
nections, such as application programming interfaces ("APIs"). To communicate with Fa-
cebook (i.e., send data to or retrieve data from Facebook), third-party apps must use 
Facebook APIs. Until recently, Facebook made key APIs available to third-party apps only 
on the condition that they not provide the same core functionality that Facebook pro-
vides (including through Facebook Blue and Facebook Messenger), and not connect to 
or promote other social networks. This behavior - motivated by a desire to weaken and 
hinder potential competitive threats - harms competition and helps maintain Face-
book's monopoly.  

 
In this way, Facebook deprives users of personal social networks in the United States of the 

benefits of competition, including greater choice, quality, and innovation.  Facebook cannot jus-

tify this significant harm to competition with claimed efficiencies, pro-competitive benefits, or 

business justifications that could not be achieved through other means.  

Personal social networking providers are typically funded by the sale of advertising (approxi-

mately $70 billion in 2019 for Facebook and Instagram), so more competition in the personal 

social networking space likely means more competition in the provision of advertising. By mo-

nopolizing personal social networks, Facebook also deprives advertisers of the benefits of com-

petition, such as lower advertising prices and greater choice, quality, and innovation related to 

advertising.  

 

Lawsuit Epic Games v. Apple (and Epic Games v. Google)  

District Court: California, Northern District 

Lawsuit filed on 13.08.2021. Judgment expected in July 2021.  

A parallel lawsuit is pending against Google, for the same reasons. 

As of: 22/06/2021 

  

Facts of the case:  

 

The game “Fortnite” was removed from Apple's and Google's app stores on Aug. 13, 2020, after 

Epic intentionally breached the terms of its developer agreement by implementing a payment 

system in the game that allowed players to bypass the app store. In this way, Epic circumvented  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 82 OF 272 

82 
 

paying Apple's and Google's share of goods sold through their digital storefronts: 30%, an in-

dustry standard for digital platform owners such as Apple, Google, Microsoft, Sony, Nintendo 

and others. Epic immediately initiated lawsuits against Apple and Google. On Au-gust 17, 2020, 

Apple informed Epic that it would end access to developer accounts and tools for the App 

Store and iOS and macOS on Aug. 28, 2020.  

 

 

Requests: 

 

Epic accuses Apple and Google of operating a monopoly through the Apple Store and Google 

Store and exploiting their market power. The terms imposed by Apple and Google deny consum-

ers access to lower prices, greater product choice and business model innovation.  

Epic has sued for injunctive relief against the anti-competitive conduct and injunctions against 

the removal of "Fortnite" from the store and the blocking of developer accounts -and tools. Epic 

has not sought damages.  

Apple has initiated a counterclaim and is seeking damages for breach of contract.  

 

 

Current state: 

 

The preliminary injunction to allow “Fortnite” in its current state (with Epic's storefront) was not 

granted.  

Apple is prevented by a preliminary injunction from terminating Epic's developer accounts so 

that it can continue to maintain Unreal Engine for iOS and macOS systems. 

A decision on the merits is expected in July 2021.  

 

 

Complaint District of Columbia v. Amazon  

 
Complaint 05/24/2021 

Violations of D.C. CODE § 28-4503.  

As of: 22/06/2021 

 

Target:  

 

Stopping Amazon's anticompetitive pricing policies.  

 

Facts of the case:  

 

According to the DC attorney general, Amazon fixes prices for online commerce through con-

tract provisions and policies applied to third-party sellers on its platform. These provisions and 

policies prevent third-party sellers from offering their products at lower prices or better terms 

on other online platforms, including their own websites. These agreements effectively force 

third-party sellers to include Amazon's fees (up to 40% of the total product price) not only in the  
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price charged to customers on the Amazon platform, but also on any other online retail plat-

form. As a result, these agreements enforce an artificially high price floor across the online re-

tail market and allow Amazon to establish and maintain monopoly power, in violation of the 

District of Columbia Antitrust Act.  

 

In 2019, Amazon claimed to have repealed its price parity policy, which explicitly prohibited 

third-party sellers from offering their products at a lower price elsewhere. In fact, however, Am-

azon replaced the Price Parity Policy with a virtually identical replacement: the Fair Pricing Pol-

icy. Under the Fair Pricing Policy, third-party sellers can be sanctioned or removed entirely from 

Amazon if they offer their products at lower prices or better terms on a competing online plat-

form.   

 

+ + + 
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Chapter Three 

 

 
 

NFTs (Non-Fungible Tokens) 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 86 OF 272 

86 
 

 

 

1 

 

 

2 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 87 OF 272 

87 
 

 

3 

 

 

4 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 88 OF 272 

88 
 

 

5 

 

 

6 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 89 OF 272 

89 
 

 

7 

 

 

8 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 90 OF 272 

90 
 

 

9 

 

 

10 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 91 OF 272 

91 
 

 

11 

 

 

13  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 92 OF 272 

92 
 

 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 93 OF 272 

93 
 

 

 

 

 

 

 

Chapter Four 

 

 
 

Data Ownership 
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Questions and Answers 
 

 

 

 

 

 

 

 

Data Ownership 
Are there discussions on data ownership in your country? Please give your opinion: argu-

ments in favor and against. 

 

Cheril (China):  

Yes , I think China should establish data rights in the form of legislation, for the following reason: 

Big data has had an unprecedented impact on all aspects of social life, and has also triggered 

many new issues worthy of study in various legal departments. Among them, the most im-

portant issue is the rights of personal data. On the one hand, the increasing digitization of social 

life and the continuous reduction of the cost of collecting and storing data have resulted in the 

collection, storage and utilization of massive amounts of personal data. It is extremely easy for 

data users to accurately capture the specific individuals’ past activities through these data and 

predict the choice of its future behavior. If the rights of personal data cannot be fully protected, 

it is very easy to illegally collect, sell and use personal data and infringe on personal rights and 

property rights. On the other hand, massive personal data contains huge economic and strategic 

value. Without the collection, storage, sorting and utilization of personal data, data technology 

cannot be developed, as well as the data products. Personal data rights are also related to the 

development of the data industry. For data companies that collect and use a large number of 

personal data, whether they have rights to such personal data and what rights they have are 

critical to the development of data protection.  The arrangement of rights on personal data di-

rectly determines the flow and sharing of data and the development of the data industry.                                                                                                                                 

In the future, the legislation of data rights protection in China should adopt a positive definition 

method to clarify the ownership rights and interests of enterprises in data products and non 

personal data, such as possession, use, income, disposal, etc.; for the part of enterprise data 

involving personal data, the legislative design of data controller should be used for reference to 

construct the scope of authority and obligation content of enterprises in personal data.    

 

Wenzhu Lan (China): 

I am in favour of the data ownership.because we are producers of data,the data should belong 

to the users themselves, only that the users host it in the servers of various companies.Inter-

net companies should at least not sell users' data without permission. When using users' data, 

they should at least follow the two basic points of the consumer protection law. One is the 

right to know. You have to tell users what you will do with the data.The second is the right of 

choice. If the user refuses to use his data to do these things, you should delete the user's data. 
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Ana Marija Đurić (Croatia):  

There are not many discussions on data ownership in Croatia. Although, I am familiar with dis-

cussions in other countries over data ownership where it is stated that the problem of data 

ownership has been reported, and the Commission has increased coverage of data ownership 

in its Communications. Some support the introduction of an ownership right for data while oth-

ers distinguish between an exclusive and non-exclusive right to data property. 

I would say that I oppose the implementation of data ownership laws because identifying the 

original owner of the data would be incredibly difficult, and regulation might lead to untenable 

scenarios. Also I believe that data ownership could be dealt with successfully through contracts. 

 

L. Tuncer (Netherlands):  

There are discussions about whether data, which is not something you can hold in your hand (or 

as required in the Dutch civil code ‘’material’’) could be owned by someone. In my opinion, there 

are pros and cons to whether data should be subject to ‘ownership’. It could solve problems 

with the forwarding of potential harmful pictures, sounds, on the internet. However most of 

these cases could already be subject to copyright protection or solved with portrait rights. The 

biggest problem with data that most of the time it is not exclusive, unless used with blockchain 

technology. It might offer a solution for the seizure of data, but we are simply not sure if it is 

100% safe and effective yet. 

 

Zoë Jardim (Brazil):  

Yes, there is yes. They even created a law about that data protection called “Lei Geral da 
Proteção de Dados”, that it’s only applied on data from Brazil. I find it a very important topic 
that should definitely be discussed. This is an issue that everyday becomes more and more pre-
sent in our reality, such as hackers stealing personal data or using our data for targeted market-
ing, etc. Every country should have a law like this. Unfortunately we are very vulnerable to the 
internet, and we depend on it for most of the things. Of course they need to have our data, for 
their interest and control. However, it is fundamental to have a certain protection for such data, 
for any case. 
 
 
 
 
 
 
 
 
  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 106 OF 272 

106 
 

Materials | White paper  
 

 

 

 

 

Data rights and data use –  
Who should own the data?  
Ulrich Herfurth, attorney at law in Hanover and Brussels                                     Hanover, Mai 2018 

 
 

IT systems are at the heart of integrated manufacturing, maintaining, and monitoring its func-

tionality. Data that is generated and used in the (connected) machines is of great importance. 

On the one hand, it contains the business knowledge about the product, but also about the 

necessary processes; on the other hand, integrated manufacturing only runs smoothly if the 

data can be transmitted and used without obstacles.  

Therefore, data from operations and business that are generated in the networked machines 

are becoming increasingly important as a raw material for a company. And the more digitally 

a company is set up, the more diverse legal questions arise about data security, data protec-

tion, compliance, but also about who has control over the data generated by the machines. 

This applies to all companies, whether in production or in services. For example, a car repair 

shop receives analysis data from the vehicle. Rights to this could be held by the repair shop - 

but also by the vehicle owner, the vehicle holder, the driver, the car manufacturer, the service 

system provider, a platform operator, the insurers, and authorities?  

 

 

What is data? 

 

Before we can clarify who owns data, the first question is: What is data?  

When a computer scientist talks about "data" or "data protection", he usually means data in 

the technical sense, i.e., electronically readable information that is either stored on a data 

carrier or transmitted on a signal carrier. In other words: ones and zeros. "Data" in the legal 

sense, however, is actually information. Only these also have an economic value. In the digital 

world, both definitions usually coincide, but not always.  

 

 

Is there such a thing as data ownership?  

 

So what is data in the legal sense? Who owns the data that a machine generates? Is there a 

property right in the legal sense to the data generated?  

Data are recognisable elements of information that are stored in a specific form that can be 

changed at any time and are fed to data processing systems for automatic processing or are 

sent by them. 
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Ownership is the comprehensive (absolute, real) right of dominion over movable and im-

movable objects in the sense of § 90 BGB. Ownership is therefore also an absolute right, i.e. 

it is effective towards everyone; whereas rights from contracts are in principle only valid be-

tween the contracting parties who have chosen each other and entered into the contract 

with each other, ownership and the rights arising from it are automatically valid towards any 

third party. 

 

However, while things are physical objects, this is not the case with data. Therefore, there is 

no ownership of data in the classical, legal sense: a thing only exists once, but data can be 

reproduced in any number of identical ways.   

 

Data therefore legally "belong" to no one. So far, the law does not provide for ownership of 

data. Yet there is much debate among experts as to whether such data ownership should be 

introduced by law. The arguments for and against it are either dogmatic or pragmatic: one 

clearly audible opinion considers data ownership to be anti-innovation because it hinders the 

exchange of knowledge. On the other hand, the information originates in the sphere of a par-

ticular company and can make up part of its value. 

 

 

Data as Intellectual Property 

 

It is now conceivable that data can be protected as so-called intellectual property. Whether 

data can be the subject of such rights at all, and if so, which data, has only been clarified 

selectively so far. First and foremost, patent protection, copyright and database protection 

come to mind.  

A patent protects technical "products", in the case of process patents, also the direct products 

of the protected process. Inventions are eligible for protection if they are new, can be used 

commercially and, above all, have a certain level of inventiveness, i.e. are the result of a spe-

cial intellectual achievement. Data arising from the operation of machines or data collected 

in any other way are not covered as such.  

Software as such cannot be protected by patents; computer programs, as personal intellec-

tual creations, are covered by copyright. Again, machine-generated data as such is not a hu-

man creation, but the result of a machine process. It is true that there will also be data pro-

tected by copyright in companies under Industry 4.0, such as software or designs and con-

struction sketches that are used in digital form as CAM data. However, the starting point for 

this data remains the human being, and the rules for the rights to this data are no different 

than they have always been. 

 

The Copyright Act contains a special regulation for the protection of databases. However, this 

does not protect a personal intellectual creation, but only the financial investment. A data-

base in the information technology sense is not sufficient; only a substantial investment in 

the acquisition, verification or presentation of data is protected. The mere recording of pri-

mary data, which accumulates in industrial production anyway or can be measured with sim-

ple means, does not fulfil these requirements. On the other hand, targeted, elaborately meas- 
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ured data as well as secondary data of complex big data analyses are eligible for protection. 

 

Use of data as unfair competition 

 

In certain cases, competition law can also provide protection, namely in the case of unfair 

imitation of a product or service. Whether this can apply to data has not yet been clarified. 

Overall, competition law offers at best weak legal protection of data, limited to certain con-

stellations and fraught with legal ambiguities. 

 

 

Data as trade secrets  

 

Furthermore, one could think of data as trade and business secrets - these enjoy legal protec-

tion under competition law and criminal law. Trade and business secrets are facts, circum-

stances or processes that are not public knowledge and are only accessible to a limited circle; 

in addition, the company must have a justified interest in keeping them secret. Whether data 

from machine operation are secrets is, however, very questionable in many cases. In future, 

secrets will only be protected according to European law if they are specially secured against 

unauthorised access. In most cases, therefore, protection as a trade secret is ruled out.  

All in all, there is currently no law that absolutely protects data as such against access by third 

parties.  

 

 

Value of data 

 

However, data resources will increasingly become a decisive basis for customer benefit, mar-

ket success and the earning power of a company. In addition, they are also a critical variable 

for the pure functionality of machines, plants, and systems, if only through them machines 

can be used efficiently. 

At the latest when a company's business model is based on the fact that the data generated 

by the machines form the actual basis of the product, the question of the value of the data 

arises. 

For example, if a company outsources production and sends the necessary data for produc-

tion to a 3D printer, where the product is created, this control data is important.   

 

If a machine manufacturer has a maintenance contract with his customer, he now uses online 

access to monitor the function of the machine and the wear of parts and even to predict the 

next maintenance (predictive maintenance). So the question arises as to who is or should be 

entitled to use this machine operating data: the company, the machine manufacturer or an 

external maintenance company? Who is allowed to evaluate the data, for example to com-

pare the efficiency of operations with other companies? 

 

If a company now also offers an app with additional benefits - for example, for planning or 

calculating components or projects - the provider learns a lot about the user: which products 

he is interested in, how often, when and in which region. From this, insights can be gained not  
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only about product interests, but also about market developments in different regions.  

 

Companies regularly exchange data in the production process and in the supply chain: it is 

passed on from company to company, from machine to machine and via components, plat-

forms, and servers - in both directions: from the customer to the smallest upstream supplier 

and from supplier to supplier up to the manufacturer. Who actually has data sovereignty will 

be more complicated to answer when this data is mixed in the supply chain. 

Here, for example, the manufacturer could use the data of his suppliers not only to support 

his own production process, but also to compare the data with other suppliers and play them 

off against his competitors. He could also resell his insights to third parties in the market, thus 

creating new revenue streams from his suppliers' data.  

 

 

Data use contracts 

 

As soon as the data represent the company's entrepreneurial knowledge, they must be ade-

quately protected. But because there is no legal right to machine data, this can only be regu-

lated by so-called data use agreements. Data use agreements are contracts in which the com-

panies involved agree who may use the data and how, how the data may be changed, what 

payment is to be made for the use of the data, etc. This basically applies to all conceivable 

forms of data use. This basically applies to all conceivable constellations, both for integrated 

Industry 4.0 processes and for Big Data and outsourced data processing or analysis.  

If necessary, it should be precisely regulated who has to transmit which data to whom, who 

has to retain it, when it has to be deleted and whether this has to be proven. Contractual 

regulations on the acquisition of secondary knowledge and other processing of the data, on 

exclusivity as well as questions of technical data security (and the liability for this) also make 

sense.  

 

As a supplier and maintenance company, a machine manufacturer could therefore agree with 

its user that the latter will only receive test data for the performance of contractual tasks and 

may only use it extensively for this purpose. The customer is then allowed to use the manu-

facturer's data, which serves to control and monitor the machine and its system. But the man-

ufacturer would also use the data from the machines and systems for the operation, mainte-

nance and control of the machine and system. More far-reaching are regulations according to 

which the manufacturer may process the data received from the customer and mix it with 

other data, evaluate and analyse it separately and across the board. Whether the manufac-

turer must make such findings available to its customer, is also a matter for the agreement 

then. 

 

However, a data use agreement should not only include regulations on the use of the data, 

but also on its treatment. When a company gives its data to another company, it is important 

that the recipient handles the data with care, in particular that it is kept safe. The data must 

be protected against external damaging events, at least if only the recipient still has the orig-

inally transferred data or data generated from it later.  
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After all, long series of data - for example on operational processes or machine operation - 

can contain important findings. In addition, these data can be used as evidence to support 

legal positions in legal disputes. 

 

Protection against access by third parties is particularly important. Whether the recipient is 

allowed to pass on the received data to other companies must therefore be clarified. Cer-

tainly, the transferor of data does not want competitors to gain access to such data, for ex-

ample in the course of company comparisons. For the same reason, the recipient should also 

be obliged to protect the data received against access by unauthorised third parties. For this 

purpose, appropriate security measures should be taken, such as access controls, access se-

curity systems, monitoring systems and others.  

 

Since there is no absolute right to data that is effective towards everyone yet, as is the case 

with intellectual property, only contractual protection between the parties involved remains. 

But this protection does not go any further, because only the contracting parties can bind 

each other, not third parties. Once the data has left the sphere of the transferor or recipient, 

it no longer enjoys protection. 

 

The transferor should therefore attach the greatest importance to the recipient's handling of 

his data and safeguard compliance with these duties of care - as is customary in a declaration 

of confidentiality - with a contractual penalty.  

 

The enforcement of such contractual terms of use for data naturally depends on the negoti-

ating power of the respective contractual partner. A car manufacturer will hardly let a car 

repair shop dictate the conditions, but rather wants to enforce its own. Whether these are 

effective, then, is often to be measured against the standard of the law on general terms and 

conditions.  

All in all, companies must be aware that data are playing an increasingly important strategic 

role and therefore deserve special legal attention.  

 

 

For a first analysis these questions could be asked: 

- What kind of data is collected in your company? 

- How is this data currently used? 

- Is the data processing necessary? 

- What is the current and future purpose of the collection and processing? 

- Is your company authorised to use the collected data for the intended purpose? 

- Does your company have access to the relevant data at all? 

+  +  + 
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Chapter Five 

 

 
 

Data Protection Update International  

– 
 Understanding Cookies Consent  
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The new EU law for data and services 
Jan Weber, Legal assistant                                                                                             Hanover, September 2021 

 

 

The digital age brings many new challenges, also for European consumer protection law. There-

fore, the EU has enacted two packages of measures to strengthen consumer protection and 

adapt it to new realities.  

This is to be ensured by the new directives on the provision of digital content (Digital Services 

Directive) and on the sale of goods (Sale of Goods Directive) as well as the directive on better 

enforcement and modernization of the Union's consumer protection rules (Omnibus Directive), 

which has its origins in the New Deal for Consumers legislative initiative. As a result, in 2019 the 

cornerstone has been laid for numerous new regulations relating to consumer protection: in 

contract and fair-trading law as well as in "digital contracts", but also for competition law. The 

directive has already been transposed into national law and will come into force as of 

01.01.2022. 

 

The following section discusses which changes the Digital Services Directive will have on entre-

preneurs and consumers in B2C business. The changes that entrepreneurs and consumers will 

face as a result of the Omnibus Directive are discussed in the Compact "New EU Law for Digital 

Consumer Protection", October 2020.  

 

 

Digital Content Provision Directive (Directive (EU) 2019/770)  

 

The Digital Services Directive finds its origin in the Consumer Sales Directive (1999/44/EC) and 

constitutes a milestone for European contract law. The aim of the directive is to unify the na-

tional digital markets of the member states into a common digital single market (Art. 4). The 

resulting and controversial full harmonization is intended to guarantee a Europe-wide minimum 

standard of consumer protection in digital transactions.  

 

 

Development of a new type of contract?  

 

The Digital Services Directive does not contain any regulations on possible new types of con-

tracts. In this respect, the question arises as to what type of contract the "creation / provision 

of data and services" can be classified as. In the foreground are initially service, purchase or 

rental contracts and a contract of its own type (sui generis).  
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Since rights of use often represent the actual subject matter of the service, what comes to mind 

first is a license agreement. Nevertheless, the type of contract required depends on the actual 

subject matter. The Digital Services Directive regulates the content of B2C contracts whose sub-

ject matter is the provision of digital content and data in the form of music and online videos 

(e.g., Spotify, YouTube), as well as services that offer the possibility of creating, processing, or 

storing data in digital form (e.g., software-as-a-service, cloud services), or services that enable 

the exchange of data (e.g., social media, online games). Due to the numerous possibilities for 

the provision of digital content or digital services – such as transmission on a physical medium, 

downloading to consumer devices, streaming, or enabling access to storage capacity for digital 

content or for the use of social media – the Digital Services Directive applies regardless of the 

type of medium used for the transmission of data or the granting of access to the digital content 

or digital services. However, Internet access services are excluded.  

Accordingly, the type of contract is likely to be a mixed-type contract, the focus of which will be 

on rental/lease law, and which will also constitute a license agreement. 

 

 

Purchase of goods and other services 

 

The demarcation between the Sale of Goods Directive and the Digital Services Directive is of 

paramount importance for the consumer, as it determines whether the consumer must assert 

his rights against the seller of the physical IoT product or the provider of digital goods. The de-

marcation usually takes place via the content of the contract.  

The Sale of Goods Directive contains rules on certain requirements for contracts for the sale of 

goods. This also includes "goods with digital elements". These are goods that contain digital 

content or services or are linked to them in such a way that the goods would not be able to 

perform their functions without this digital content or service (Article 3 (3) of the Directive). In 

addition, in case of doubt, the seller of goods is to be liable for the contractual conformity of 

those digital contents and digital services that are included in or connected to an IoT product 

from the outset. Consequently, the seller bears considerable risks. However, he can avoid these 

if he expressly agrees in the contract that the digital goods are not dependent on the product. 

In addition, he must try to hedge the risk through a detailed back-to-back agreement with the 

producer of the digital elements. Comparing both directives, it must be noted that the consumer 

rights of the Sale of Goods Directive do not go as far as those of the Digital Services Directive. 
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Personal data as counter-performance  

 

One of the new basic ideas of the Digital Services Directive is to allow counter-performance not 

only in the form of money, but also in the form of personal data or a combination of both. This 

shall apply to contracts that offer the provision of digital content and digital services where the 

consumer's counter-performance consists of providing the entrepreneur with his or her per-

sonal data for commercial use. However, personal data will not be accepted as a new means of 

payment if it is processed solely for the purpose of providing the digital content or services or 

for the purpose of complying with legal requirements and the trader does not process it for any 

other purpose. 

 

 The use of the term "personal data" corresponds to the definition in the General Data Protec-

tion Regulation (GDPR) in Art. 4 No. 1 GDPR. Thus, the data processing is subject to the level of 

protection of the GDPR. However, the very idea of accepting personal data in return could con-

flict with the protective purpose of the GDPR. Accordingly, on the one hand, consumers could 

be incentivized to offer their personal data - which are supposed to be afforded a higher level 

of protection under the GDPR - in exchange for comprehensive warranty rights, guarantees and 

extensive liability on the part of the contractual partner. On the other hand, the EU is reacting 

to the current reality, in which companies have long been paying consumers with data, and is 

enabling consumers to receive a better service in return. Classic examples of consumers already 

paying with their data can be found in the areas of "free" apps, social networks, the use of "smart 

products" and cookies, which generate personalized advertising, among other things. Conse-

quently, the Digital Services Directive can bring about greater consumer protection in these ar-

eas. 

 

 

Innovations in consumer law 

 

In accordance with its purpose, the Digital Services Directive leads to numerous changes in con-
sumer law, the most important of which are examined in more detail below. 
 
 
Conformity with the contract 
 
According to the Digital Services Directive, a product is now only in conformity with the contract 

if it has a large number of objective performance characteristics. This is contrary to the previous 

system of Section 434 of the German Civil Code (BGB), in which what matters most is what has 

been contractually agreed (subjective features). Possible performance features can be, among 

others, functionality, compatibility, continuity, and safety of the product. But also "public state-

ments″ of the entrepreneur shall become objective criteria, whereby especially advertising 

statements become part of the "conformity with the contract″. In any case, the seller must de-

liver what the consumer can "reasonably expect" for goods of the respective type, Art. 7 and 8 

Digital Services Directive. 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 137 OF 272 

137 
 

Duty to update 

 

Article 8 (2) b of the Digital Services Directive introduces a further novelty and a further break 

in the system. According to this, an objective requirement arises in such a way that the digital 

goods must be updated (post-contractually) even if the contract only stipulates a one-time pro-

vision, but the consumer may reasonably expect the update based on the nature and purpose 

of the contract and considering the circumstances. The resulting expansion of the scope of obli-

gations gives rise to the problem that the provider must price in the costs of future updating 

obligations from the outset (ex-ante), although the scope, number and duration of these future 

obligations depend on many factors and are often only determined ex post. The exact scope of 

the duty to update is currently still unclear, and case law will have to determine it.  

 

 

No waiver  

 

Another important point is that the objective requirements cannot be unilaterally waived by the 

entrepreneur in his general terms and conditions. A deviation is only possible if the consumer is 

already aware of it when the contract is concluded and expressly agrees to it in a separate dec-

laration. 

 

 

Warranty rights for digital content or digital services 

 

The Digital Services Directive also provides the consumer with warranty rights similar to those 

under sales law. Thus, in the event of non-contractual performance, the consumer can demand 

that the digital content or digital services be restored to their contractual condition, a pro-rata 

price reduction or termination of the contract. Failures in the provision of the service can also 

lead to termination of the contract. 

 

 

Change in the duration of the reversal of the burden of proof 

 

Another important change is the duration of the reversal of the burden of proof in the case of 

consumer sales. Previously, Section 477 of the German Civil Code stipulated i.e. that in the event 

of a material defect within six months of the transfer of risk, it was presumed that the defect 

already existed at the time of the transfer of risk. Thus, the burden of proof is on the seller. The 

Digital Services Directive extends this period by a further six months and thus to a full year. In 

the case of a one-time exchange of digital content or services, the reversal of the burden of 

proof will apply for up to one year after provision, whereas it will apply to continuing obligations 

for their entire duration. 
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How to react? Suggestions for companies 

 

The Digital Services Directive has already been transposed into German law. The changes will 

apply from January 1, 2022. It remains to be seen whether the legislature has succeeded in the 

complex task of implementing the directive in a compliant manner. Companies should now at 

the latest deal with the legal innovations already published and adapt their business models and 

consumer contracts to these in order to avoid costly warnings from consumer protection asso-

ciations and competitors. The earlier the problem is addressed, the higher the quality of the 

solution. 

 

+ + + 
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Chapter Six 

 

 
 

Data Protection (National) 
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1 

Understanding data protection law
is like nailing jelly to a wall‘

 

2 
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OVERVIEW

▪ Legal Basis: Application of GDPR

▪ Definitions

▪ Conflicting Basic Rights and Interests

▪ Legal Consequences of Infringement: 

Liability and Fines

 

3 

APPLICATION

 

4 
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APPLICATION OF GDPR

▪ Regulation (EU) 2016/679

▪ Entered into force in May 2018 

▪ Precedence before Member State Law

▪ Direct application in EU 

▪ Supplementation by Member State legislation

 

5 

APPLICATION OF GDPR

▪ Until 2018: Member State data protection law

▪ Harmonised by EU data protection directive 95/46/EC

▪ Implemented in Germany: 

▪ 1x Federal Data Protection Statute (Bundesdatenschutzgesetz)

▪ 16x Federal States‘ data protection statutes

▪ Ok for administration/public services

▪ Good for business in internal market?

▪ 1995: different computer era before Social Media etc
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7 

AIMS OF GDPR

▪ Better data access, more transparency, more control fpor data subjects

▪ Closure of protection gaps

▪ Uniform provisions for all Member States/authorities/court
interpretation

▪ Cross-border co-operation of data protection authorities within EU
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APPLICATION OF GDPR

▪ Framework act – continued existence of federal states‘ and federal law
with slight differences

▪ Acts supplementing the GDPR: 

▪ 1x Federal Data Protection Statute (Bundesdatenschutzgesetz)

▪ 16x Federal States‘ data protection supplementary statutes

▪ E.g. Bremisches Ausführungsgesetz zur EU-Datenschutz-
Grundverordnung (BremDSGVOAG)

▪ Alternative: Federal states‘ Treaty (Staatsvertrag)

▪ EU: Implementing Regulation for EU authorities and agencies etc

APPLICATION OF GDPR

▪ Framework act – continued existence of federal states‘ and federal law
with slight differences

▪ Acts supplementing the GDPR: 

▪ 1x Federal Data Protection Statute (Bundesdatenschutzgesetz)

▪ 16x Federal States‘ data protection supplementary statutes

▪ E.g. Bremisches Ausführungsgesetz zur EU-Datenschutz-
Grundverordnung (BremDSGVOAG)

▪ Alternative: Federal states‘ Treaty (Staatsvertrag)

▪ EU: Implementing Regulation for EU authorities and agencies etc
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SCOPE OF APPLICATION OF GDPR

1. This Regulation applies to the processing of personal data in the context of 
the activities of an establishment of a controller or a processor in the Union, 
regardless of whether the processing takes place in the Union or not. 

2. This Regulation applies to the processing of personal data of data subjects 
who are in the Union by a controller or processor not established in the 
Union, where the processing activities are related to: 

a. the offering of goods or services, irrespective of whether a payment of 
the data subject is required, to such data subjects in the Union; or 

b. the monitoring of their behaviour as far as their behaviour takes place 
within the Union. 

3. This Regulation applies to the processing of personal data by a controller not 
established in the Union, but in a place where Member State law applies by 

virtue of public international law.

Article 3 Territorial scope 

 

9 

SCOPE OF APPLICATION OF GDPR

Article 2 Material scope

(1) This Regulation applies to the processing of personal data wholly or 
partly by automated means and to the processing other than by automated 
means of personal data which form part of a filing system or are intended to 
form part of a filing system. …

 

10 
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SCOPE OF APPLICATION OF GDPR

(2) This Regulation does not apply to the processing of personal 

data:

a. in the course of an activity which falls outside the scope of Union 
law; 

b. by the Member States when carrying out activities which fall within 
the scope of Chapter 2 of Title V of the TEU; -> Common Foreign 
and Security Policy

c. by a natural person in the course of a purely personal or household 
activity; 

d. by competent authorities for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, including the safeguarding against 
and the prevention of threats to public security. -> separate 
Directive

 

11 

SCOPE OF APPLICATION OF GDPR

1. This Regulation applies to the processing of personal data in the context of 
the activities of an establishment of a controller or a processor in the Union, 
regardless of whether the processing takes place in the Union or not. 

2. This Regulation applies to the processing of personal data of data subjects 
who are in the Union by a controller or processor not established in the 
Union, where the processing activities are related to: 

a. the offering of goods or services, irrespective of whether a payment of 
the data subject is required, to such data subjects in the Union; or 

b. the monitoring of their behaviour as far as their behaviour takes place 
within the Union. 

3. This Regulation applies to the processing of personal data by a controller not 
established in the Union, but in a place where Member State law applies by 

virtue of public international law.

Article 3 Territorial scope 
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DEFINITIONS

 

13 

 

14 
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PERSONAL DATA

 Name 

 Date of Birth

 Gender

 Address

 Phone Number

 Email address

 Membership Number

 IP Address

 Browser cookies

 Photograph / videos etc

 

16 
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SENSITIVE DATA - ART. 4 

NO 13, 14, 15 GDPR

Specifically protected:

1. ‘genetic data’ means personal data relating to the inherited or acquired 
genetic characteristics of a natural person which give unique information 
about the physiology or the health of that natural person and which result, in 
particular, from an analysis of a biological sample from the natural person in 
question; 

2. ‘biometric data’ means personal data resulting from specific technical 
processing relating to the physical, physiological or behavioural
characteristics of a natural person, which allow or confirm the unique 
identification of that natural person, such as facial images or dactyloscopic
data; 

3. ‘data concerning health’ means personal data related to the physical or 
mental health of a natural person, including the provision of health care 
services, which reveal information about his or her health status;

 

17 

PROCESSING OF SENSITIVE DATA

Sensitive Data – prohibition of processing (subject to exceptions 
including consent or legitimate purpose): Art. 9

1. Processing of personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or 

2. trade union membership, and the processing of genetic data, 
biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning a natural person's 
sex life or sexual orientation shall be prohibited. …

 

18 
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SPECIAL CATEGORIES OF  DATA

 

19 

SPECIAL CATEGORIES OF  DATA

 

20 
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DATA PROCESSING PRINCIPLES -
ART 5 (1) GDPR

Important principles:

▪ lawfulness, fairness and transparency 

-> what does that mean?

▪ specified, explicit and legitimate purposes only

-> what does that mean?

▪ data minimization

-> what does that mean?

 

21 

DATA PROCESSING PRINCIPLES -
ART 5 (1) GDPR

Personal data shall be: …

a) processed lawfully, fairly and in a transparent manner in relation 
to the data subject (‘lawfulness, fairness and transparency’); 

b) collected for specified, explicit and legitimate purposes and not 
further processed in a manner that is incompatible with those 
purposes; …

c) adequate, relevant and limited to what is necessary in relation to 
the purposes for which they are processed (‘data minimisation’)

 
22 
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CONFLICTS OF 

RIGHTS &INTERESTS

 

23 

CONFLICTING

BASIC RIGHTS / HUMAN RIGHTS

Privacy/data protection

vs.

Information

Commercial Activity

Free Flow of data in the internal market Academic Research

 

24 
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GDPR OBJECTIVES

Article 1 Subject matter and objectives 

1. This Regulation lays down rules relating to the protection of 
natural persons with regard to the processing of  personal 
data and rules relating to the free movement of personal data. 

2. This Regulation protects fundamental rights and freedoms of 
natural persons and in particular their right to the protection 
of personal data. 

3. The free movement of personal data within the Union shall be 
neither restricted nor prohibited for reasons connected with 
the protection of natural persons with regard to the 
processing of personal data.

 

25 

CONFLICTING

BASIC RIGHTS/HUMAN RIGHTS

 Individual Rights

 Condition of progress of society: Necessity of open 
discourse

 

26 
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CONFLICTING BASIC RIGHTS/HUMAN 

RIGHTS: EU FUNDAMENTAL RIGHTS

CHARTA

Article 7 Respect for private and family life

Everyone has the right to respect for his or her private and family life, 
home and communications.

Article 8 Protection of personal data

1. Everyone has the right to the protection of personal data concerning 
him or her.

2. Such data must be processed fairly for specified purposes and on the 
basis of the consent of the person concerned or some other legitimate 
basis laid down by law. Everyone has the right of access to data which 
has been collected concerning him or her, and the right to have it 
rectified.

3. Compliance with these rules shall be subject to control by an 
independent authority.

 

27 

RIGHTS OF THE DATA SUBJECT

 Access (Art. 15 GDPR)

 Rectification (Art. 16 GDPR)

 Be forgotten (Art. 17 GDPR)

 Data portability (Art. 20 GDPR) 

 Right to object (Art. 21 GDPR)
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INFRINGEMENTS

LIABILITY & FINES

 

29 

PROCEDURAL AND INSTITUTIONAL

PROTECTION OF DATA

• Security of Processing data by technical and organizational measures 
against unlawful access or loss of data (Art. 32); 

• Obligation of Member States to maintain one or more independent 
supervisory authorities (Art. 51); 
• European Data Protection Board (EDPB) (Art. 68)
• Provides Guidelines und Codes of best Practice

• Obligation of Data processors and controllers to 
• Keep records of data processing
• Designate data protection officers (Art. 37)
• Codes of Conduct (Art. 40)
• Duty to notify of personal data breaches
• Data protection impact assessment

 

30 
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PROCEDURAL AND INSTITUTIONAL

PROTECTION OF DATA

• Right to lodge a complaint with a supervisory authority 
(Art. 77)

• Right to an effective judicial remedy against a supervisory 
authority (Art. 78)

• Right to an effective judicial remedy against a controller or 
processor (Art. 79)

• Right to compensation and liability (Art. 82)

 

31 

LIABILITY FOR BREACHES

▪ For material and non-material damage

▪ Joint and several liability: everyone 
involved in the breach on the whole 
damage

▪ Art. 82 GDPR
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FINES

▪ shall in each individual case be 
effective, proportionate and dissuasive’

▪ up to € 10 mio / € 20 mio

▪ Undertakings up to
2%/4% turn-over

▪ Art. 83 GDPR

 

33 

DATA PROTECTION OFFICER (DPO)

DPO qualification

 Expertise in Data Protection & 
privacy laws, in depth 
understanding of the GDPR

 Knowledge of specific business 
sector of the company

 Knowledge of the administrative 
rules & procedures

 Integrity & high professional 
ethics

 

34 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 157 OF 272 

157 
 

PROCEDURAL AND INSTITUTIONAL

PROTECTION OF DATA

Art. 32 Security of processing

1. Taking into account the state of the art, the costs of implementation 
and the nature, scope, context and purposes of processing as well as 
the risk of varying likelihood and severity for the rights and freedoms of 
natural persons, the controller and the processor shall implement 
appropriate technical and organisational measures to ensure a level of  
security appropriate to the risk, including inter alia as appropriate: 
a) the pseudonymisation and encryption of personal data; 
b) the ability to ensure the ongoing confidentiality, integrity, 

availability and resilience of processing systems and services; 
c) the ability to restore the availability and access to personal data in 

a timely manner in the event of a physical or technical incident; 
d) a process for regularly testing, assessing and evaluating the 

effectiveness of technical and organisational measures for 
ensuring the security of the processing.
…

 

35 

Topic 1: 

Which provisions exist to balance privacy and data protection against the 
rights to information and commercial activity? Are they adequate?

Topic  2: 

There are procedural instruments for data protection where data 
processing is permitted. Are they adequate?

Topic 3: 

The aims of the GDPR are better data access, more transparency, more 
control for data subjects, closure of protection gaps, uniform provisions
for all Member States/authorities/court interpretation, cross-border co-
operation of data protection authorities within EU – how far are these 
achieved?

TOPICS

 

36 
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37 
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Questions and Answers 
 

 

 

 

 

 

Data Protection 

 

 

Does a Data Protection Act or any other data protection law exist in your country? 

 

Cheril (China):  

Judging from the existing laws in China, data security is only mentioned in the Civil Code of the 

People's Republic of China and Cyber Security Law of the People's Republic of China. Recently, 

the Chinese legislature deliberated and passed the Data Security Law of the People's Republic 

of China, which will be officially implemented on September 1st , 2021. It is the Chinese first 

special law on data security when it enter into force.  

This law has the following advantages: First, the definition of “data” is clearly defined: the term 

“data” in the law refers to any electronic or other recording of information, which was never 

being clearly denifed before. Second, it clarifies the obligations of data processing activities 

boundaries. "Data processing" includes but not limited to the collection, storage, use, pro-

cessing, transmission, provision, and public disclosure of data. Third, the state shall establish a 

categorized and hierarchical data protection system to provide categorized and hierarchical pro-

tection for data based on the importance of data in economic and social development and the 

degree of harm caused by data tampering, destruction, or divulgence or illegal acquisition or 

utilization of data to national security, public interest, or lawful rights and interests of individuals 

and organizations.  

All in all, for all aspects and links involved in data security supervision and protection, the "Data 

Security Law" is more of an outline and has made institutional arrangements. Some specific rules 

or details have yet to be explored and summarized in practice, as well as other supporting facil-

ities in the future. The laws and regulations are further clarified. 

 

Wenzhu Lan (China): 

Internet security Law and The data security law which shall come into force as of September 1, 

2021 and Two administrative regulations, twenty-seven departmental rules and one judicial 

interpretation 

 

Ana Marija Đurić (Croatia):  

Yes, Croatia has an Act on the Implementation of the General Regulation on Data Protection.  
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L. Tuncer (Netherlands):  

Yes, the GDPR (AVG) applies in The Netherlands, also there is a law called ‘Trade secrets pro-

tection law’ (WBB) implemented recently, intended to prevent illegal distribution and theft of 

trade secrets. 

 

Zoë Jardim (Brazil):  

Yes it did, as mentioned above. In Brazil we have the Lei Geral da Proteção de Dados. 
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IP & IT Information Websites 
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Questions and Answers 
 

 

 

 

 

 

Intellectual Property 

What kind of infringements of IP rights are most common and/or significant in your country? 

 

Cheril (China):  

Copyright infringement cases are most common, among which image copyright infringement 

accounts for more than half of it. The subjects of direct infringement include not only agencies, 

enterprises and institutions, but also individual industrial and commercial households and indi-

viduals. We media users' infringements on platforms such as Weibo, WeChat, blog, and Tieba 

are also very common. The industry of the user of the picture is not limited to the Internet in-

dustry, including all industry entities that need to use the Internet for business or develop-

ment.The main reason for the infringement is the unclear rights subject, unclear rights status, 

and unblocked authorization channels and insufficient copyright protection awareness of the 

users of the images in the image market. 

 

Wenzhu Lan (China): 

Trademark infringement 

 

Ana Marija Đurić (Croatia):  

Regarding the statistics, most common infringements of IP are violation of copyright regula-

tions, violation of trademark and other markings, violation of regulations on patents and tech-

nical improvements. 

 

L. Tuncer (Netherlands): 

Copyright law, portrait right, trademark law. 

 

Zoë Jardim (Brazil):  

The most common cybercrimes in Brazil are: slander, insults, defamation, revealing the secrets 

of others, disclosure of intimate material such as photos and documents, obscene acts, apol-

ogy for crime, prejudice/racism and pedophilia. 
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What are the biggest challenges with regard to data protection in your country? 

 

Cheril (China):  

The biggest challenge of data protection is to balance the interests of personal data rights pro-

tection and enterprise technological innovation. The interests of the data field are not single, 

but diversified. From the perspective of the interrelationship of data interests, diversified data 

interests are actually the interests of "overlapping coexisting forms", which are different from 

the mutual separation of interests of "parallel coexisting forms". Data interests are plural pro-

tection interests that are "overlapped and combined" by interests of different subjects, fields, 

and attributes.   This plural protection interest is manifested as a competition of infringement 

of data public interest and infringement of data private interest. Acts that infringe on the inter-

ests of users may also coincide with acts that infringe on the interests of operators. Acts that 

infringe on emerging interests coincide with acts that infringe on traditional interests. Therefore, 

the interest content involved in data legislation is very complicated, and the one-dimensional 

"right-relief" legislative path is far from meeting the needs of diversified interest adjustment.                                                                                                                                

What’s more, to realize the protection of data, it is necessary to clarify the ownership, nature, 

content and boundaries of data rights, but there is a conflict between data privacy and the in-

herent nature of data. Data privacy emphasizes exclusivity, however,this is exactly the opposite 

of the logic of data generation and development. The value of data comes from its relevance, 

sharing, and openness. "The more relevant big data is, the more valuable it is, and the more 

open it is, the more valuable it is". It is on the basis of data sharing that the restriction of regional, 

narrow, and closed operation mode to human development can be solved to the greatest ex-

tent, so that the economy and society can achieve exponential and leap-forward development, 

and a cooperative, shared, and prosperous the future of society can be expected. 

 

Wenzhu Lan (China): 

The of consciousness for information property protection   

 

Ana Marija Đurić (Croatia):  

I would say that human error is the greatest threat to data privacy and security. Employees that 

are ill-informed or clueless can use weak passwords, destroy data by accident, fall for phishing 

schemes, have privileged account access, and surf websites that are not permitted. Generally I 

would say that despite the fact that data has increased at an exponential rate over the last dec-

ade, poor security procedures continue to put businesses at danger of a data breach. The most 

serious threats in data privacy is Personal Identifiable Information where handling millions of 

data records becomes overwhelming in our technology-driven society due to the veracity and 

volume of data. 

Tuncer (Netherlands):  

Keeping up with technological developments and offer a secure data storage. 

Zoë Jardim (Brazil):  

Complexity of configuration and operation of protection systems, lack of data protection solu-

tions for new technologies, and ensuring regulatory compliance. 
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The European Copyright Reform  
Antonia Herfurth, attorney at law in Munich and Hanover                                                 Hanover, April 2019 

 

 

The copyright law in force in the EU is harmonized by various directives - but it dates back to 

2001:  at that time there was no Facebook, YouTube or Twitter. As a result, it no longer ade-

quately serves its purpose "in this new digital environment." This was the view of the European 

Commission following an evaluation of copyright between the years 2013 and 2016, and as a 

result it initiated the reform.  

On March 26, 2019, the European Parliament has now approved the copyright reform presented 

to it. The controversially discussed draft was adopted by a clear majority. If the Council of the 

European Union also confirms the draft, the legislative process would be completed, and the 

member states would have to implement the Copyright Directive within two years.  

 

The aim is to adapt copyright law at EU level to the "new realities", as the development of digital 

technologies has led to changes in the creation, production, dissemination and exploitation of 

works and other protected subject matter. There are new forms of exploitation as well as new 

actors and business models.  It also aims to better protect creators and rights holders by ensur-

ing they receive fair remuneration for their content on the Internet. The EU also wants to pro-

mote the digital single market and prevent copyright fragmentation in the member states. Even 

though exceptions and limitations to copyrights are harmonized at the EU level, the emergence 

of new types of use in recent years means that it is not certain whether these exceptions will 

continue to be suitable for ensuring a fair balance between the rights and interests of authors 

on the one hand and those of users on the other. Moreover, these exceptions are only effective 

at the national level. Legal certainty for cross-border uses is not guaranteed. 

 

 

The new EU directive 

 

The current draft directive addresses measures in several new areas: 

▪ Adaption of exceptions and limitations to the digital and cross-border environment; 

▪ Improvement of licensing practices and ensuring wider access to content; 

▪ Creation of a viable market for copyright protection. 

 

There are four articles in the draft directive that stand out:  
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Text and data mining (Article 3) 

 

From a network policy perspective, Article 3 is particularly interesting; it provides for a new, EU-

wide mandatory barrier regulation in favor of text and data mining. 

In the future, it will allow the automatic evaluation or analysis of already existing data for the 

purpose of non-commercial scientific research seeking to gain new knowledge (text and data 

mining).  

 

In addition, Article 3 indirectly affects the framework conditions for the development and appli-

cation of analysis methods - in the use of artificial intelligence, the question is who may access 

public data under which circumstances in order to develop, test or apply self-learning algo-

rithms. However, since Article 3 only favors non-commercial scientific institutions, while the fur-

ther development of artificial intelligence is largely driven by commercial data scientists and 

start-ups, the EU has created an opening clause in Article 4. This allows member states to pro-

vide further exceptions for their domestic industry, science, or the interested public.  

 

 

 Protection of press publications concerning online uses (Art. 15) 

 

Article 15 is aimed at all services and Internet platforms that earn their money from third-party 

content, such as Google, YouTube, Facebook or even Instagram. The EU's intention is to no 

longer place publishers in the online sector in a worse position than other intermediaries of 

works, e.g. producers of sound recordings. After all, publishing services also cost time and 

money. In addition, the ancillary copyright is intended to secure the future of the press by cre-

ating a new source of income for European publishers. 

 

Following the German and Spanish example, the EU therefore wants to introduce an ancillary 

copyright for press publishers. This grants press publishers the exclusive right to make the press 

product or parts thereof available to the public for commercial purposes, except in the case of 

individual words or very small text excerpts. The rule serves to protect against systematic access 

to the publishing service by the providers of search engines (whose business models rely heavily 

on the access to the publisher's work) and providers preparing content in accordance with a 

search engine. 

Private or non-commercial uses of press publications by individual users are not covered by the 

provision. 

 

 

Compensation claims by publishers (Article 16)  

 

The EU wants publishers to participate again in statutory compensation claims.  

To this end, Member States may now stipulate under Article 16 that where an author has trans-

ferred or licensed a right to a publisher, such transfer or licensing shall constitute a sufficient 

legal basis for the publisher's claim to a share of the compensation for the use of the work.  
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Licensing obligation and upload filters (Article 17) 

 

Under current EU copyright law, Internet platforms are not liable for copyright-infringing con-

tent; instead, users are responsible for the images, videos, texts, or music they upload. With the 

copyright reform, platforms will now be responsible if content is uploaded for which they, the 

platforms, do not hold licenses.  

 

To comply with Article 17, platforms must scan all content using software that uses an extensive 

database to check whether another person holds the copyright to the content; if so, the filter 

will prevent uploading (upload filter). Therefore, platform operators should acquire licenses for 

the content that is uploaded by users and thus also give the authors a share of the revenues.  

A platform can escape liability if it has made timely efforts to obtain licenses from rights holders. 

In addition, platforms would be exempt from upload filters if they have been in existence for 

less than three years, have annual revenues of less than ten million euros, and have fewer than 

five million users per month. 

 

 

Criticisms 

 

While supporters see the current draft as strengthening the position of rights holders against 

platforms such as Google, YouTube or Facebook, critics warn of the consequences of the reform: 

The internet of the consumer would become much smaller. Critics fear a restriction of freedom 

of expression, art, and the press. 

 

 

Text and data mining 

 

As the Commission's initially restrictive proposal on text and data mining was extended to in-

clude a national opening clause, it earned approval. Soon, however, concerns arose about the 

timeframe commercial data scientists, start-ups and the like would have to wait in order for 

national governments to enact their own regulations, allowing them to develop and apply arti-

ficial intelligence, especially since the clause merely offered an exception to the rule. It was up 

to the member states to decide whether to accept it.  

 

 

Ancillary copyright for press publishers 

 

The motivations behind a stronger protection of press publishers as described above are entirely 

justified.  

However, opponents of the ancillary copyright argue that the models taken as examples have 

already failed. The Spanish law is now known to have had a negative impact on the visibility of 

news and access to information in Spain and has been particularly damaging to smaller and in-

dependent media. The German ancillary copyright has only led to publishers in Germany making 

their content available again free of charge after a short time. Moreover, it is about to be de-

clared null and void in court. The ancillary copyright has not generated any additional revenue 

for publishers.  
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It is also feared that, contrary to the original intention of covering only commercial users, also 

bloggers, small businesses or, for example, private users who collect, share and comment on 

other people's content on the web could be indirectly affected by Article 15. 

 

In addition, the ancillary copyright would make the use of search engines and platforms more 

burdensome in everyday life. In the future, they would no longer be allowed to display titles or 

entire sentences if they had not acquired licenses from the rights holders. Under the EU reform, 

only individual words or short text excerpts may be displayed. Links are also allowed, but not 

link previews, which usually show the title and teaser of an article. The user would therefore 

hardly have a chance to find out what exactly the shared article is about before clicking.  

 

 

Compensation claims for publishers 

 

The introduction of compensation claims for publishers was declared illegal by the European 

Court of Justice back in 2015. The Court argued that this compensation, which at the time was 

up to 50% depending on the country and type of work, was intended to benefit authors alone.  

 

 

Licensing obligation and upload filters 

 

Opponents of the reform see the introduction of upload filters as a threat to the Internet culture. 

The fundamental problem is that upload filters, as automated computer programs, cannot rec-

ognize irony, satire or even sarcasm. In order to do so, they would need to put the contents in 

context.  

Critics are also concerned that platforms will be cautious to delete too much content - including 

legal content – rather than too little (overblocking), given the risk of potential liability. Although 

the affected user could act against this by means of a complaint or lawsuit, many of them would 

be deterred from taking such steps.  

Furthermore, there are concerns about the automated censorship of critical voices. The propo-

nents, on the other hand, argue that the controls would be appropriate and transparent. More-

over, in most cases the platforms would acquire licenses for the copyrighted material anyway, 

so there would be no need for blocking. Yet it is argued that it is not clear how platforms should 

have sought licenses in good time if they only know at the moment of upload what kind of con-

tent is being uploaded.  

 

The European Court of Justice has already ruled against upload filters at the beginning of 2012. 

They would violate the prohibition of a general monitoring obligation and undermine entrepre-

neurial freedom, as such a monitoring requires expensive and complicated IT systems.  As a 

result, many fear a further growth of the market positions of already large platforms such as 

Google, Facebook or Amazon at the expense of smaller ones. This, in turn, could weaken the 

negotiating position of rights holders, as content could only be uploaded under the conditions 

dictated by these platforms or not at all.  
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Alternative proposals 

 

The draft directive was adopted unchanged on March 26. 2019, despite the existence of alter-

native proposals. 

 

 

More generous text and data mining 

 

Although the introduction of the opening clause was praised by many experts, it was not con-

sidered sufficient. To avoid further difficulties the - already few - specialists and innovators in 

the IT sector, it was suggested that the opening clause should not be left at the national level 

but should be raised to the EU level.  

To prevent a feared shift of commercial research to jurisdictions whose copyright laws are more 

generous than those of the EU, such as the U.S. or Asia, experts suggested exempting commer-

cial mining and compensating rights holders in return. 

 

Capturing only affected platforms 

 

From the ranks of the European Parliament was suggested that the definition of "online content-

sharing service providers " formulated in the Copyright Directive should be more narrowly de-

fined. In this way, only those platforms that are affected by a particularly high number of copy-

right infringements could be required to introduce an upload filter. This would significantly re-

duce the conflict.  

 

 

Introduction of flat-rate license fees 

 

According to a proposal by the CDU for national implementation of the directive, the principle 

in Germany should be: "Pay instead of block." Accordingly, all content should be uploadable in 

principle without upload filters or risk of censorship. In a second step, platform operators would 

have to compensate authors for the use of their works. This would not apply if the use has al-

ready been allowed through the purchase of a license. In addition, uploads that are below a 

certain time limit should be free of license fees.  

 

 

Outlook 

 

Following the parliamentary approval of the copyright reform, the draft must be approved again 

by the member states. They had already done so - with a German yes - in February. The possible 

date for the new vote is April 9, 2019. The reform´s opponents hope that the German govern-

ment will refuse to give its approval this time. Especially since a German “no” vote would make 

the necessary majority among the member states uncertain. However, a German “no” is consid-

ered unlikely. 

 

+ + + 
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Current Developments  
Sara Nesler, Mag. iur (Torino), LL.M. (Münster)                                                                Hanover, August 2021 

 
Even if the deadline for the transposition of the directive passed on June 7, 2021, it remains 
problematic.  
 
On the one hand, the Commission has initiated infringement proceedings against 23 member 
states. They are said to have not yet implemented the directive or to have done so inadequately. 
This does not include Germany, as the directive was transposed into national law on June 4.   
 
Secondly, the European Court of Justice is currently examining whether the directive violates 
the Charter of Fundamental Rights following a complaint by Poland. The Advocate General's 
Office has recommended that the case be dismissed. However, Article 17 must be interpreted 
in accordance with fundamental rights. Only clearly illegal content should be blocked automati-
cally. Accordingly, service providers could not be required to carry out fully comprehensive pre-
ventive filtering.  
 
The current situation is thus characterized by a high degree of legal and planning uncertainty, 
which puts companies and citizens in a state of limbo and endangers the internal market.  
 

+ + + 

  



ALLIURIS ACADEMY  |  SUMMER SCHOOL 2020  
COMPENDIUM 
PAGE 207 OF 272 

207 
 

 

 

 

 

 

 

 

Chapter Nine 

 

 
 

Legal Basis of Intellectual Property Protection in China 
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Data Protection in China 
Jennifer Feng, attorney at law in Guangzhou                                                         Guangzhou, December 2021 

 

With the rapid development of information technology, more and more service or products pro-

viders collect, store, process, analyze and/or use all kinds of data to find business opportunities. 

Through big data technology, these providers can easily learn our name, gender, address, hob-

bies, or even our family information, income level, health status, etc. In order to pursuit of prof-

its, some companies began to improperly collect, process, or resell people’s personal infor-

mation, even violate the privacy of individuals. The big-data mining and personal information 

resale have opened the door for criminals, especially fraudsters. Those companies that have 

acquired the personal data of millions or even billions of individuals actually gain super power. 

They are able to easily manipulate people’s behavior. For example, a UK data consultancy firm, 

Cambridge Analytica, was alleged that it misused the data of millions of Facebook users for Don-

ald Trump’s presidential campaign in 2016. Thus, the PRC government is more and more con-

cerned about the misuse of big data. 

 

On the other hand, the rapid development of information technology is leading our life and so-

ciety to be more efficient and transparent. In today’s China, people rarely use cash in their daily 

life, in contrast, they finish their payment via the app WeChat and/or AliPay on their mobile 

phone. In recent years, the majority of buying and selling activities happen online. The extensive 

use of e-application system and biometric identification enable people to deal with things at 

home by just clicking buttons on their phones, which cut short the application time from months 

or days to minutes. Presetting the nationwide e-application systems also makes the application 

procedure more predictable and transparent. 

 

Thus, it becomes a big issue for the PRC government to balance the benefit and negative impact 

of big data technology. In this article, we will try to give our readers an overview of laws and 

regulations related to data protection in China.  

 

For data security, China’s legislation has been enacted separately in the areas of civil, criminal 

and administrative Law.  
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1. Civil Law System 

 

Civil law mainly deals with the relationship between natural persons, or the relationship be-

tween a natural person and a legal person. Therefore, the main concern under the civil law sys-

tem is the protection of personal information. Before the popularity of information technology, 

China’s civil law legislation related to data protection mainly focus on personal rights such as 

life, health, portrait, privacy, reputation, etc. An individual whose rights is infringed can seek 

judicial relief under General Principles of Civil Law (The predecessor of the Civil Code), and Tort 

Liability Law, which is a secondary legislation of civil law.  

After entering the information era, some personal information that didn’t seem important be-

fore, such as name, address, email, track of a person’s movement, if combined with other infor-

mation, may be used to deduce the valuable or private information of a person, e.g., a person’s 

consumption habits, hobbies, interpersonal relationship. Thus, a more specific and comprehen-

sive secondary law was introduced, i.e., Personal Information Protection Law (Effective on No-

vember 1, 2021).  

 

Under the civil law system, personal information is classified as three levels according to their 

importance and sensitivity. Please refer to the below chart.  

  

Personal Information Protection Law mainly stipulates the rules of processing personal infor-

mation and sensitive personal information, the rights and obligations of individuals in the pro-

cessing of personal information. The law also provides guidelines on handling the personal in-

formation by state organs, as well as rules for cross-border transmission of personal information. 

According to the law, processing of personal information includes collection, storage, use, trans-

mission, providing, publicizing, deletion, etc. The activities involving in processing personal in-

formation of natural persons within the border of China are also subject to this law, such as the 

activities aimed to provide product or service to domestic people, analyze and evaluate the be-

havior of natural persons in China, or another stipulated situation.   

 

The law stipulates four basic principles for natural person’s data processing:  

 

▪ Lawfulness. Any organization or individual must not illegally collect, use, process or 

transmit other person’s personal information. It is prohibited to illegally trade, provide 

or publicize personal information. It is prohibited to process personal information that 

may cause harm to national security or public benefit. The processers are obliged to take 

necessary measures to ensure safety of personal information.  

 

▪ Justification. This principle requires that the purpose of processing personal information 

must be specific, clear and reasonable. The processors shall follow the principle of open-

ness and transparency. They are required to disclose their rules of processing personal 

information, and express the purposes, methods and scope of processing.  

 

▪ Necessity. The collection of personal information should be limited to the minimum ex-

tent for fulfillment of the process purpose. 
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▪ Good Faith. Any organization or individual shall obtain informed consent from natural 

persons before they process personal information except several stipulated situations 

(Emergency Avoidance). Misleading, intentional obmission or obscure language may 

cause the consent being void. The processing shall not exceed the scope of consent.  

▪  

Processing sensitive personal data is prohibited unless a personal data processor aims to a spe-

cific purpose with sufficient necessity and takes strict protective measures. In addition, the indi-

vidual’s informed consent shall be obtained in advance unless the law stipulated otherwise. Un-

der some circumstances, a written consent is required. 

 

It is worth to know that when it is necessary for personal information processors to provide 

personal information to outside the territory of the People’s Republic of China, the processors 

must meet one of the following conditions: 1) passing safety assessment organized by the com-

petent government authority; 2) obtaining Personal Information Protection Certification issued 

by authorized professional institutions; 3) adopting the template contract formulated by com-

petent government authority ; or 4) other conditions stipulated by law or regulation. 

 

 

2. Criminal Law 

 

To prevent and fight against crime of infringe data safety, Criminal Law stipulates several crimes.  

▪ Crime of infringing upon citizens' personal information. Any organization or individual 

violates the relevant laws and regulations to sell personal information of citizens to a 

third party shall be imposed a fine, and/or sentenced to criminal detention or fixed-term 

imprisonment, which can be as long as no more than 7 years.  

 

▪ Crime of refusing to perform the obligation to manage information network security. 

The object of this crime is internet service providers, which provide information to the 

public or provide services to the people who intend to obtain internet information.  The 

providers may be imposed a fine, and/or sentenced to criminal detention or no more 

than 3 years fixed-term imprisonment if they refused to correct their security measures 

under the requirement of the competent supervision authority so as to cause 1) wide-

spread of illegal information; 2) serious harm by disclosure of users’ information; 3) se-

rious harm due to the loss of evidence in a criminal case; or 4) other serious circum-

stances. 

 

 

3. Administrative Law System 

 

From the perspective of strengthening the administration of data by the government, China has 

also introduced a series of laws, the most important of which are Cybersecurity Law (effective 

on 1st June, 2017) and Data Security Law (effective on 1st September, 2021). 
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1) The purpose of the two laws 

 

We can see the common purposes of the two laws: both aim to the safeguard of national secu-

rity (Data Security Law adds sovereignty security), and the protection of the legal rights of indi-

viduals and organizations. On the other hand, the two laws aim to the protection of network 

and data, as well as to promote the development and utilization of data and information tech-

nology.  

This is a good example shows the effort by the PRC government to balance the benefit and neg-

ative impact arising from the development of new technology.  

 

 

2) Cybersecurity Law 

 

All the organizations or individuals that construct, operate, maintain and use the network within 

the People’s Republic of China, as well as the supervision and management of network security 

are subject to this law.  

The PRC government implements network security level protection rules. Network operators 

should fulfill their security protection obligations in accordance with the rules to protect the 

network from interference, sabotage, or unauthorized access, and to protect network data from 

being leaked, stolen or tampered.  

 

The PRC government implements the key protection for those important industries and fields, 

such as public communications, information services, energy, transportation, water conserv-

ancy, finance, public service, and e-government, as well as the key information infrastructure, 

which could seriously endanger national security, national economy, and the people’s livelihood 

and public interests if it is destructed, loss of functionality or data leakage.  

 

It is required that the operators of key information infrastructure must store any and all personal 

data collected and generated during its operating in the People’s Republic of China. The State 

Council is authorized by the law to formulate the specific scope and security protection 

measures for critical information and infrastructure. By now, we have not seen any specific 

measures by the State Council. There is a similar stipulation (Art. 40) in the Personal Information 

Protection Law, which mentioned that the key information infrastructure operators and per-

sonal information processors shall store the data domestically collected and generated within 

the People’s Republic of China when the processed amount of personal information reaches a 

certain amount. We have not found out how much “the certain amount” is yet but it is believed 

that the government will classify according to the importance and sensitivity of the data, not 

just amount of data. For example, Apple and Tesla are both required to store the data in China, 

although the number of customers of these two companies are far apart.  
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3) Data Security Law  

 

The law advocates Big Data Strategy. The government will promote the construction of data 

infrastructure, encourage and support the innovative application of data in various industries 

and fields. The state will support the development and utilization of data to improve the  

 

intelligent level of public services. This strategy will lead to innovative and profitable business in 

this field. 

 

This law stipulates that the state protects data based on different types and levels of data clas-

sified according to the importance in social and economic development, and to the extent of 

harm that may be caused to national security, public interests or legal rights of organizations 

and individuals.  

The law also stipulates the obligations of data processors. It is required that any process of data 

or development of new data technology must be aimed to promote economic and social devel-

opment, improve people’s common wealth and accord with social morality and ethics. 

+ + + 
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International Trade Mark Protection 
Aline Kristin Pehle, Trainee lawyer                                                                                    Hanover, February 2021 

 

New awareness through online marketing: What problems arise in trade mark protection? 

 

Today, most companies that want to increase their national or international profile rely on 

online marketing, as for many this is the easiest and - supposedly - most cost-effective way. It is 

no longer just traditional web domains or ad windows that are used, but also social media chan-

nels. Even many small and medium-sized companies now maintain their presence in social net-

works as a matter of course. In addition, the cooperation with so-called Influencers or celebrities 

is becoming increasingly popular. 

 

The possibilities to increase one's reach are therefore becoming more and more diverse. Appro-

priate and clever marketing can even be used to specifically trigger or exploit real "Internet 

hype". A company or its brand can thereby achieve a high profile in the desired target group 

within a few days or weeks - and sometimes worldwide. However, the attempt to establish or 

expand in new markets through the rapid prominence of brands should also prompt entrepre-

neurs to take a proactive approach to the relevant property rights. 

How protected is one's own brand in a suddenly newly opening market? And how protected is 

one's own brand in the regular sales territory if an unexpected competitor enters (perhaps even 

overnight)? 

 

 

National, European, and global trade mark protection 

 

In the trade mark protection system, a fundamental distinction must be made between the na-

tional, European, and global levels. 

As a starting point, when a trade mark is to be used for the first time in a particular country, it is 

a matter of national trade mark law. 

In Germany, a trade mark can be applied for at the German Patent and Trade Mark Office (head-

quarters in Munich). The protection extends geographically to the entire territory of Germany, 

temporally for an initial period of ten years, with the possibility of extension for a fee shortly 

before the expiry of the term. 

If a trade mark is to be protected within the borders of the EU, it can be registered as an EU 

trade mark. The legal basis is an EU regulation[1]. The European Union Intellectual Property Of-

fice (EUIPO), which is based in Alicante, Spain, is responsible for this. After the expiration of ten 

years, the trade mark protection can be extended again for another ten years.  
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The great advantage of the EU trade mark is the uniform legal protection throughout the EU. 

The trade mark does not have to be applied for individually in each member state in which it is 

to be used and enjoys the same standard of protection everywhere. 

 

However, this advantage is at the same time its major disadvantage: obstacles to registration in 

only one member state (e.g. the opposition of the owner of an earlier trade mark) usually pre-

vent the creation of the EU trade mark. If it turns out after registration that there were grounds 

for refusal in only one state, the EU trade mark may lose its protection in all other member states 

as well. Whether this is a disadvantage or not, depends on the perspective. Therefore, as soon 

as an entrepreneur intends to have his trade mark protected throughout the European Union 

due to an intended expansion, he should not only look for possibly earlier or prioritized Com-

munity trade marks, but also for earlier trade marks in each of the 27 member states within the 

scope of a trademark search. 

 

Efforts by states to establish trade mark protection at the international level through treaties 

under international law have existed since the end of the 19th century. Even if there is still no 

uniform, globally valid trade mark protection law, the international community has at least been 

able to agree on certain minimum standards and has in the meantime created the WIPO in Ge-

neva, the World Intellectual Property Organization. Based on the Madrid Trade Mark Protection 

System, the Paris Convention for the Protection of Industrial Property and most recently the 

TRIPS[2] Agreement of the WTO, it is possible to obtain protection of a trade mark in over 190 

different countries through WIPO. 

 

The advantage of using the WIPO system as opposed to going through the respective national 

patent offices of the individual states is first of all that the trade mark owner is ultimately enti-

tled to registration in the desired additional states. Once registered in a contracting state, regis-

tration in other states can only be denied in exceptional cases. In addition, foreign trade mark 

owners may not be treated worse than domestic trade mark owners since there is an equal 

treatment requirement. 

 

It should be emphasized, however, that no universal trade mark is created here; rather, the ter-

ritoriality principle has an effect: A one-time registration and thus automatic protection in all 

contracting states cannot be obtained. Instead, it must be specifically stated in which states the 

trade mark is to obtain protection. The legal consequence is that the loss of trade mark protec-

tion in one of the contracting states does not at the same time mean the loss of protection in 

another state. The main problem for the competitor is that he must enforce his trade mark pro-

tection in each of the states concerned individually, always with the uncertainty that it is not 

clear whether his action will be successful in each case. 

 

 

Trade mark protection in new markets 

 

New market - new registration 

 

The principles of territoriality, registration and priority are common in all three systems.  A trade 

mark can only be protected where it has been entered in a trade mark register and thus officially  
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granted protection rights. In addition, older trade marks have priority over younger trade 

marks, they are prioritized. 

If a company's brand gains sudden recognition/popularity in other countries as a result of suc-

cessful social media campaigns, but is not registered there, any competitor can first make use 

of this brand - i.e. use it or, in the worst case, register it themselves. The seemingly promising 

appearance on the new market can therefore quickly turn into a failure without registration. 

If the company unexpectedly encounters a new competitor on its traditional market whose 

trade mark is more or less identical to its own trade mark, the first thing to consider is which of 

the two is already registered. Only if its own trade mark is already registered can the company 

take action against the competitor. However, it should not succumb to the temptation to make 

use of a competing trade mark itself, as this could possibly give rise to liability under competition 

law. If neither of the two trade marks has yet been registered, the priority principle also applies: 

the trade mark that is registered first prevails and is protected against the other trade mark. This 

sometimes leads to a race against time. 

A company that intends to sell its products under a particular trade mark in a particular market 

or even just to advertise them there is therefore strongly advised to register the trade mark with 

the relevant authority - be it the national trade mark office, the EUIPO or the WIPO. In addition, 

a thorough trade mark search should be carried out in advance to rule out the possibility that 

the trade mark is already protected in favor of another rights holder. Nowadays, this has become 

relatively easy by means of registers that can be viewed online.[3] Nevertheless, in individual 

cases it can be difficult to assess whether one's own trade mark differs strongly enough from an 

already registered trade mark, e.g. in the case of figurative trade marks. If necessary, it is advis-

able to seek the advice of a specialist attorney in order to avoid the unnecessary waste of time 

and expense that can result from a refusal to register. 

 

 

The principle of "well-known” trade marks 

 

No rule without exception. An outgrowth of the priority principle which is generally accepted is 

the principle that no new trade mark may be registered which is identical (probably including 

imitation or translation) with a trade mark which is generally known or popular. In English, these 

trade marks are referred to as "well-known trade marks", in German as "notoriously well-known 

trade marks". Following this principle, a domestic, unregistered trade mark may well claim pro-

tection against a new foreign trade mark. Conversely, a foreign trade mark that is not registered 

in Germany may also be granted protection against a new domestic trade mark. 

 

The "well-known trade marks" have been legally regulated in the WTO/WIPO system, in the USA, 

the EU and in German trade mark law. 

It seems only logical to now apply this concept to a trade mark that has achieved great recogni-

tion or prominence in a state or region through clever online marketing, even before the com-

pany has had the opportunity to distribute as well as register it: imitators who want to profit 

from any hype could be prohibited from using/registering an identical trade mark. 
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Here, the first question that arises is whether the trade mark must already be used or whether 

mere awareness is sufficient. Is it possible to protect a trade mark that has neither been regis-

tered nor used? The argument against this could be that its protection should possibly not be 

more extensive than the protection of properly registered trade marks. The TRIPS Agreement 

allows the contracting states to make the registration of a trade mark dependent on whether 

the trade mark is actually used. Three years are mentioned as a time frame for orientation. The 

EU even assumes an actual period of use of five years, but the act of affixing the trade mark to 

export goods is sufficient for the assumption of use. 

 

However, the wording of the TRIPS Agreement deems the awareness of the trade mark through 

advertising in the respective contracting state to be sufficient. Over the years, there have also 

been several rulings in which actual use was not deemed necessary and which allowed the no-

toriety of "well-known trade marks" to be sufficient to fall under trad emark protection.[4] This 

means that the protection of an unregistered trade mark not used domestically against use by 

third parties is thoroughly recognized. 

 

There is no uniform definition of well-known or the "well-known" criterion. WIPO initially leaves 

the assessment of whether a trade mark is sufficiently well-known or whether there is a likeli-

hood of confusion with a new trade mark to the respective national authorities. Therefore, min-

imum requirements have been developed through national practice and case law, all of which 

have in common that the trade mark must have a high degree of recognition in the target group: 

The TRIPS Agreement, for example, focuses on the public's knowledge of the relevant area ("sec-

tor"). The European Court of Justice (ECJ) requires the awareness in a "significant part" of the 

relevant "professional milieu."[5] The Court of Justice of the European Union (CFI, subordinate 

to the ECJ) even makes a spatial limitation: a corresponding awareness in the region instead of 

in the whole Member State, is sufficient.[6]  

 

"Notoriously well known" implies that for a well-known mark to be protected, it must have been 

known for a certain period of time. In 1999, WIPO's Interpretative Recommendations to the 

TRIPS Agreement required, among other things, a certain length of time in which a mark has 

been known, used, or advertised for it to be considered "well-known." 

 

But why should older well-known trade marks, which have had more time to be registered, nec-

essarily be more worthy of protection than equally well-known younger trade marks that are 

"fresh" on the market? At least the English wording, which is likely to be the decisive one in an 

interpretation, allows for a certain opening.  

Especially in times of digitalization, in which sufficient awareness in the target group, as is gen-

erally required, is achieved more and more quickly worldwide through targeted marketing 

abroad, triggering of Internet hype, etc., and in which competitive situations arise more quickly 

through exchange via international platforms, expansion through online trade, etc., it would ap-

pear that the term "fresh" is not a suitable term. Since competition situations arise more quickly, 

it seems only justified not to apply overly strict criteria to the duration of awareness. After all, 

the competitor who registers his trade mark first has the decisive advantage.  
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To assume as a ground for refusal only the existence of trade marks with a long reputation, but 

not that of more recent trade marks with a reputation, seems unreasonable and no longer up 

with the times. 

 

 

Conclusion 

 

Ultimately, of course, it depends on the further development of national practice. The safest 

way for entrepreneurs is still the registration.  

 

Entrepreneurs should not miss the moment when a registrable trade mark is created, lest com-

petitors who want to take advantage of a possible sudden popularity of the trade mark beat 

them to it by registering it. Nevertheless, it may be worthwhile to look ahead and have the pro-

tection concept of the "well-known trade mark" in mind for emergencies. After all, the signifi-

cance and reach of a trade mark on the market does not always depend on its "notoriety" or 

age. 

The concept of "well-known trade marks" raises yet another aspect that companies should keep 

in mind when conducting trade mark searches: In case of doubt, it is not sufficient to rely only 

on the trade mark registers. It should also be checked whether one's own trade mark collides 

with a "well-known trade mark" or "notoriously well-known trade mark". Otherwise, there may 

be unwanted surprises. 
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